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Last	lectures	(L3,	L4):		
Fault	Tolerance	vs.	Intrusion	Tolerance	
•  ReplicaJon	and	Consensus	
•  BFT,	ByzanJne	Quorums	(ex.,	ABD)	
•  BFT,	SMR	Approach	and	PAXOS	
•  Randomized	Consensus	(Ben	Or)	
–  Other	approaches	/	case-studied	later	!	

•  PracJcal	implementaJon	
–  Reliable	and	Secure	Channels		
–  Authen9ca9on	(messages	and	par9cipants)	

•  Secure	Hash	FuncJons	or	Symmetric	Crypto	PrimiJves:	Can	use	
MACs,	HMACs,	CMACs	and	secret-sharing	

•  Digital	signatures	(Public	Key	Methods,	PK	CerJficates,	PKIs	or	CAs)	
•  Possible	Hybrid	approaches	



So…	we	have	a	combinaJon	of	
techniques	usable	for	Dependable	

Distributed	Systems	

•  ProtecJon	of	communicaJons	
– Secure	Channels	

•  Orthogonal	soluJons	to	establish	secure	
channels	
– Transport	/	Session	Level:	TLS	(SSL)	
– Network	Level:		IPSec,	Secure	VPNs	
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Today:	IPSec	and	Secure	VPNs	

•  IPSec	-	soluJon	for	secure	channel	abstracJon	
(at	network-level,	TCP/IP	stack)	
– Can	use	TCP	above	for	reliability	
– Or	any	other	protocol	above	IP	…	transparently	

•  VPN:	Virtually,	support	for	transparent	remote	
access	to	a	remote	network		
– Virtually,	the	host	will	be	“located”	as	a	node	in	
the	remote	network	(as	an	IP	node)		
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IP	Security	

•  Network	Security	Layer:	security	subjacent	to	any	other	
protocol	level	in	the	stack	
–  A	range	of	applicaJon	specific	security	or	security	transport	
services	(eg.	S/MIME,	PGP,	Kerberos,	SET,	SSH,	SSL,	HTTPS/SSL)	

•  What	about	security	concerns	that	“cut	across”	protocol	
layers	

•  Would	like	security	implemented	by	the	network	for	all	
applicaJons	
–  Advantages	?	Drawbacks	?	

	
“If	a	secret	piece	of	news	is	divulged	by	a	spy	before	the	>me	is	ripe,	he	must	be	put	to	death,	

together	with	the	man	to	whom	the	secret	was	told.”	
	—The	Art	of	War,	Sun	Tzu	



IP	Security	and	TCP/IP	Stack	
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MoJvaJon	for	VPN	(1)	

•  Companies,	research	insJtuJons,	and	government	
organizaJons	have	long	maintained	private	networks	
between	central	offices	and	branch	offices.	

•  Employees/contractors	want	to	work	securely	from	home	or	
external	offices,	accessing	to	central	offices.	Road	warriors,	
all	the	way	from	salesmen	to	CEO’s,	want	to	be	mobile	and	
connect	to	the	home	office	for	whatever	purpose.		

•  There	are	fast,	cheap,	and	plenJful	connecJons	to	the	
Internet	to	be	had	in	locaJons	as	varied	as	libraries,	airports,	
and	Starbucks.		

•  How	do	you	go	about	securing	what	is	basically	an	unsecured	
medium?		
–  Provided	by	IPSec	Tunneling	
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MoJvaJon	for	VPN	(2)	

•  VPNs	(Virtual	Private	Networks)	provide	
secure	tunneling	of	communicaJons	over	
“insecure	networks”.	
– Secure	Tunneling	over	the	Internet	(Public	IP,	ISP	
provided	IP)	

– Where	“physical”	private	networks	existed,	VPNs	
are	becoming	today	a	commonplace		
•  not	only	among	“road	warriors”,	“branch	offices”,	and	
“central	offices”		
•  also	“business-to-business	partners”	exchanging	data	
through	a	secure	tunnel	wrapped	around	the	
communicaJons	traffic.		
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VPN	Topologies	and		
VPN	Tunneling	Technologies	

•  VPN	Topologies:	
–  Network-to-Network	
–  Host-to-Network	
–  Host-to-Host	

•  Tunneling			
Technologies:	
–  PPTP	
–  L2TP	
–  SSL	
–  IPSec	
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VPN	Examples	
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VPN	Support	…	

•  FreeS/WAN	used	to	be	the	only	IPSec	game	in	town	
as	far	as	Linux	was	concerned.		

•  With	the	advent	of	the	2.6	kernel	series,	there	is	now	
integrated	support	for	IPSec	in	the	kernel	in	addiJon	
to	the	survivor	of	FreeS/WAN,	OpenSWAN.		

•  Also	MAC-OS-X	Support	…	
–  hlps://www.strongswan.org	
–  hlp://www.thegreenbow.com/doc/
tgbvpn_cg_Linux_en.pdf	
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IP	Security	

•  Principals	as	“IP	endpoints”:	designed	enJJes	
•  Generic	IP	Security	services	(IP	Protocol	Level)	providing	

security	services:		
–  Access-Control,	AuthenJcaJon,	ConfidenJality	and	Integrity	
–  Key	management	and	establishment	services	

•  Applicable	to	use	over	LANs,	across	public	&	private	WANs,	&	
for	the	Internet	

•  Standard	covering	idenJfied	flaws,	vulnerabiliJes	and	alacks	
(iniJally	reported	in	1994	IETF	report)	

•  IPSec	scope:	
–  IPV4	compaJbility	
–  IPV6	NaJve	Security	



IPSec	Services	
•  Access	control	
•  ConnecJonless	integrity	
•  Data	origin	authenJcaJon	(IP	AuthenJcaJon)	of	IP	packets	(*)	
•  AnJ-Replaying	ProtecJon:	RejecJon	of	replayed	packets	

–  a	form	of	parJal	sequence	integrity	
•  ConfidenJality	(encrypJon)	
•  Limited	traffic	flow	confidenJality	
•  Key-Establishment	Services	
	
	
	
*		Remember	security	services:	Helps	in	securing	rouJng,	but	no	rouJng	

control:	different	rouJng	alacks	require	other	contra-measures	
complementarily	to	IPSec	



IP	Security	and	TCP/IP	Stack	

17	

DataLink	
(MAC	Layer)	

IP	

Transport	

ApplicaJon	

Physical	
Media	

IPSec	

IP
Se
c	

IPSec		Stack:	
AH	(AuthenJcaJon	Header)	Protocol	
ESP	(E-O	or	EncrypJon	Only)	
ESP	(E-A	or	EncrypJon	and	AuthenJcaJon)	
+	
Oakley/ISAKMP:	
Establishment	of	Security	IPSec	AssociaJons	



IPSec	protocol	suite	

•  Access	control	
–  AC	or	IP	packet	admission	

•  ConnecJonless	integrity	
	

•  AuthenJcaJon	(Origin)	
	(authenJcaJon	of	the	IP	packet	origin)	

•  AnJ-replay	(IP	packet	replay)	
	(Form	of	Sequen>al	integrity)	

•  Data	ConfidenJality	
•  Traffic-Flow	confidenJality	

•  Availability	(DoS,	DDoS)	
•  RouJng	control		
(IP	rouJng	control)	

					AH													ESP	(E-Only)											ESP	(A+E)	
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IPSec	uses	

•  Secure	branch	office	connec9vity	over	the	internet		
•  In	general,	secure	LAN-to-LAN	connec9vity,	as	a	“secure	

overlay	soluJon”	supported	over	public	IP	internetworking	
infrastructures,	public	IP	networks	(WAN	scale)	or	Internet	

•  Secure	VPNs	(on	top	of	NAT-based	IP	internetworking)	
•  Secure	Remote	Transparent	Access	of	users	to	their	Private	

Networks	
•  Secure	Extranet/Intranet	Solu9on	for	Private	Networks	or	

Secure	InterconnecJon	of	Private	Corporate	Networks	(inside	
an	organizaJon	or	partners)	

•  Enhancing	Electronic	Commerce	Security	(or,	in	general,	
internetworked	applicaJons,	secure	transacJons	and	mulJ-
party	environments		



IPSec	scenario	



Secure	LAN	to	LAN			
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Benefits	of	IPSec	

•  In	a	firewall/router:	
–  provides	strong	security	to	all	traffic	crossing	the	
perimeter	(perimeter	protecJon	strategy)	

–  Resistant	to	bypass	
– NAT	is	naturally	supported	

•  ProtecJon	below	transport	layer,	hence	
transparent	to	applicaJons	

•  Can	be	transparent	to	end	users	
•  Can	provide	security	for	individual	users	
•  Helps	in	securing	rouJng	architecture	

–  ProtecJon	of	router	adverJsements,	authenJcaJon/
authorizaJon	of	adverJsements,	control	of	authenJcated/
authorized	neighbours,	authenJcaJon	of	redirecJons,	contra-
measures	against	forged	update	announcements	
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IP	Security	Architecture	
Standard	suite	and	documentaJon	

•  SpecificaJon	quite	complex	and	extensive,	with	groups	of	
specific	documents	(standards):	
–  Architecture	

•  RFC4301	(2005)	Security	Architecture	for	Internet	Protocol	
–  Updated:	RFCs	6040,	(2010)		7619		(2015	)		

–  AuthenJcaJon	Header	(AH)	
•  RFC4302	(2005)		IP	Authen>ca>on	Header	

–  EncapsulaJng	Security	Payload	(ESP)	
•  RFC4303	(2005)	IP	Encapsula>ng	Security	Payload	(ESP)	

–  Internet	Key	Exchange	(IKE)	
•  RFC7296	(2014)	Internet	Key	Exchange	(IKEv2)	Protocol	
•  Updated:	RFC7427	(2015),	RFC	7670	(2016)	

–  Cryptographic	algorithms	(IPSec	standardized	crypto-suites	
used	in	above	IPSec	protocols)	

–  Others	(security	policy,		MIB,	…)	



IPSec	standardizaJon	(IETF	IPSec	WGs)	
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IPSec	modes	

Transport	Mode	

Transport	Mode	

Tunneling	Mode	

NAT	

Transport	Mode:	End-to-End	Security	(Host-to-Host)	
Tunnel	Mode:	Intermediary-Support		(routers,	firewalls)	

Modes	are	considered	for	different	IPSec	uses	



Transport	and	Tunnel	Modes	
•  Transport	Mode,	used	…	
–  For	End-to-End	IP	ProtecJon,	ex.,	Client/Server,	PeerHost-
to-PeerHost	

–  To	encrypt	&	opJonally	authenJcate	IP	data	(payload)	
–  Can	do	traffic	analysis	but	is	efficient	
–  ParJcular	use	for	ESP	“host	to	host”	traffic,	end-to-end	
	

•  Tunnel	Mode	
–  Encrypts	enJre	IP	packet	
–  Add	new	header	for	next	hop	
–  No	routers	on	way	can	examine	inner	IP	header	

•  Note:	what	about	“covert	channels”	control,	“non-controlled	doors	
for	malicious	souware	entry	points,	…	?	

–  ParJcularly	good	for	VPNs,	gateway-to-gateway	security	
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Transport	and	Tunnel	vs.	AH	and	ESP	

•  CombinaJons	provide	6	different	base	
security	behaviors	



TCP/IP	stack	
encapsulaJon	

	
	

Transport	
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Protocols	
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SADs,	SPDs,	and	SAs	

•  IPSec	policy:	determined	by	the	informaJon	
managed	in	a	persistent	SAD	(Security	
Associa9on	Database)	and	SPD	(Security	
Policy	Database)	

•  A	SAD	has	SAs	(Security	Associa9ons)	as	
entries	

•  Each	SAD	entry	corresponds	to	a	SPD	entry	
–  In	the	SPD,	the	IPSec	policies	for	each	Security	
AssociaJon	are	established	

– Different	SAs	may	share	the	same	policy	



Security	AssociaJons	

•  In	IPSec	there	is	a	“one-way	rela9onship”	between	sender	
&	receiver	that	affords	security	for	traffic	flow:	described	
in	the	respecJve	security	associaJon	(SA)	

•  An	SA	is	defined	by	3	parameters:	
–  Security	Parameters	Index	(SPI)	

•  IdenJfier	travelling	in	the	IPSec	packet	headers	
–  IP	DesJnaJon	Address	(DEST	IP)	
–  Security	Protocol	IdenJfier	(sPID)	

•  Has	a	number	of	other	parameters	
–  Seq	nr.,	AH	&	ESP	info,	SA	lifeJme	(or	SA-TTL),	etc…	

•  SPD	in	the	“local	database”	of	Security	AssociaJons	is	
managed	autonomously	in	each	endpoint	



IPSec	security	policy	management	
•  IPSec	architecture	with	SPD	and	SAD	management	

SPI	
IPdest,	
PI	

Sq	Nr	Counter	
Seq.	Nr	Overflow	
AnJ-Replay	Window	
AH	Info	
ESP	Info	
SA	LifeJme	

SPI	
IPdest,	
PI	

Sq	Nr	Counter	
Seq.	Nr	Overflow	
AnJ-Replay	Window	
AH	Info	
ESP	Info	
SA	LifeJme	



Security	Policy	Database	
•  Relates	IP	traffic	to	specific	SAs	
– Match	subset	of	IP	traffic	to	relevant	SA	
– Use	selectors	to	filter	outgoing	traffic	to	map	

•  Different	selectors	can	be	used	(see	bibliography)	
–  Based	on:	local	&	remote	IP	addresses,	next	layer	
protocol,	name,	local	&	remote	ports		



IPSec	packets	processing	

IP	Layer		
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Layer	
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IP	(IPV4)	ou	IPV6	(IPSec	as	a	naJve	service)	

IPSec	encapsulaJon	

IPSec	

AH	 ESP	(E-O)	 ESP	(E-A)	

EncapsulaJon	

IPSec	stack	

RFC	2401:	IPSec	architecture	and	stack	encapsula9on	issues	
	Remember	IPV4	and	IPV6	to	understand	encapsula>on	issues	
	(bibliography)	

RFC	2407:	DOI	(Domain	if	Interpreta9on)	
	

AH	>	RFC	2402:	AH	over	IPV4	and	over	IPV6	
ESP	>	RFC	2405,	RFC	2406	



IPSec	/	IPV4	

IPSec	

AH	 ESP	(E-O)	 ESP	(E-A)	
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IPV4	



IPV4	

IPSec	is	naJve	in	IPV6	service	

IPSec		

AH	 ESP	(E-O)	 ESP	(E-A)	

Transporte	

Middleware	/	Sup.	Aplicações	

APp	 APp	 APp	 APp	

IPV6	



AH	(AuthenJcaJon	Header	Protocol)	

EncapsulaJon:	

IP	Header	

AH	Header	

Protocol	Field	
IP	Header	=	51	

External	IP	pac.	

Payload	(ex:	TCP,	UDP)	

Internal	Protected	Packet	

Internal	Payload	
(ex:	segment	TCP	or	UDP)	

Payload	(IPSec	AH)	



AH	(RFC	2402)	

Next	Header	 Payload	Length	 RES	(NU)	 RES	(NU)	

SPI	

Seq.	number	

Auth	Data	(variable	size	
Depending	on	the	AuthenJcaJon	Method	in	the	SA	setup)	

(Default	values	in	current	implementaJons:	HMAC	=>	96	bits)	

8	 16	 31	0	

Auth	Data	(described	in	he	RFC	2402)	
Contains	an	ICV	(Integrity	Check	Value)	acJng	as	a	
MAC	(HMAC-MD5-96,	ou	HMAC-SHA-1.96)	



EncapsulaJng	Security	Payload	(ESP)	

•  Provides	message	content	confidenJality,	data	
origin	authenJcaJon,	connecJonless	integrity,	an	
anJ-replay	service,	limited	traffic	flow	
confidenJality	

•  Services	depend	on	opJons	selected	when	
establish	Security	AssociaJon	(SA),	net	locaJon	

•  Can	use	a	variety	of	encrypJon	&	authenJcaJon	
algorithms	



ESP	–	EncapsulaJon	Security	Payload	
•  More	complex	than	AH	(more	overhead	but	more	security	

concerns)	

IP	Header	

ESP	Header	 Segment	TCP/UDP	 ESP		
Trailer	

ESP		
Auth	

Protocol	Field		
IP	Header	=	50	

EncrypJon:	Ex.,	DES-CBC	(if	RFC	2405)	
ESP	Header	contains:	
- SPI	
- A	32	bit	sequence	number	
	
Trailer:	
-	Contains	a	“Next-Header	Field”	

External	IP	Packet	 Internal	Packet	

Payload	(IPSec	ESP)	

Internal	Payload	



ESP	(RFC	2406	...	4303,	4305)	

SPI	(Security	Parameter	Index)	que	idenJfica	a	SA	

Seq.	Number	

Payload	Data	(variable	size,	depending	on	the	SA		
Established	parameters)	

16	 31	0	

Padding	(0-255	bytes)	

.....	Padding	 Pad	Length	 Next	Header	

AUTH	Data	(or	ICV)	an	HMAC	computaJon	of	previous	data	
(variable	size,	depending	on	the	HMAC	established)	

Au
th
en

Jc
aJ

on
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	p
ro
te
cJ
on

	

Nº	de	bytes	

L	Nr	of	padding	bytes	 Next	payload	(IPV6	ext,	TCP,	
UDP,	etc...)	



EncrypJon	&	AuthenJcaJon	
Algorithms	&	Padding	

•  ESP	can	encrypt	payload	data,	padding,	pad	
length,	and	next	header	fields	
–  if	needed	have	IV	at	start	of	payload	data	

•  ESP	uses	padding	
–  to	expand	plaintext	to	required	length	
–  to	align	pad	length	and	next	header	fields	
–  to	provide	parJal	traffic	flow	confidenJality	

•  ESP	can	have	opJonal	ICV	for	integrity	
–  is	computed	auer	encrypJon	is	performed	
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AnJ-Replay	Service	

•  Replay:	alacker	resends	a	copy	of	an	authenJcated	
packet	(IPsec	Packet)	

•  IPSec	SoluJon:	use	of	a	sequence	number	to	thwart	
this	alack	

•  Sender	iniJalizes	sequence	number	to	0	when	a	new	
SA	is	established	
–  increment	for	each	packet	
–  must	not	exceed	limit	of	232	–	1	

•  Receiver	then	accepts	packets	with	seq	no	within	
window	of	(N	–W+1)	

•  But	…	IP	is	a	datagram	(no	reliable)	protocol		…	What	
if	packets	arrive	out	of	order	?	



Out-of-Order	packets	and	control	
•  IPSec	soluJon:	Use	of	a	sliding	window	control	

....	 ....	....	

window	of	64	IP	packets	

SEQ	NUMBER		
N	

SEQ	NUMBER	
N-W+1	

N+1	N-W	



AnJ-Replaying	Control	Window	

....	 ....	....	

Ex.,	

N-W	 N+1	

Sliding	window:	window	goes	to	the	right,	
when	a	valid	packet	with	sequence	number	=	N	
arrives	

Valid	received	packets	in	the	current	window	marked	as	“valid”	
	

N	

Received	packets	with	sequence	numbers	on	the	leu	
of	the	window	base	OR	with	incorrect	authenJcaJon	
(invalid	HMAC	proof		for	the	SA	parameters)	are	discarded	

Discarded	
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Combining	Security	AssociaJons	
•  SA’s	can	implement	either	AH	or	ESP	
•  SomeJmes,	we	need	to	implement	both:	need	to	
combine	SA’s	for	flexibility	vs.	security	purposes	and	
tradeoffs	
–  form	a	Security	Associa9on	Bundle	(SAB)	
–  A	SAB	may	terminate	at	different	or	same	endpoints	
–  CombinaJon	is	possible	in	different	ways,	by	

•  transport	adjacency	
•  iterated	tunneling	

•  combining	authenJcaJon	&	encrypJon	
–  ESP	with	authenJcaJon	
–  Bundled	inner	ESP	&	outer	AH	
–  Bundled	inner	transport	&	outer	ESP	



More	on	flexibility:	
Bundles	vs.	Modes	

– To	maximize	tradeoffs,	the	combinaJon	can	be	
done	involving:	
•  SA	bundles	with	different	policies	
•  And	different	IPSec	modes	
•  Exploring	adjacency	or	iteraJon	



SA	combinaJons	and	Bundles	
(1)	
2-transport	SABs	

(3)	2-transport	SABs	and	1-tunnel	SAB	
End-to-End	security	added	to	(2)	

(2)	1-tunnel	SAB:		
ex	of	single	tunneled	VPN	solu9on	

(4)	1-2	Transport	SABs	and	
1	Tinnel	SA:	A	secure	Remote	Acces		
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IPSec	cryptographic	Suites		
(in	RFC	7321,	Aug	2014)	

ESP	AuthenJcated	EncrypJon		
		Requirement				 	AuthenJcated	EncrypJon	Algorithm	
			-----------					 	----------------------------------	
			SHOULD+				 	AES-GCM	with	a	16	octet	ICV	[RFC4106]	
			MAY												 	AES-CCM	[RFC4309]	

	
ESP	EncrypJon	Algorithms	
Requirement				AuthenJcated	EncrypJon	Algorithm	
	----------------				 	-----------------------------------------------	
		MUST										 	NULL	[RFC2410]	
			MUST										 	AES-CBC	[RFC3602]	
			MAY											 	AES-CTR	[RFC3686]	
			MAY												 	TripleDES-CBC	[RFC2451]	
			MUST	NOT							 	DES-CBC	[RFC2405]	



IPSec	cryptographic	Suites		
(in	RFC	7321,	Aug	2014)	

AH	AuthenJcated	EncrypJon		
The	requirements	for	AH	are	the	same	as	for	ESP	AuthenJcaJon	Algorithms,	except	that	NULL	
authenJcaJon	is	inapplicable.	
	

Summary	of	Changes	from	RFC	4835	

Old	Requirement				New	Requirement						Algorithm	(notes)	
	----------------------					-----------------------							------------------------	
			MAY												 	 	SHOULD+										 	AES-GCM	with	a	16	octet	ICV	[RFC4106]	
			MAY											 	 	SHOULD+										 	AES-GMAC	with	AES-128	[RFC4543]	
			MUST-										 	 	MAY														 	TripleDES-CBC	[RFC2451]	
			SHOULD	NOT				 	MUST	NOT										DES-CBC	[RFC2405]	
			SHOULD+							 	 	SHOULD											 	AES-XCBC-MAC-96	[RFC3566]	
			SHOULD									 	 	MAY														 	AES-CTR	[RFC3686]	



IPSec	cryptosuite	(summary)	

As	defined	for	VPNs	
(RFC	4308)	

As	defined	for	VPNs	
(RFC	4308)	

IPSec	w/	IKE	v1	 IPSec	w/	IKE	v2,v3	

IPSec	w/	NSA	Security	Levels	
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IPSec	Key	Management	
•  Handles	key	generaJon	&	distribuJon	
–  SA	establishment	process	

•  Typically	need	2	pairs	of	keys	
–  2	per	direcJon	for	AH	&	ESP	

•  Manual	key	management	
–  sysadmin	manually	configures	every	system	

•  Automated	key	management	
–  automated	system	for	on	demand	creaJon	of	keys	for	
SA’s	in	large	systems	

–  Protocols	and	schemes:	
•  Oakley	
•  ISAKMP,	IKE	



Oakley	

•  A	key	exchange	protocol	
•  Based	on	Diffie-Hellman	key	exchange	
•  Adds	features	to	address	weaknesses	
– No	info	on	parJes,	man-in-middle	alack,	cost	
– So	adds	cookies,	groups	(global	params),	nonces,	
DH	key	exchange	with	authenJcaJon	

•  Can	use	arithmeJc	in	prime	fields	or	ellipJc	
curve	fields	



ISAKMP	
•  Internet	Security	AssociaJon	and	Key	
Management	Protocol	

•  Provides	framework	for	key	management	
•  Defines	procedures	and	packet	formats	to	
establish,	negoJate,	modify,	&	delete	Sas	

•  Independent	of	key	exchange	protocol,	
encrypJon	alg,	&	authenJcaJon	method	

•  IKEv2	no	longer	uses	Oakley	&	ISAKMP	terms,	
but	basic	funcJonality	is	same	



IKE	formats	



IKEV2	Exchanges	
See	bibliography	for	details	



IKEV2	Exchanges	

•  Different exchanges are defined for 
flexibility 
•  Adressing security and performance 

tradeoffs 
•  Interesting to automatic setup in 

different SAs, different iterated or 
adjacent combinations and different 
modes for each specific purposes 



IKE	Payloads	&	Exchanges	

•  Payload	types	
•  Have	a	number	of	ISAKMP	payload	types:	
– Security	AssociaJon,	Key	Exchange,	IdenJficaJon,	
CerJficate,	CerJficate	Request,	AuthenJcaJon,	
Nonce,	NoJfy,	Delete,	Vendor	ID,	Traffic	Selector,	
Encrypted,	ConfiguraJon,	Extensible	
AuthenJcaJon	Protocol	

•  payload	has	complex	hierarchical	structure	
•  may	contain	mulJple	proposals,	with	mulJple	
protocols	&	mulJple	transforms	
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Conclusions	

We	covered:	
–  VPN,	IPSec	Overview	
–  IP	Security	uses	and	benefits	
–  IP	Security	Architecture	(and	IPSec	Stack)	
–  IPSec	Modes:	Transport	vs.	Tunneling	
–  IPSec	Security	AssociaJons	
–  IPSec	Security	protocols	and	encapsulaJon	
– AnJ-Replaying	Service	
–  Security	and	Flexibility:	CombinaJon	of	Security	
AssociaJons	

–  IPSec	crypto-suite	
–  Key	Management	Schemes	
	



Key-Points	(summary)	
–  IPSec	as	a	capability	that	can	be	added	and	used	with	
current	IPV4	and	IPV6	versions	

–  ProtecJon	at	Network-Level,	Establishment	of	IP-based	
Secure	CommunicaJon	

–  Transparent	to	the	above	TCP/IP	stack	levels	
–  IPSec	supports	fundamental	security	properJes:	
authenJcaJon,	confidenJality,	integrity	and	key-
management		

–  ProtecJon	provided	by	the	IPSec	protocol	suite,	namely	by	
AH,	ESP-A	and	ESP-AE	
•  AuthenJcaJon	of	IP	packets	origins	(HMACs	applied	to	the	enJre	
original	IP	packet	(in	tunnel	mode)	or	to	all	of	the	packet	except	
the	IP	header	(in	transport	mode)	

•  ConfidenJality	by	the	encrypJon	of	encapsulated	security	
payloads,	both	provided	in	tunnel	and	transport	modes	

•  Key	management:	provided	by	the	ISAKMP	framework	and	
protocols	–	Oakley	and	IKE	protocol	evoluJons	

	



Key-Points	(criJcisms	and	new	
research	direcJons)	

–  IPSec	Generic	Advantages	/	Disadvantages	
–  IPSec	management	overheads	/	dependencies	

•  X509	CerJficaJon,	CA	dependencies,	PKI	Management	
•  PracJcal	(simple	deployments):	Pre-Shared	Keys	avoiding	
IKE/ISAKMP	Key-Establishment	

–  IP	Mobility	and	Scalability	Requirements	
•  Approaches	using	Locator/IdenJfier	SeparaJon	Protocols	
(LISP)	

– DoS,	DDoS,	…	
•  Light	Weight	AuthenJcaJon	and	Integrity	using	Ephemeral	
IdenJfiers	

–  IPSec	modes:	what	if	we	want	to	use	traffic	shapers	or	
filtering-boxes	

– Others	?	
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