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Introduction

Thisbook describes the commands used to configure and monitor | P addressing services. The commands
are listed alphabetically within technology area.

For 1P addressing services configuration tasks and examples, refer to the Cisco |OS IP Addressing
Services Configuration Guide.
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M arp (global)

arp (global)

To add a permanent entry in the Address Resolution Protocol (ARP) cache, use the arp command in
global configuration mode. To remove an entry from the ARP cache, use the no form of this command.

arp {ip-address | vrf vrf-name} hardware-address encap-type [interface-type]

no arp {ip-address | vrf vrf-name} hardware-address encap-type [interface-type]

Syntax Description ip-address

I P addressin four-part dotted decimal format corresponding to the

|local data-link address.

vrf vrf-name

Virtual Routing and Forwarding (VRF) instance. The vrf-name

argument is the name of the VRF table.

hardware-address Local data-link address (a 48-bit address).
encap-type Encapsulation description. The keywords are as follows:
- arpa—~For Ethernet interfaces.
- sap—For Hewlett Packard interfaces.
» smds—For Switched Multimegabit Data Service (SMDS)
interfaces.
- snap—~For FDDI and Token Ring interfaces.
» srp-a—Switch Route Processor, side A (SRP-A) interfaces.
- srp-b—Switch Route Processor, side B (SRP-B) interfaces.
interface-type (Optional) Interface type. The keywords are as follows:

ethernet—I EEE 802.3 interface.
loopback—L oopback interface.
null—No interface.
serial—Serial interface.

alias—Cisco 10S software responds to ARP requests as if it
were the interface of the specified address.

Defaults

Command Modes Global configuration

No entries are permanently installed in the ARP cache.

Command History Release Modification
10.0 This command was introduced.
12.2(33)SRA This command was integrated into Cisco 10S Release 12.2(33)SRA.
12.25X This command is supported in the Cisco | OS Release 12.2SX train. Support

in a specific 12.2SX release of this train depends on your feature set,
platform, and platform hardware.
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Usage Guidelines

Examples

arp (global) M

The Cisco 10S software uses ARP cache entries to translate 32-bit | P addresses into 48-bit hardware
addresses.

Because most hosts support dynamic resolution, you generally need not specify static ARP cache entries.

To remove all nonstatic entries from the ARP cache, use the clear ar p-cache privileged EXEC
command.

The following is an example of a static ARP entry for atypical Ethernet host:

arp 10.31.7.19 0800.0900.1834 arpa

Related Commands

Command Description

clear arp-cache Deletes all dynamic entries from the ARP cache.

| December 2010
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M arp (interface)

arp (interface)

To support atype of encapsulation for a specific network, such as Ethernet, Fiber Distributed Data
Interface (FDDI), Frame Relay, and Token Ring, so that the 48-bit Media Access Control (MAC)
address can be matched to a corresponding 32-bit | P address for address resolution, use the arp
command in interface configuration mode. To disable an encapsulation type, use the no form of this
command.

arp {arpa | frame-relay | snap}

no arp {arpa | frame-relay | snap}

Syntax Description arpa Standard Ethernet-style Address Resolution Protocol (ARP)
(RFC 826).
frame-relay Enables ARP over a Frame Relay encapsulated interface.
snap ARP packets conforming to RFC 1042.
Defaults Standard Ethernet-style ARP
Command Modes Interface configuration
Command History Release Modification
10.0 This command was introduced.
12.2(13)T The probe keyword was removed because the HP Probe feature is no longer
available in Cisco 10S software.
12.2(33)SRA This command was integrated into Cisco 10S Release 12.2(33)SRA.
12.2SX This command is supported in the Cisco | OS Release 12.2SX train. Support

in a specific 12.2SX release of this train depends on your feature set,
platform, and platform hardware.

Usage Guidelines Unlike most commands that have multiple arguments, the arp command has arguments that are not
mutually exclusive. Each command enables or disables a specific type of encapsulation.

Given a network protocol address (IP address), the arp frame-relay command determines the
corresponding hardware address, which would be a data-link connection identifier (DLCI) for Frame
Relay.

The show interfaces EXEC command displays the type of encapsulation being used on a particular
interface. To remove all nonstatic entries from the ARP cache, use the clear ar p-cache privileged EXEC
command.
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arp (interface) M

Examples The following example enables Frame Relay services:

interface ethernet 0
arp frame-relay

Related Commands ~ Command Description
clear arp-cache Deletes all dynamic entries from the ARP cache.
show interfaces

Displays statistics for all interfaces configured on the router or access server.
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M arp access-list

arp access-list

To configure an Address Resolution Protocol access control list (ARP ACL) for ARP inspection and
QosSfiltering and enter the ARP ACL configuration submode, use the ar p access-list command in global
configuration mode. To remove the ARP ACL, use the no form of this command.

arp access-list name

no arp access-list name

Syntax Description name Name of the access list.
Defaults This command has no default settings.
Command Modes Global configuration

Command History Release Modification

12.2(18)SXD Support for this command was introduced on the Supervisor Engine 720.

12.2(18)SXE This command was changed to support DAl on the Supervisor Engine 720. See the
“Usage Guidelines” section for the syntax description.

12.2(33)SRA This command was integrated into Cisco 10S Release 12.2(33)SRA.

Usage Guidelines Onceyou arein the ARP ACL configuration submode, you can add per mit or deny clauses to permit or
deny QoS to the flows. The following syntax is available in the ARP QoS ACL configuration submode
for QoS filtering; all other configurations will be rejected at the time of the policy-map attachment to
the interfaces:

{permit | deny} ip {any | host sender-ip [sender-ip-mask]} mac any

no { permit | deny} ip {any | host sender-ip [sender-ip-mask]} mac any

permit Specifies to apply QoS to the flows.

deny Skips the QoS action that is configured for traffic matching this ACE.
ip Specifies the IP ARP packets.

any Specifies any |P ARP packets.

host sender-ip Specifies the | P address of the host sender.

sender-ip-mask (Optional) Subnet mask of the host sender.

mac any Specifies MAC-layer ARP traffic.

no Deletes an ACE from an ARP ACL.
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arp access-list W

Once you are in the ARP ACL configuration submode, the following configuration commands are
available for ARP inspection:

- default—Setsacommand to its defaults. You can use the deny and per mit keywords and arguments
to configure the default settings.

- deny—Specifies the packets to reject.

» exit—Exitsthe ACL configuration mode.

» no—Negates a command or set its defaults.

» permit— Specifies the packets to forward.

You can enter the permit or deny keywords to configure the permit or deny clauses to forward or drop
ARP packets based on some matching criteria. The syntax for the per mit and deny keywords are as

follows:

{permit | deny} ip {any | host sender-ip [sender-ip sender-ip-mask]} mac {any | host sender-mac
[sender-mac-mask]} [log]

{permit | deny} request ip {any | host sender-ip [sender-ip-mask]} mac {any | host sender-mac
[sender-mac-mask]} [log]

{permit | deny} response ip {any | host sender-ip [sender-ip-mask]} [any | host target-ip
[target-ip-mask]] mac {any | host sender-mac [sender-mac-mask]} [any | host target-mac
[target-mac-mask]] [log]

permit Specifies packets to forward.

deny Specifies packets to reject.

ip Specifies the sender |P address.

any Specifies any sender |P address.

host Specifies a single sender host.

sender-ip I P address of the host sender.
sender-ip-mask Subnet mask of the host sender.

mac any Specifies any MAC address.

mac host Specifies a single sender host MAC address.
sender-mac MAC address of the host sender.

sender-mac-mask

Subnet mask of the host sender.

log (Optional) Specifies log on match.
request Specifies ARP requests.

response Specifies ARP responses.

any (Optional) Specifies any target address.
host (Optional) Specifies asingle target host.
target-ip I P address of the target host.
target-ip-mask Subnet mask of the target host.
target-mac MAC address of the target host.

target-mac-mask

Subnet mask of the target host.

If you enter the ip keyword without the request or response keywords, the configuration appliesto both

requests and responses.
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Examples

Once you define an ARP ACL, you can apply it to VLANs using theip arp inspection filter command
for ARP inspection.

Incoming ARP packets are compared against the ARP access list, and packets are permitted only if the
access list permits them. If access lists deny packets because of explicit denies, they are dropped. If
packets get denied because of the implicit deny, they are matched against the list of DHCP bindings,
unless the access list is static or the packets are not compared against the bindings.

When a ARP access list isapplied to aVLAN for dynamic ARP inspection, the ARP packets containing
only IP-to-Ethernet MAC bindings are compared against the ACLs. All other type of packets are bridged
in the incoming VLAN without any validation.

ACL entries are scanned in the order that you enter them. The first matching entry is used. To improve
performance, place the most commonly used entries near the beginning of the ACL.

Animplicit deny ip any mac any entry exists at the end of an ACL unless you include an explicit per mit
ip any mac any entry at the end of the list.

All new entriesto an existing list are placed at the end of the list. You cannot add entries to the middle
of alist.

This example shows how to create a new ARP ACL or enter the submode of an existing ARP ACL:

Router (config)# arp access-list arpacl22
Router (config-arp-nacl) #

This example shows how to create an ARP ACL named arp_filtering that denies QoS but permits
MAC-layer ARP traffic:

Router (config)# arp access-list arp_filtering

Router (config-arp-nacl)# permit ip host 10.1.1.1 mac any
Router (config-arp-nacl)# deny ip any mac any

Router (config-arp-nacl) #

Related Commands

Command Description
show arp Displays information about the ARP table.
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arp authorized

Syntax Description

Defaults

Command Modes

To disable dynamic Address Resolution Protocol (ARP) learning on aninterface, usethearp authorized
command in interface configuration mode. To reenable dynamic ARP learning, use the no form of this
command.

arp authorized

no arp authorized

This command has no arguments or keywords.

No default behavior or values

Interface configuration

Command History

Usage Guidelines

Examples

Release Modification
12.3(H)T This command was introduced.
12.2(33)SRC This command was integrated into Cisco 10S Release 12.2(33)SRC.

Thearp authorized command disables dynamic ARP learning on an interface. This command enhances
security in public wireless LANs (PWLANS) by limiting the leasing of | P addresses to mobile users and
authorized users. The mapping of |P address to MAC address for an interface can be installed only by
the authorized subsystem. Unauthorized clients cannot respond to ARP requests.

If both static and authorized ARP are installing the same ARP entry, the static configuration overrides
the authorized ARP entry. To install a static ARP entry use the arp (global) command. A nondynamic
ARP entry can only be removed by using the same method by which it was installed.

The arp authorized command can only be specified on Ethernet interfaces and for Dynamic Host
Configuration Protocol (DHCP) networks.

The following example disables dynamic ARP learning on interface Ethernet O:

interface EthernetO
ip address 10.0.0.1 255.255.255.0
arp authorized

Related Commands

Command Description

arp (global) Adds a permanent entry in the ARP cache.

update arp Securesdynamic ARP entriesin the ARPtableto their corresponding DHCP
bindings.
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arp log threshold entries

To enable an Address Resolution Protocol (ARP) trap so that the ARP log is triggered when a specific
number of dynamically learned entries is reached on the router interface, use the arp log threshold
entries command in interface configuration mode. To disable the ARP trap for the interface, use the no
form of this command.

arp log threshold entries entry-count

no arp log threshold entries

Syntax Description entry-count Triggers the ARP log service when the number of dynamically learned
entries on the interface reaches this threshold. The range isfrom 1 to
2147483647.

Command Default ARP trap is disabled for the interface.

Command Modes Interface configuration

Command History Release Modification
12.4(10)T This command was introduced.
12.2(31)SB2 This command was integrated into Cisco |10S Release 12.2(31)SB2.
12.2(33)SRB This command was integrated into Cisco 10S Release 12.2(33)SRB.

Usage Guidelines This command enables an ARP trap for the router interface. When the number of dynamically learned
entries on the interface exceeds the preconfigured amount, an ARP event message is written to system
message logging (syslog) output.

A high number of learned entries on the interface might indicate anomalies such as an attempt to breach
security through an ARP attack on the router. The threshold at which to configure the ARP log service
trigger should be determined heuristically, based on the expected number of nodes the router will serve
and the number of hosts on the interface.

To display information about the setting configured by the arp log threshold entries command, use the
show running-config command. If an ARP trap is enabled for agiven interface, the information for that
inter face command includes the ar p log threshold entries command, followed by the threshold value.

To display the syslog history statistics and buffer contents, use the show logging command.

Examples The following example shows how to enable an ARP trap so that the ARP log is triggered when 50
dynamically learned entries is reached on the Ethernet interface at slot 2, port 1:

Router (config)# interface ethernet2/1
Router (config-if)# arp log threshold entries 50
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The following sample output from the show logging command shows that the ARP trap entry was
triggered when 50 dynamic ARP entries was reached on the Ethernet interface at slot 2, port 1:

Router# show logging

Syslog logging: enabled (0 messages dropped, 39 messages rate-limited, 0 flushes, 0
overruns, xml disabled, filtering disabled)
Console logging: disabled
Monitor logging: level debugging, 0 messages logged, xml disabled,
filtering disabled
Buffer logging: level debugging, 309 messages logged, xml disabled,
filtering disabled
Exception Logging: size (8192 bytes)
Count and timestamp logging messages: disabled
Persistent logging: disabled
No active filter modules.

Trap logging: level informational, 312 message lines logged
Log Buffer (65536 bytes):

Jan 27 18:27:32.000: %SYS-6-CLOCKUPDATE: System clock has been updated from 10:27:31 PST
Fri Jan 27 2006 to 10:27:32 PST Fri Jan 27 2006, configured from console by console.
Jan 27 18:27:32.431: %$SYS-5-CONFIG I: Configured from console by console

Jan 27 18:27:34.051: %ARP-4-TRAPENTRY: 50 dynamic ARP entries on Ethernet2/1 installed in
the ARP table

Related Commands =~ Command Description
interface Selects an interface to configure and enters interface configuration mode.
show logging Displays the contents of logging buffers.

show running-config  Displays the contents of the currently running configuration file of your
routing device.
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arp packet-priority enable

To enable Address Resolution Protocol (ARP) packet priority on an interface, use the arp
packet-priority enable command in interface configuration mode. To disable ARP packet priority, use
the no form of this command.

arp packet-priority enable

no arp packet-priority enable

Syntax Description ~ This command has no arguments or keywords.

Command Default By default, ARP packet priority is not enabled.

Command Modes Interface configuration (config-if)
Command History Release Modification
15.1(3)T This command was introduced.
15.1(1)S This command was integrated into Cisco 10S Release 15.1(1)S.

Usage Guidelines Usethe arp packet-priority enable command when a network congestion causes ARP packetsto drop.
Enabling ARP packet priority significantly reduces the number of ARP packet drops.

Before you configure the arp packet-priority enable command, you must configure an |P address for
the interface and ensure that the interface is enabled. If the interface is disabled, use the no shutdown
command to enable the interface.

Examples The following example shows how to enable packet priority on a Fast Ethernet interface:

Router
Router
Router
Router

config)# interface FastEthernet0/1

config-if)# no shutdown

config-if)# ip address 198.51.100.253 255.255.255.0
config-if)# arp packet-priority enable

Related Commands ~ Command Description
interface Configures an interface and enters interface configuration mode.
ip address Sets a primary or secondary |P address for an interface.

shutdown (interface)  Disables an interface.
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To control the the probing of authorized peers, use the arp probe interval command in interface
configuration mode. To disable the probe, use the no form of this command.

arp probe interval Il

arp probeinterval seconds count count-number

no arp probe

Syntax Description

Defaults

Command Modes

seconds

Interval in seconds after which the next probe will be sent to see if
the peer is still present. Therangeisfrom 1 to 10.

count count-number

Number of probe retries. If no response, the peer has logged off. The
rangeis from 1 to 60.

Disabled

Interface configuration

Command History

Usage Guidelines

Examples

Release Modification
12.3(8)XX This command was introduced.
12.3(14)T This command was integrated into Cisco 10S Release 12.3(14)T.

Once you configure the arp probe interval command, probing continues until you disable it using the
no form of the command on all interfaces.

The following example shows a 2 second interval with a probe of the peer occurring 5 times;

interface ethernet 0

arp probe interval 2 count 5

Related Commands

Command

Description

arp (interface)

Controls the interface-specific handling of 1P address resolution.

clear arp-cache

Deletes all dynamic entries from the ARP cache.

show interfaces

Displays statistics for all interfaces configured on the router or access server.
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arp timeout

To configure how long a dynamically learned | P address and its corresponding Media Control Access
(MAC) address remain in the Address Resolution Protocol (ARP) cache, use the arp timeout command
in interface configuration mode. To restore the default value, use the no form of this command.

arp timeout seconds

no arp timeout seconds

Syntax Description seconds Time (in seconds) that an entry remains in the ARP cache. A value of zero
means that entries are never cleared from the cache.

Defaults 14400 seconds (4 hours)

Command Modes Interface configuration

Command History Release Modification
10.0 This command was introduced.
12.2(33)SRA This command was integrated into Cisco |0S Release 12.2(33)SRA.
12.2SX This command is supported in the Cisco |OS Release 12.2SX train. Support

in a specific 12.2SX release of this train depends on your feature set,
platform, and platform hardware.

Usage Guidelines This command is ignored when issued on interfaces that do not use ARP. The show interfaces EXEC
command displays the ARP timeout value. The value follows the “Entry Timeout:” heading, as seen in
the following example from the show interfaces command:

ARP type: ARPA, PROBE, Entry Timeout: 14400 sec

Examples The following example sets the ARP timeout to 12000 seconds to allow entries to time out more quickly
than the default:

interface ethernet 0
arp timeout 12000

Related Commands ~ Command Description
show interfaces Displays statistics for all interfaces configured on the router or access server.
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To refresh dynamically created entriesfrom the Address Resolution Protocol (ARP) cache, use the clear
ar p-cache command in privileged EXEC mode.

clear arp-cache W

clear arp-cache [interface type number | [vrf vrf-name] ip-address]

Syntax Description

Command Default

inter face type number

(Optional) Refreshes only the ARP table entries associated with this
interface.

vrf vrf-name

(Optional) Refreshes only the ARP table entries for the specified Virtual
Private Network (VPN) routing and forwarding (VRF) instance and the IP
address specified by the ip-address argument.

ip-address

(Optional) Refreshes only the ARP table entries for the specified | P address.

No default behavior or values.

Command Modes Privileged EXEC
Command History Release Modification
12.0(22)S This command was introduced.
12.2(15)T This command was integrated into Cisco 10S Release 12.2(15)T.
12.2(27)SBC This command was integrated into Cisco |0S Release 12.2(27)SBC.
12.4(10)T The interface keyword and the type and number arguments were made
optional to support refreshing of entries for a single router interface.
The vrf keyword, the vrf-name argument, and the i p-address argument were
added to support refreshing of entries of a specified address and an
optionally specified VRF.
12.2(23)SRB This command was integrated into Cisco |10S Release 12.2(33)SRB.
12.28X This command is supported in the Cisco |OS Release 12.2SX train. Support

Usage Guidelines

Note

in a specific 12.2SX release of this train depends on your feature set,
platform, and platform hardware.

This command updates the dynamically learned | P address and MAC address mapping information in
the ARP table to ensure the validity of those entries. If the refresh operation encounters any stale entries
(dynamic ARP entries that have expired but have not yet been aged out by an internal, timer-driven
process), those entries are aged out of the ARP table immediately as opposed to at the next refresh

interval.

By default, dynamically learned ARP entries remain in the ARP table for four minutes.
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Examples

Theclear arp-cache command can be entered multipletimesto refresh dynamically created entriesfrom
the ARP cache using different selection criteria.

» Use this command without any arguments or keywords to refresh all ARP cache entries for all
enabled interfaces.

- Torefresh ARP cache entriesfor a specific interface, use this command with the interface keyword
and type and number arguments.

Tip The valid interface types and numbers can vary according to the router and the interfaces on the
router. To list all the interfaces configured on a particular router, use the show interfaces
command with the summary keyword. Use the appropriate interface specification, typed
exactly asit isdisplayed under the Interface column of the show inter faces command output, to
replace the type and number arguments in the clear ar p-cache interface command.

- Torefresh ARP cache entries from the global VRF and for a specific host, use this command with
the ip-address argument.

» Torefresh ARP cache entries from anamed VRF and for a specific host, use this command with the
vrf keyword and the vrf-name and i p-address arguments.

To display ARP table entries, use the show arp command.

This command does not affect permanent entries in the ARP cache, and it does not affect the ARP HA
statistics.

- Toremove static ARP entries from the ARP cache, use the no form of the arp command.

- Toremove alias ARP entries from the ARP cache use the no form of the arp command with the
alias keyword.

- Toreset the ARP HA status and statistics, use the clear arp-cache counters ha command.

The following exampl e shows how to refresh all dynamically learned ARP cache entries for all enabled
interfaces:

Router# clear arp-cache

The following example shows how to refresh dynamically learned ARP cache entries for the Ethernet
interface at slot 1, port 2:

Router# clear arp-cache interface ethernetl/2

The following example shows how to refresh dynamically learned ARP cache entries for the host at
192.0.2.140:

Router# clear arp-cache 192.0.2.140

The following example shows how to refresh dynamically learned ARP cache entries from the VRF
named vpn3 and for the host at 192.0.2.151:

Router# clear arp-cache vrf vpn3 192.0.2.151
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Related Commands

Command Description
arp (global) Configures a permanent entry in the ARP cache.
arp timeout Configureshow long adynamically learned | P address and its corresponding

MAC address remain in the ARP cache.

clear arp-cache
counters ha

Resets the ARP HA statistics.

show arp

Displays ARP table entries.

show interfaces

Displays statistics for all interfaces configured on the router or access server.
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clear arp-cache counters ha

To reset the Address Resolution Protocol (ARP) high availability (HA) statistics, use the clear
ar p-cache counters ha command in privileged EXEC mode.

clear arp-cache countersha

Syntax Description ~ This command has no arguments or keywords.

Command Default No default behavior or values.

Command Modes Privileged EXEC

Command History Release Modification
12.4(10)T This command was introduced.
12.2(31)SB2 This command was integrated into Cisco |10S Release 12.2(31)SB2.
12.2(33)SRB This command was integrated into Cisco 10S Release 12.2(33)SRB.

Usage Guidelines Use the clear arp-cache counters ha command to reset all ARP high availability statistics for all
enabled interfaces.

To display the ARP HA status and statistics, use the show arp ha command.

N

Note  The clear arp-cache counters ha command and the show arp ha command are available only on
HA-capable platforms (that is, Cisco networking devices that support dual Route Processors [RPS]).

Examples The following example shows how to reset the ARP HA statistics:

Router# clear arp-cache counters ha

Related Commands ~ Command Description
clear arp-cache Refreshes dynamically learned entries in the ARP cache.
show arp ha Displays the ARP HA status and statistics.
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clear arp interface

To clear the entire Address Resol ution Protocol (ARP) cache on aninterface, usethe clear arp interface
command in privileged or user EXEC mode.

clear arp interface type number

Syntax Description type Interface type.
number Interface number.
Defaults No default behavior or values.

Command Modes Privileged or User EXEC

Command History Release Modification
12.0(22)S This command was introduced.
12.2(15)T This command was integrated into Cisco |0S Release 12.2(15)T.
12.2(18)S This command was integrated into Cisco 10S Release 12.2(18)S.
12.2(27)SBC This command was integrated into Cisco |10S Release 12.2(27)SBC.
12.2(33)SRA This command was integrated into Cisco 10S Release 12.2(33)SRA.
12.25X Thiscommand is supported in the Cisco | OS Release 12.2SX train. Support

in a specific 12.2SX release of this train depends on your feature set,
platform, and platform hardware.

Usage Guidelines Use the clear arp interface command to clean up ARP entries associated with an interface.

Examples The following example clears the ARP cache from Ethernet interface O:

Router# clear arp interface ethernet 0
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clear ip arp inspection log

To clear the status of the log buffer, use the clear ip arp inspection log command in privileged EXEC
mode.

clear ip arp inspection log

Syntax Description ~ This command has no arguments or keywords.

Defaults This command has no default settings.

Command Modes Privileged EXEC

Command History Release Modification

12.2(18)SXE Support for this command was introduced on the Supervisor Engine 720.
12.2(33)SRA This command was integrated into Cisco 10S Release 12.2(33)SRA.

Examples This example shows how to clear the contents of the log buffer:

Router# clear ip arp inspection log

Related Commands ~ Command Description

arp access-list Configures an ARP ACL for ARP inspection and QoS filtering and
enter the ARP ACL configuration submode.

show ip arp inspection log Displays the status of the log buffer.
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clear ip arp inspection statistics

To clear the dynamic ARP inspection statistics, use the clear ip arp inspection statistics command in
privileged EXEC mode.

clear ip arp inspection statistics [vlan vlan-range]

Syntax Description vlan vlan-range (Optional) Specifiesthe VLAN range.

Defaults This command has no default settings.

Command Modes Privileged EXEC

Command History Release Modification
12.2(18)SXE Support for this command was introduced on the Supervisor Engine 720.
12.2(33)SRA This command was integrated into Cisco 10S Release 12.2(33)SRA.
Examples This example shows how to clear the DAI statistics from VLAN 1.

Router# clear ip arp inspection statistics vlan 1

Related Commands ~ Command Description
arp access-list Configures an ARP ACL for ARP inspection and QoS filtering and
enter the ARP ACL configuration submode.
clear ip arp inspection log Clears the status of the log buffer.

show ip arp inspection log Displays the status of the log buffer.
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Ip arp entry learn

To specify the maximum number of learned Address Resolution Protocol (ARP) entries, usetheip arp
entry learn command in global configuration mode. To return to the default settings, use the no form
of this command.

ip arp entry learn max-limit

noip arp entry learn max-limit

Syntax Description max-limit The maximum number of learned ARP entries; valid values are from 1 to
512000.

Command Default No maximum number of learned ARP entries is defined.

Command Modes Global configuration (config)

Command History Release Modification
12.2(33)SRD3 This command was introduced to support the Cisco 7600 router.

Usage Guidelines Theip arp entry learn command is available on the Cisco 7600 series routers, which can support a
maximum limit of learned ARP entries of 256,000. If amemory card is installed on the router the
maximum limit is extended to 512,000.

When the number of ARP entries that can be created by the system is not limited, memory exhaustion
can cause system instability. Theip arp entry learn command overcomes this problem by defining a
maximum number of learned ARP entries.

The limit is not enforced on nonlearned entries. Upon reaching the learn ARP entry threshold limit, or
80 percent of the configured maximum limit, the system will generate a syslog message with a priority
set to Level 3 (LOG_NOTICE). Upon reaching the configured maximum limit, the system starts
discarding newly learned ARP entries and generates a syslog message. The priority will be set to Level
3 (LOG_NOTICE). The system administrator will have to take appropriate action.

A syslog message is also generated when the number of learned ARP entriesin the ARP table decreases
from the maximum configured limit to the permit threshold limit, or 95 percent of the maximum
configured limit to notify the system administrator that the ARP table is back to normal operation.

The default behavior of the system is not to enforce a maximum limit of learned ARP entries on the
system.

When a user tries to configure a maximum limit value for the number of ARP entries that islower than
the current number of ARP entries in the system, the configuration will be rejected with an error
message.

The following example configures a maximum limit of the number of learned ARP entries of 512,000:

Router# configure terminal
Router (config)# ip arp entry learn 512000
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Related Commands ~ Command Description

show arp summary Displays the total number of ARP table entries, the number of ARP table
entries for each ARP entry mode, and the number of ARP table entries for
each interface on the router.
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Ip arp gratuitous

To enable the gratuitous Address Resolution Protocol (ARP) control on the router, use theip arp
gratuitous command in global configuration mode. To disable the ARP control, use the no form of this
command.

ip arp gratuitous{local | none}

noip arp gratuitous

Syntax Description local Accepts only local (same subnet) gratuitous arps.
none Rejects gratuitous arp control.

Command Default Gratuitous ARP control is enabled.

Command Modes Global configuration (config)
Command History Release Modification
15.0(1)M This command was introduced in arelease earlier than Cisco 10S
Release 15.0(1)M.
12.2(33)SRC This command was integrated into arelease earlier than Cisco |0S
Release 12.2(33)SRC.
12.2(33)SXI This command was integrated into a release earlier than Cisco |0S
Release 12.2(33)SXI.
Cisco 10S XE This command was integrated into Cisco 10S XE Release 2.1.
Release 2.1
Examples The following example shows how to enable the gratuitous ARP control to accept only local (same

subnet) gratuitous arp control:

Router> enable
Router# configure terminal
Router (config)# ip arp gratuitous local

Related Commands ~ Command Description
show arp Display the entriesin the ARP table.
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Ip arp incomplete

Torectify the Address Resol ution Protocol (ARP) retry parameters, usetheip arp incomplete command
in global configuration mode. To disable the correction of the retry parameters, use the no form of this
command.

ip arp incomplete { entries number-of-1P-addresses | retry number-of-times}

noip arp incomplete {entries | retry}

Syntax Description

Command Modes

entries Limits the number of unresolved addresses.

number-of-IP-addresse  Number of IP addresses to resolve. The range is from 1 to 2147483647.
S

retry Limits the number of attempts to resolve an address.
number -of-times Number of times an ARP Request is sent. Therangeis from 1 to
2147483647.

Global configuration (config)

Command History

Usage Guidelines

Examples

Release Modification
15.0(1)M This command was introduced in a release earlier than Cisco |0S
Release 15.0(1)M.

An incomplete ARP entry is learned through an ARP request but has not yet been completed with the
MAC address of the external host.

The following example shows how to limit the number of unresolved addresses:

Router> enable
Router# configure terminal
Router (config)# ip arp incomplete entries 100

Related Commands

Command Description
show arp Display the entries in the Address Resolution Protocol (ARP) table.
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Ip arp inspection filter vlan

To permit ARPs from hosts that are configured for static |P when DAI is enabled and to define an ARP
access list and apply it to aVLAN, usetheip arp inspection filter vian command in global
configuration mode. To disable this application, use the no form of this command.

ip arp inspection filter arp-acl-name vlan vlan-range [static]

no ip arp inspection filter arp-acl-name vlan vlan-range [static]

Syntax Description arp-acl-name Access control list name.
vlan-range VLAN number or range; valid values are from 1 to 4094.
static (Optional) Treats implicit deniesin the ARP ACL as explicit denies and drops

packets that do not match any previous clausesin the ACL.

Defaults No defined ARP ACLs are applied to any VLAN.

Command Modes Global configuration

Command History Release Modification
12.2(18)SXE Support for this command was introduced on the Supervisor Engine 720.
12.2(33)SRA This command was integrated into Cisco |0S Release 12.2(33)SRA.

Usage Guidelines For vlan-range, you can specify the VLAN to which the switches and hosts belong. You can specify a
single VLAN identified by VLAN ID number, a range of VLANS separated by a hyphen, or a series of
VLANS separated by a comma.

When an ARP access control list is applied to a VLAN for dynamic ARP inspection, the ARP packets
containing only the | P-to-Ethernet MAC bindings are compared against the ACL s. All other packet types
are bridged in the incoming VLAN without validation.

This command specifies that the incoming ARP packets are compared against the ARP access control
list, and the packets are permitted only if the access control list permits them.

If the access control lists deny the packets because of explicit denies, the packets are dropped. If the
packets are denied because of an implicit deny, they are then matched against the list of DHCP bindings
if the ACL is not applied statically.

If you do not specify the static keyword, it means that there is no explicit deny in the ACL that denies
the packet, and DHCP bindings determine whether a packet is permitted or denied if the packet does not
match any clausesin the ACL.

Examples This example shows how to apply the ARP ACL static-hoststo VLAN 1 for DAI:

Router (config)# ip arp inspection filter static-hosts vlan 1
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Related Commands ~ Command Description
arp access-list Configures an ARP ACL for ARP inspection and QoS filtering and enters
the ARP ACL configuration submode.

show ip arp inspection Displays the status of DAI for a specific range of VLANS.
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Ip arp inspection limit (interface configuration)

To limit the rate of incoming ARP requests and responses on an interface and prevent DAI from
consuming al of the system’s resources in the event of a DoS attack, use the ip arp inspection limit
command in interface configuration mode. To return to the default settings, use the no form of this
command.

ip arp inspection limit rate pps [burst interval seconds | none]

noip arp inspection limit

Syntax Description rate pps Specifiesthe upper limit on the number of incoming packets processed per
second; valid values are from 1 to 2048 pps.
burst interval seconds (Optional) Specifies the consecutive interval in seconds over which the
interface is monitored for the high rate of the ARP packets; valid values
are from 1 to 15 seconds.

none (Optional) Specifiesthat thereisno upper limit on therate of theincoming
ARP packets that can be processed.

Defaults The default settings are as follows:

« Therate ppsis set to 15 packets per second on the untrusted interfaces, assuming that the network
is a switched network with a host connecting to as many as 15 new hosts per second.

« Therateisunlimited on all the trusted interfaces.

« Theburst interval secondsis set to 1 second.

Command Modes Interface configuration

Command History Release Modification
12.2(18)SXE Support for this command was introduced on the Supervisor Engine 720.
12.2(33)SRA This command was integrated into Cisco |OS Release 12.2(33)SRA.

Usage Guidelines You should configure the trunk ports with higher rates to reflect their aggregation. When the rate of the
incoming packets exceeds the user-configured rate, the interface is placed into an error-disabled state.
You can use the error-disable timeout feature to remove the port from the error-disabled state. The rate
appliesto both the trusted and nontrusted interfaces. Configure appropriate rates on trunks to handle the
packets across multiple DAl-enabled VLANS, or use the none keyword to make the rate unlimited.

The rate of the incoming ARP packets on the channel portsis equal to the sum of the incoming rate of
packetsfrom all the channel members. Configuretheratelimit for the channel portsonly after examining
the rate of the incoming ARP packets on the channel members.

After a switch receives more than the configured rate of packets every second consecutively over a
period of burst seconds, the interface is placed into an error-disabled state.
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Examples

ip arp inspection limit (interface configuration)

This example shows how to limit the rate of the incoming ARP requests to 25 packets per second:

Router# configur terminal
Router (config)# interface fa6/3
Router (config-if)# ip arp inspection limit rate 25

This example shows how to limit the rate of the incoming ARP requests to 20 packets per second and to
set the interface monitoring interval to 5 consecutive seconds:
Router# configure terminal

Router (config)# interface fa6/1
Router (config-if)# ip arp inspection limit rate 20 burst interval 5

Related Commands

Command Description
show ip arp inspection Displays the status of DAI for a specific range of VLANS.
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Ip arp inspection log-buffer
To configure the parameters that are associated with the logging buffer, use the ip arp inspection
log-buffer command in global configuration mode. To disable the parameters, use the no form of this
command.

ip arp inspection log-buffer {entries number | logs number interval seconds}

no ip arp inspection log-buffer {entries | logs}

Syntax Description entries number Specifies the number of entries from the logging buffer; valid values are from
0to 1024.
logs number Specifies the number of entries to be logged in an interval; valid values are
from O to 1024.
interval seconds Specifies the logging rate; valid values are from 0 to 86400 (1 day).
Defaults The default settings are as follows:

»  When dynamic ARP inspection is enabled, denied, or dropped, the ARP packets are logged.
» Theentries number is 32.

- Thelogs number is 5 per second.

- Theinterval secondsis 1 second.

Command Modes Global configuration

Command History Release Modification
12.2(18)SXE Support for this command was introduced on the Supervisor Engine 720.
12.2(33)SRA This command was integrated into Cisco 10S Release 12.2(33)SRA.

Usage Guidelines A 0 value for the logs number indicates that the entries should not be logged out of this buffer.
A 0 value for the interval seconds keyword and argument indicates an immediate | og.
You cannot enter a0 for both the logs number and the interval seconds keywords and arguments.

The first dropped packet of a given flow is logged immediately. The subsequent packets for the same
flow are registered but are not logged immediately. Registration for these packets occursin alog buffer
that is shared by all the VLANSs. Entries from this buffer are logged on a rate-controlled basis.

Examples This example shows how to configure the logging buffer to hold up to 45 entries:

Router# configure terminal
Router (config)# ip arp inspection log-buffer entries 45
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ip arp inspection log-buffer

This example shows how to configure the logging rate for 10 logs per 3 seconds:

Router (config)# ip arp inspection log-buffer logs 10 interval 3

Related Commands ~ Command Description
arp access-list Configures an ARP ACL for ARP inspection and QoS filtering and enters
the ARP ACL configuration submode.
clear ip arp inspection Clears the status of the log buffer.
log
show ip arp inspection Shows the status of the log buffer.
log
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Ip arp inspection trust

To set a per-port configurable trust state that determines the set of interfaces where incoming ARP
packets are inspected, use the ip arp inspection trust command in interface configuration mode. To
make the interfaces untrusted, use the no form of this command.

ip arp inspection trust

no ip arp inspection trust

Syntax Description ~ This command has no arguments or keywords.

Defaults This command has no default settings.
Command Modes Interface configuration
Command History Release Modification
12.2(18)SXE Support for this command was introduced on the Supervisor Engine 720.
12.2(33)SRA This command was integrated into Cisco |0S Release 12.2(33)SRA.
Examples This example shows how to configure an interface to be trusted:

Router# configure terminal
Router (config)# interface fastEthernet 6/3
Router (config-if)# ip arp inspection trust

Related Commands ~ Command Description
show ip arp inspection Displays the status of DAI for a specific range of VLANS.

Cisco 10S IP Addressing Services Command Reference
m. December 2010 |



| ARP Commands

ip arp inspection validate Il

Ip arp inspection validate

To perform specific checks for ARP inspection, use the ip arp inspection validate command in global
configuration mode. To disable ARP inspection checks, use the no form of this command.

ip arp inspection validate [src-mac] [dst-mac] [ip]

no ip arp inspection validate [src-mac] [dst-mac] [ip]

Syntax Description

Defaults

Command Modes

src-mac (Optional) Checksthe source MAC addressin the Ethernet header against the sender’s
MAC address in the ARP body.

dst-mac (Optional) Checks the destination MAC address in the Ethernet header against the
target MAC address in the ARP body.

ip (Optional) Checks the ARP body for invalid and unexpected | P addresses.

Disabled

Global configuration

Command History

Usage Guidelines

Note

Examples

Release Modification
12.2(18)SXE Support for this command was introduced on the Supervisor Engine 720.
12.2(33)SRA This command was integrated into Cisco |0S Release 12.2(33)SRA.

The sender | P addresses are checked in all ARP requests and responses and target | P addresses are
checked only in ARP responses. Addresses include 0.0.0.0, 255.255.255.255, and all |P multicast
addresses.

The src-mac checks areissued against both ARP requests and responses. The dst-mac checks are issued
for ARP responses.

When enabled, packets with different MAC addresses are classified as invalid and are dropped.

When enabling the checks, specify at least one of the keywords (src-mac, dst-mac, and ip) on the
command line. Each command overrides the configuration of the previous command. If a command
enables src and dst mac validations, and a second command enables | P validation only, the src and dst
mac validations are disabled as a result of the second command.

The no form of this command disables only the specified checks. If no check options are enabled, all the
checks are disabled.

This example shows how to enable the source MAC validation:

Router (config)# ip arp inspection validate src-mac
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Related Commands ~ Command Description
arp access-list Configures an ARP ACL for ARP inspection and QoS filtering and enters
the ARP ACL configuration submode.

show ip arp inspection Displays the status of DAI for a specific range of VLANS.
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Ip arp inspection vlan

To enable DAI on aper-VLAN basis, use the ip arp inspection vlan command in global configuration
mode. To disable DAI, use the no form of this command.

ip arp inspection vlan vlian-range

no ip arp inspection vlan vlian-range

Syntax Description

Defaults

Command Modes

vlan-range VLAN number or range; valid values are from 1 to 4094.

ARP inspection is disabled on all VLANS.

Global configuration

Command History

Usage Guidelines

Examples

Release Modification
12.2(18)SXE Support for this command was introduced on the Supervisor Engine 720.
12.2(33)SRA This command was integrated into Cisco |0S Release 12.2(33)SRA.

For vlan-range, you can specify asingle VLAN identified by aVLAN ID number, arange of VLANSs
separated by a hyphen, or a series of VLANS separated by a comma.

You must specify on which VLANSs to enable DAI. DAI may not function on the configured VLANSs if
the VLAN has not been created or is a private VLAN.

This example shows how to enable DAI on VLAN 1:

Router (config)# ip arp inspection vlan 1

Related Commands

Command Description

arp access-list Configures an ARP ACL for ARP inspection and QoS filtering and enters
the ARP ACL configuration submode.

show ip arp inspection Displays the status of DAI for a specific range of VLANS.
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Ip arp inspection vlan logging

To control thetype of packetsthat arelogged, usetheip arp inspection vlan logging command in global
configuration mode. To disable this logging control, use the no form of this command.

ip arp inspection vlan vlan-range logging { acl-match { matchlog | none} | dhcp-bindings
{permit | all | none}}

no ip arp inspection vlan vlian-range logging { acl-match | dhcp-bindings}

Syntax Description  vlan-range Number of the VLANS to be mapped to the specified instance. The number is
entered as a single value or a range; valid values are from 1 to 4094.
acl-match Specifies the logging criteria for packets that are dropped or permitted based on
ACL matches.
matchlog Specifies that logging of packets matched against ACLs is controlled by the
matchlog keyword in the permit and deny access control entries of the ACL.
none Specifies that ACL-matched packets are not logged.

dhcp-bindings  Specifies the logging criteria for packets dropped or permitted based on matches
against the DHCP bindings.

per mit Specifies logging when permitted by DHCP bindings.
all Specifies logging when permitted or denied by DHCP bindings.
none Prevents all logging of packets permitted or denied by DHCP bindings.
Defaults All denied or dropped packets are logged.
Command Modes Global configuration
Command History Release Modification
12.2(18)SXE Support for this command was introduced on the Supervisor Engine 720.
12.2(33)SRA This command was integrated into Cisco |0S Release 12.2(33)SRA.

Usage Guidelines By default, the matchlog keyword is not available on the ACEs. When you enter the matchlog keyword,
denied packets are not logged. Packets are logged only when they match against an ACE that has the
matchlog keyword.

The acl-match and dhcp-bindings keywords merge with each other. When you set an ACL match
configuration, the DHCP bindings configuration is not disabled. You can use the no form of this
command to reset some of the logging criteria to their defaults. If you do not specify either option, all
thelogging types are reset to log on when the ARP packets are denied. The two optionsthat are available
are asfollows:

» acl-match—Logging on ACL matchesisreset to log on deny.
» dhcp-bindings—Logging on DHCP bindings is reset to log on deny.
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ip arp inspection vlan logging

This example shows how to configure an ARP inspection on VLAN 1 to add packets to a log that

Examples

matches the ACLs:

Router (config)# ip arp inspection vlan 1 logging acl-match matchlog
Related Commands ~ Command Description

arp access-list Configures an ARP ACL for ARP inspection and QoS filtering and enters
the ARP ACL configuration submode.

show ip arp inspection Displays the status of DAI for a specific range of VLANS.
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Ip arp proxy disable

To globally disable proxy Address Resolution Protocol (ARP), use theip arp proxy disable command
in global configuration mode. To reenable proxy ARP, use the no form of this command.

ip arp proxy disable

noip arp proxy disable

Syntax Description ~ This command has no arguments or keywords.

Command Default Proxy ARP is enabled.

Command Modes Global configuration

Command History Release Modification
12.2S This command was introduced.
12.3(11)T This command was integrated into 12.3(11)T.
12.2 (18)SXE This command was integrated into 12.2(18)SXE.

Usage Guidelines Theip arp proxy disable command overrides any proxy ARP interface configuration. The default ip
arp proxy command returns proxy ARP to the default behavior, which is enabled.

Examples The following example disables proxy ARP:

ip arp proxy disable

The following example enables proxy ARP:

no ip arp proxy disable

Related Commands ~ Command Description
ip proxy-arp Enables proxy ARP on an interface.
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Ip gratuitous-arps

To enable the transmission of gratuitous Address Resolution Protocol (ARP) messages for an addressin
an address pool if the transmission has been disabled, use the ip gratuitous-arps command in global
configuration mode. To disable the transmission, use the no form of this command.

ip gratuitous-arps [non-local]

no ip gratuitous-arps

Syntax Description

Command Default

Command Modes

non-local (Optional) Sends gratuitous ARP messagesif aclient receives an | P address
from a non-local address pool. Gratuitous ARP messages for locally
originated peer addresses are not sent by default.

Gratuitous ARP messages are not sent out when the client receives the address from the local address
pool.

Global configuration

Command History

Usage Guidelines

Release Modification

11.3 This command was introduced.

12.2T The non-local keyword was added and the default behavior of the command
changed.

12.42)T The name of this command was changed from no ip gratuitous-arpsto ip
gratuitous-arps.

12.2(28)SB This command was integrated into Cisco 10S Release 12.2(28)SB.

A Cisco router will send out a gratuitous ARP message out of all interfaces when a client connects and
negotiates an address over a PPP connection. However, by default, gratuitous ARP messages are not sent
out when the client receives the address from the local address pool. Theip gratuitous-arps non-local
command option is the default form and is not saved in the running configuration.

Cisco 10000 Series Router

To maximize the performance of the router, disable gratuitous ARP requests using the no ip
gratuitous-ar ps command.

Examples The following example enables the sending of gratuitous ARP messages if the transmission has been
disabled:
ip gratuitous-arps
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ip local-proxy-arp

To enable the local proxy Address Resolution Protocol (ARP) feature, use the ip local-proxy-arp
command in interface configuration mode. To disable this feature, use the no form of this command.

ip local-proxy-arp

no ip local-proxy-arp

Syntax Description ~ This command has no arguments or keywords.

Defaults This command is not enabled by default.

Command Modes Interface configuration

Command History Release Modification
12.1(5¢c)EX This command was introduced on the Catalyst 6500 series switches.
12.1(8a)E This command was integrated into Cisco 10S Release 12.1(8a)E on the

Catalyst 6500 series switches.

12.2(8)T This command was integrated into Cisco |10S Release 12.2(8)T.
12.2(33)SRA This command was integrated into Cisco |0OS Release 12.2(33)SRA.
12.2SX This command is supported in the Cisco 10S Release 12.2SX train. Support

in a specific 12.2SX release of this train depends on your feature set,
platform, and platform hardware.

Usage Guidelines The local proxy ARP feature allows the Multilayer Switching Feature Card (MSFC) to respond to ARP
requests for | P addresses within a subnet where normally no routing is required. With the local proxy
ARP feature enabled, the MSFC responds to all ARP requests for |P addresses within the subnet and
forwards all traffic between hosts in the subnet. Use this feature only on subnets where hosts are
intentionally prevented from communicating directly to the Catalyst 6500 series switch on which they
are connected.

Beforethelocal proxy ARP feature can be used, the | P proxy ARP feature must be enabled. The I P proxy
ARP feature is enabled by default.

Internet Control Message Protocol (ICMP) redirects are disabled on interfaces where the local proxy
ARP feature is enabled.

Examples The following example shows how to enable the local proxy ARP feature:

ip local-proxy-arp
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Ip proxy-arp

To enable proxy Address Resolution Protocol (ARP) on an interface, use the ip proxy-arp command in
interface configuration mode. To disable proxy ARP on the interface, use the no form of this command.

ip proxy-arp

no ip proxy-arp

Syntax Description ~ This command has no arguments or keywords.

Defaults Enabled

Command Modes Interface configuration

Command History Release Modification
10.0 This command was introduced.
12.2(33)SRA This command was integrated into Cisco |0S Release 12.2(33)SRA.
12.2SX This command is supported in the Cisco | OS Release 12.2SX train. Support

in a specific 12.2SX release of this train depends on your feature set,
platform, and platform hardware.

Usage Guidelines Theip arp proxy disable command overrides any proxy ARP interface configuration.

Examples The following example enables proxy ARP on Ethernet interface O:

interface ethernet 0
ip proxy-arp

Related Commands ~ Command Description
ip arp proxy disable  Globally disables proxy ARP.
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Ip sticky-arp (global configuration)

To enable sticky ARP, use the ip sticky-arp command in global configuration mode. To disable sticky
ARRP, use the no form of this command.

ip sticky-arp

no ip sticky-arp

Syntax Description ~ This command has no arguments or keywords.

Defaults Enabled

Command Modes Global configuration

Command History Release Modification
12.2(14)SX Support for this command was introduced on the Supervisor Engine 720.
12.2(17d)SXB  Support for this command on the Supervisor Engine 2 was extended to Release

12.2(17d)SXB.
12.2(18)SXF This command was changed to support all Layer 3 interfaces.
12.2(33)SRA This command was integrated into Cisco 10S Release 12.2(33)SRA.

Usage Guidelines In releases prior to Release 12.2(18)SXF, sticky ARP was supported on PVLAN interfaces only.

You can enter the ip sticky-arp (interface configuration) command to disable sticky ARP on a specific
interface.

ARP entries that are learned on Layer 3 interfaces are sticky ARP entries. We recommend that you
display and verify ARP entries on the Layer 3 interface using the show arp command.

For security reasons, sticky ARP entries on the Layer 3 interface do not age out. Connecting new
equipment with the same | P address generates a message and the ARP entry is not created.

Because the ARP entries on the Layer 3 interface do not age out, you must manually remove ARP entries
on the Layer 3 interface if aMAC address changes.

Unlike static entries, sticky-ARP entries are not stored and restored when you enter the reboot and
restart commands.

Examples This example shows how to enable sticky ARP:

Router (config) ip sticky-arp

This example shows how to disable sticky ARP:

Router (config) no ip sticky-arp
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ip sticky-arp (global configuration)

Related Commands

Command Description

arp Enables ARP entries for static routing over the SMDS network.
ip sticky-arp Enables sticky ARP on an interface.

(interface

configuration)

show arp

Displays the ARP table.
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Ip sticky-arp (interface configuration)

To enable sticky ARP on an interface, use the ip sticky-arp command in interface configuration mode.
To disable sticky ARP on an interface, use the no form of this command.

ip sticky-arp [ignore]

no ip sticky-arp [ignore]

Syntax Description ignore (Optional) Overwrites the ip sticky-arp (global configuration) command.
Defaults This command has no default settings.

Command Modes Interface configuration

Command History Release Modification

12.2(18)SXF Support for this command was introduced on the Supervisor Engine 720.
12.2(33)SRA This command was integrated into Cisco 10S Release 12.2(33)SRA.

Usage Guidelines You can enter this command on any Layer 3 interface.

You can enter the ip sticky-arp ignore command to overwrite the PVLAN sticky-ARP global
configuration on a specific interface.

Examples This example shows how to enable sticky ARP on an interface:

Router (config-if) ip sticky-arp

This example shows how to remove the previously configured command on an interface:

Router (config-if) no ip sticky-arp

This example shows how to disable sticky ARP on an interface:

Router (config-if) ip sticky-arp ignore

Related Commands ~ Command Description
arp Enables ARP entries for static routing over the SMDS network.

ip sticky-arp (global Enables sticky ARP.
configuration)

show arp Displays the ARP table.
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logging server-arp

Syntax Description

Command Default

Command Modes

To enable the sending of Address Resolution Protocol (ARP) requests for syslog server address during
system initialization bootup, use the logging server-arp command in global configuration mode. To
disable the sending of ARP requests for syslog server addresses, use the no form of this command.

logging server-arp

no logging server-arp

This command has no arguments or keywords.

This command is disabled by default.

Global configuration.

Command History

Usage Guidelines

Note

Examples

Release Modification

12.3 This command was introduced.

12.3(H)T This command was integrated into Cisco 10S Release 12.3(4)T.
12.3(5)B This command was integrated into Cisco |0S Release 12.3(5)B.

The logging server-arp global configuration command allows the sending of ARP reguests for syslog
server addresses during system initialization bootup.

When this CLI command is configured and saved to the startup configuration file, the system will send
an ARP request for remote syslog server address before sending out the first syslog message.

The command should only be used when the remote syslog server is in the same subnet as the system
router sending the ARP request.

Use this command even if a static ARP has been configured with the remote syslog server address.

The following example shows how to enable an ARP request for syslog server addresses:

Router# configure terminal
Router (config)# logging server-arp
Router (config) # exit

The following example shows how to disable an ARP request for syslog server addresses:

Router# configure terminal
Router (config) # no logging server-arp
Router (config)# exit
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Related Commands ~ Command Description

arp (global) Adds a permanent entry in the Address Resolution Protocol (ARP) cache,
use the arp command in global configuration mode.
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no ip gratuitous-arps

To disable the transmission of gratuitous Address Resolution Protocol (ARP) messages for an address
in alocal pool, usethe noip gratuitous-ar ps command in global configuration mode.

no ip gratuitous-arps

Syntax Description ~ This command has no keywords or arguments.

Defaults Disabled
Command Modes Global configuration
Command History Release Modification
11.3 This command was introduced.

Usage Guidelines A Cisco router will send out a gratuitous ARP message when a client connects and negotiates an address
over a PPP connection. This transmission occurs even when the client receives the address from alocal
address pool.

Examples The following example disables gratuitous arp messages from being sent:

no ip gratuitous-arps
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show arp

To display the entries in the Address Resolution Protocol (ARP) table, use the show arp command in
user EXEC or privileged EXEC mode.

show arp [[vrf vrf-name] [[arp-mode] [[ip-address [mask]] [interface-type interface-number]]]]
[detail]

Syntax Description vrf vrf-name (Optional) Displays the entries under the Virtual Private Network (VPN)
routing and forwarding (VRF) instance specified by the vrf-name argument.

If this option is specified, it can be followed by any valid combination of the
arp-mode, ip-address, mask, interface-type, and interface-number
arguments and the detail keyword.

arp-mode (Optional) Displays the entries that are in a specific ARP mode. This
argument can be replaced by one of the following keywords:

- alias—Displays only alias ARP entries. An alias ARP entry is a
statically configured (permanent) ARP table entry that is associated
with alocal IP address. Thistype of entry can be configured or removed
using the arp (global) command with the alias keyword.

- dynamic—Displays only dynamic ARP entries. A dynamic ARP entry
islearned through an ARP request and completed with the MAC address
of the external host.

« incomplete—Displays only incomplete ARP entries. An incomplete
ARP entry is learned through an ARP request but has not yet been
completed with the MAC address of the external host.

« interface—Displaysonly interface ARP entries. Aninterface ARP entry
contains alocal IP address and is derived from an interface.

» static—Displays only static ARP entries. A static ARP entry isa
statically configured (permanent) ARP entry that is associated with an
external host. Thistype of entry can be configured or removed using the
arp (global) command.

Note If thisoption is specified, it can be followed by any valid
combination of the ip-address, mask, interface-type, and
interface-number arguments and the detail keyword.

ip-address [mask] (Optional) Displays the entries associated with a specific host or network.

Note If thisoption is specified, it can be followed by any valid
combination of the interface-type and interface-number arguments
and the detail keyword.

interface-type (Optional) Displays the specified entries that are also associated with this
interface-number router interface.

Note  If thisoption is specified, it can be followed by the detail keyword.

detail (Optional) Displays the specified entries with mode-specific details and
information about subblocks (if any).
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Command Modes User EXEC

showarp W

Privileged EXEC
Command History Release Modification

10.0 This command was introduced.

12.2(14)SX Support for this command was introduced on the Supervisor Engine 720.

12.2(17d)SXB Support for this command on the Supervisor Engine 2 was extended to the
12.2 SX release.

12.4(10D)T The vrf keyword and vrf-name argument were added to limit the display to
entries under a specific VRF.
Thealias, dynamic, incomplete, interface, and static keywordswere added
to limit the display to entries in a specific ARP mode.
Theip-address and mask arguments were added to limit the display to entries
for a specific host or network.
The interface-type and interface-number arguments were added to limit the
display to entries for a specific interface.
Thedetail keyword was added to display additional details about the entries.

12.2(33)SRB This command was integrated into Cisco |10S Release 12.2(33)SRB.

Usage Guidelines To display all entriesin the ARP cache, use this command without any arguments or keywords.

Entry Selection Options

You can to limit the scope of the command output by applying various combinations of the following
ARP entry selection criteria:

« Entries under a specific VRF

« Entriesin a specific ARP mode

- Entries for a specific host or entries for a specific network

- Entries associated with a specific router interface

L

Tip The valid interface types and numbers can vary according to the router and the interfaces on the
router. To list all the interfaces configured on a particular router, use the show interfaces
command with the summary keyword. Use the appropriate interface specification, typed
exactly asit isdisplayed under the Interface column of the show inter faces command output, to
replace the interface-type and interface-number arguments in the show arp command.

Detailed Output Format

To include additional details about each ARP entry displayed, use this command with the detail
keyword. When this display option is used, the following additional information is included:

- Mode-specific details (such as entry update time)

» Subblocks (if any)
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Note

Examples

ARP Adjacency Notification

If Cisco Express Forwarding (CEF) isenabled on the router, the router maintainsforwarding information
(outbound interface and MAC header rewrite) for adjacent nodes. A node is said to be adjacent to another
nodeif the node can be reached with asingle hop acrossalink layer (Layer 2). CEF storestheforwarding
information in an adjacency database so that Layer 2 addressing information can be inserted into
link-layer headers attached to the ARP packets.

- To verify that IPv4 CEF is running, use the show ip cef command.

» To verify that an adjacency exists for a connected device, that the adjacency is valid, and that the
MAC header rewrite string is correct, use the show adjacency command.

The ARP table information is one of the sources for CEF adjacency. Whenever the ARP subsystem
attaches an ARP table entry to an outbound interface with avalid hardware address, the subsystem issues
an internal “ARP adjacency” notification. The notification causes an ARP background process to
synchronize that ARP entry with CEF adjacency via the adjacency database. If the synchronization
succeeds, |P ARP adjacency is said to be “installed”; if the synchronization fails, IP ARP adjacency is
said to have been “withdrawn.”

Attachment to an outbound interface occursonly for ARP entriesin the following modes: alias, dynamic,
static, Application Simple, and Application Timer.

To display detailed information about any ARP adjacency notification that may have occurred, use the
show arp command with the detail keyword. You can use this information to supplement the
information available through ARP/CEF adjacency debug trace. To enable debug trace for ARP/CEF
adjacency interactions, use the debug arp command with the adjacency keyword.

ARP Cache Administration

To refresh al entriesfor the specified interface (or all interfaces) or to refresh all entries of the specified
address (or all addresses) in the specified VRF table (or in the global VRF table), use the clear
ar p-cache command.

To enable debugging output for ARP transactions, use the debug arp command.

The following is sample output from the show arp command with no optional keywords or arguments
specified:

Router# show arp

Protocol Address Age (min) Hardware Addr Type Interface

Internet 192.0.2.112 120 0000.a710.4baf ARPA Ethernet3

AppleTalk 4028.5 29 0000.0c01.0e56 SNAP Ethernet2

Internet 192.0.2.114 105 0000.a710.859b ARPA Ethernet3

AppleTalk 4028.9 - 0000.0c02.a03c SNAP Ethernet2

Internet 192.0.2.121 42 0000.a710.68cd ARPA Ethernet3

Internet 192.0.2.9 - 0000.3080.6£fd4 SNAP TokenRing0
AppleTalk 4036.9 - 0000.3080.6£d4 SNAP TokenRing0
Internet 192.0.2.9 - 0000.0c01.7bbd SNAP Fddio
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Table 1 describes the fields shown in the display.

Table 1 show arp Field Descriptions

Field Description

Protocol Protocol for network address in the Address field.

Address The network address that corresponds to the Hardware
Address.

Age (min) Age in minutes of the cache entry. A hyphen (-) means the
addressislocal.

Hardware Addr LAN hardware address of aMAC address that correspondsto
the network address.

Type Indicates the encapsulation type the Cisco 10S software is
using for the network address in this entry. Possible values

include:
 ARPA—For Ethernet interfaces.
» SAP—For Hewlett-Packard interfaces.

» SMDS—For Switched Multimegabit Data Service
(SMDS) interfaces.

- SNAP—For FDDI and Token Ring interfaces.

« SRP-A—For Switch Route Processor, side A (SRP-A)
interfaces.

« SRP-B—For Switch Route Processor, side B (SRP-B)
interfaces.

Interface Indicates the interface associated with this network address.

When this command is used to display dynamic ARP entries, the display information includes the time
of the last update and the amount of time before the next scheduled refresh isto occur. The following is
sample output from the show arp command for the dynamic ARP entry at network address 192.0.2.1:

Router# show arp 192.0.2.1 detail

ARP entry for 192.0.2.1, link type IP.
Alias, last updated 13323 minutes ago.
Encap type is ARPA, hardware address is 1234.1234.1234, 6 bytes long.
ARP subblocks:
* Static ARP Subblock
Floating entry.
Entry is complete, attached to GigabitEthernetl/1.
* IP ARP Adjacency
Adjacency (for 192.0.2.1 on GigabitEthernetl/1l) was installed.

When this command is used to display floating static ARP entries, the display information includes the
associated interface, if any.The following is sample output from the show arp command for the floating
static ARP entry at network address 192.0.2.2 whose intended interface is down:

Router# show arp 192.0.2.2 detail

ARP entry for 192.0.2.2, link type IP.
Alias, last updated 13327 minutes ago.
Encap type is ARPA, hardware address is 1234.1234.1234, 6 bytes long.
ARP subblocks:
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* Static ARP Subblock
Floating entry.
Entry is incomplete.
* IP ARP Adjacency
Adjacency (for 192.0.2.2 on GigabitEthernetl/1l) was withdrawn.

The following is sample detailed output from the show arp command for the Application Alias ARP
entry at network address 192.0.2.3:

Router# show arp 192.0.2.3 detail

ARP entry for 192.0.2.3, link type IP.
Application Alias, via Ethernet2/2, last updated 0 minute ago.
Created by "HSRP".
Encap type is ARPA, hardware address is 0000.0c07.ac02, 6 bytes long.
ARP subblocks:
* Application Alias ARP Subblock
* HSRP
ARP Application entry for application HSRP.

The following is sample detailed output from the show arp command for all dynamic ARP entries:

Router# show arp dynamic detail

ARP entry for 192.0.2.4, link type IP.
Dynamic, via Ethernet2/1, last updated 0 minute ago.
Encap type is ARPA, hardware address is 0000.0000.0014, 6 bytes long.
ARP subblocks:
* Dynamic ARP Subblock
Entry will be refreshed in 0 minute and 1 second.
It has 1 chance to be refreshed before it is purged.
Entry is complete.
* IP ARP Adjacency
Adjacency (for 192.0.2.4 on Ethernet2/1) was installed.

Related Commands ~ Command Description
arp (global) Configures a permanent entry in the ARP cache.
clear arp-cache Refreshes dynamically learned entries in the ARP cache.
debug arp Enables debugging output for ARP packet transactions.

show adjacency Verifies that an adjacency exists for a connected device, that the adjacency
isvalid, and that the MAC header rewrite string is correct.

show arp application  Displays ARP table information for a specific ARP application or for all
applications supported by ARP and running on registered clients.

show arp ha Displays the ARP HA status and statistics.

show arp summary Displays the number of the ARP table entries of each mode.

show interfaces Displays statisticsfor all interfaces configured on the router or access server.
show ip cef Display entriesin the FIB or to display a summary of the FIB.
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show arp application

To display Address Resolution Protocol (ARP) table information for a specific ARP application or for
all applications supported by ARP and running on registered clients, use the show arp application
command in user EXEC or privileged EXEC mode.

show arp application [application-id] [detail]

Syntax Description

application-id (Optional) Displays ARP table information for a specific ARP application.
Therangeisfrom 200 to 4294967295. If no ID is specified, ARP table
information is displayed for all supported ARP applications running on
registered clients.

detail (Optional) Includes detailed information about subblocks for ARP table
information displayed (for the specified application or for all applications
supported by ARP and running on registered clients).

Command Modes User EXEC
Privileged EXEC
Command History Release Modification
12.4(11)T This command was introduced.
12.2(31)SB2 This command was integrated into Cisco |0S Release 12.2(31)SB2.
12.2(33)SRB This command was integrated into Cisco 10S Release 12.2(33)SRB.

Usage Guidelines

To display ARP table information about all supported ARP applications running on registered clients,
use this command without any arguments or keywords.

Entry Selection Options

To display ARP tableinformation about a single ARP application running on aregistered client, usethis
command with the application-1D argument.

Detailed Output Format

To display the specified ARP table information along with detailed information about any subblocks,
use this command with the detail keyword. The additional details consist of the following information:

« |P address or network

- ARPtable entry type (dynamic, interface, static, or alias) or ARP application mode (Simple
Application or Application Alias)

- Associated interface
» Brief description of the subblock data
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Examples

The following is sample output from the show ar p application command:

Router# show arp application

Number of clients registered: 7

Application D Num of Subblocks
ARP Backup 200 1
IP SIP 201 0
LEC 202 0
DHCPD 203 0
IP Mobility 204 0
HSRP 209 1
IP ARP Adjacency 212 2

The following is sample detailed output from the show arp application detail command:

Router# show arp application detail
Number of clients registered: 7

Application ID Num of Subblocks
ARP Backup 200 1

ARP entry for 192.0.2.10, link type IP.
Application Alias, via Ethernet2/2.
Subblock data:
Backup for Interface on Ethernet2/2

Application ID Num of Subblocks
IP SIP 201 0
Application ID Num of Subblocks
LEC 202 0
Application ID Num of Subblocks
DHCPD 203 0
Application ID Num of Subblocks
IP Mobility 204 0
Application ID Num of Subblocks
HSRP 209 1

ARP entry for 192.0.2.10, link type IP.
Application Alias, via Ethernet2/2.
Subblock data:

ARP Application entry for application HSRP.

Application D Num of Subblocks
IP ARP Adjacency 212 2

ARP entry for 192.0.2.4, link type IP.
Dynamic, via Ethernet2/1.
Subblock data:

Adjacency (for 192.0.2.4 on Ethernet2/1) was installed.

ARP entry for 192.0.2.2, link type IP.
Dynamic, via Ethernet2/1.
Subblock data:

Adjacency (for 192.0.2.2 on Ethernet2/1) was installed.
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Table 2 describes the significant fields shown in the display.

Table 2 show arp application Field Descriptions
Field Description
Application ARP application name
ID ARP application ID number
Num of Subblocks Number of subblocks attached
Related Commands ~ Command Description
debug arp Enables debugging output for ARP packet transactions.
show arp Displays ARP table entries.
show arp ha Displays the ARP HA status and statistics.
show arp summary Displays the number of the ARP table entries of each mode.
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show arp ha

To display the status and statistics of Address Resolution Protocol (ARP) high availability (HA), use the
show arp ha command in user EXEC or privileged EXEC mode.

show arp ha

Syntax Description ~ This command has no arguments or keywords.

Command Modes User EXEC

Privileged EXEC
Command History Release Modification
12.4(11)T This command was introduced.

Usage Guidelines Use this command to display the ARP HA status and statistics.

HA-Capable Platforms

Thiscommand is available only on HA-capable platforms (that is, Cisco networking devices that support
dual Route Processors [RPs]).

ARP HA Statistics

The ARP HA process collects one set of statistics for the active RP (described in Table 3) and adifferent
set of statistics for the standby RP (described in Table 4). These statistics can be used to track the RP
state transitions when debugging ARP HA issues.

The output from this command depends on the current and most recent states of the RP:

» For the active RP that has been the active RP since the last time the router was rebooted, this
command displays the HA statistics for the active RP.

» For the active RP that had been a standby RP and became the active RP after the most recent stateful
switchover (SSO) occurred, this command displays the HA statistics for the active RP plus the HA
statistics collected when the RP was a standby RP.

» For astandby RP, this command displays the HA statistics for a standby RP.

Examples The following is sample output from the show ar p ha command on the active RP that has been the active
RP since the last time the router was rebooted. ARP HA statistics are displayed for the active state only.

Router# show arp ha

ARP HA in active state (ARP_HA ST A UP_SYNC).
2 ARP entries in the synchronization queue.
No ARP entry waiting to be synchronized.
806 synchronization packets sent.
No error in allocating synchronization packets.
No error in sending synchronization packets.
No error in encoding interface names.
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Thefollowing is sample output from the show arp ha command on the active RP that had been a standby
RP and became the active RP after the most recent stateful switchover (SSO) occurred. ARP HA
statistics are displayed for the active state and also for the previous standby state.

Router# show arp ha

ARP HA in active state (ARP_HA ST A UP).

1 ARP entry in the synchronization queue.

1 ARP entry waiting to be synchronized.

No synchronization packet sent.

No error in allocating synchronization packets.
No error in sending synchronization packets.

No error in encoding interface names.

Statistics collected when ARP HA in standby state:
No ARP entry in the backup table.
808 synchronization packets processed.
No synchronization packet dropped in invalid state.
No error in decoding interface names.
2 ARP entries restored before timer.
No ARP entry restored on timer.
No ARP entry purged since interface is down.
No ARP entry purged on timer.

The following is sample output from the show arp ha command on the standby RP. ARP HA statistics
are displayed for the standby state only.

Router# show arp ha

ARP HA in standby state (ARP_HA ST S UP).
2 ARP entries in the backup table.
806 synchronization packets processed.
No synchronization packet dropped in invalid state.
No error in decoding interface names.
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Table 3 describes the significant fields shown in the display collected for an active RP.

Table 3

show arp ha Field Descriptions for Statistics Collected for an Active RP

Field

Description

ARP HA in active state

The current state that the event-driven state machine contains
for the active RP:

e ARP _HA ST A UP_SYNC—Adctive statein which the
active RP sends entries from the synchronization queue
to the standby RP. The active RP transitions into this
state when the number of entries to be synchronized
reaches a threshold or when the synchronization timer
expires, whichever occurs first.

« ARP_HA ST A UP—Active state in which the active
RP does not send entries to the standby RP. The active
RP transitions into this state either because the standby
RP has not come up yet or because a previous
synchronization has failed.

e ARP_HA ST A BULK—Transient state in which the
active RP waits for the standby RP to signal that it has
finished processing of the entries sent by the
bulk-synchronization operation.

e ARP_HA_ ST A _SSO—Transient state in which the
new active RPwaitsfor the signal to befully operational.

ARP entries in the synchronization
gueue

Number of ARP entriesthat are queued to be synchronized or
have already been synchronized to the standby RP.

Note  Entriesthat have already been synchronized are kept
in the synchronization queue in case the standby RP
crashes. After the standby RP reboots, the entire
queue (including entries that were already
synchronized to the standby RP before the crash)

must be bulk-synchronized to the standby RP.

ARP entrieswaiting to be synchronized

Number of ARP entriesthat are queued to be synchronized to
the standby RP.

synchronization packets sent

Number of synchronization packets that have been sent to the
standby RP.

error in allocating synchronization
packets

Number of errors that occurred while synchronization
packets were being allocated.

error in sending synchronization
packets.

Number of errors that occurred while synchronization
packets were being sent to the standby RP.

error in encoding interface names

Number of errors that occurred while interface names were
being encoded.
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Table 4 describes the significant fields shown in the display collected for a standby RP or for an active
RP that was previously in the active state.

Table 4 show arp ha Field Descriptions for Statistics Collected for a Standby RP

Field

Description

ARP HA in standby state

The current state that the event-driven state machine contains
for the standby RP:

e ARP_HA ST S BULK—Transient state in which the
standby RP processes the entries sent by the
bulk-synchronization operation. After the active RP
signals that it has finished sending entries, the standby
RP transitionsinto the ARP_HA_ ST S UP state and
then signals back to the active RP that it has finished
processing the entries sent by the bulk-synchronization
operation.

e ARP_HA ST S UP—Active state in which the standby
RP processes the incremental ARP synchronization
entries from the active RP. When the switchover occurs,
the standby RP transitionsto the ARP_HA ST _A_SSO

state.

ARP entries in the backup table Number of ARP entries contained in the backup ARP table.
synchronization packets processed Number of synchronization packets that were processed.
synchronization packet dropped in Number of synchronization packetsthat were dropped due to
invalid state an invalid state.

error in decoding interface names Number of errorsthat occurred in decoding interface names.
ARP entries restored before timer Number of ARP entries that the new active RP restored prior

to expiration of the “flush” timer.
ARP entry restored on timer Number of ARP entries that the new active RP restored upon

expiration of the “flush” timer.

ARP entry purged since interface is Number of ARP entries that the new active RP purged

down because the interface went down.
ARP entry purged on timer Number of ARP entries that the new active RP purged upon
expiration of the “flush” timer.
Related Commands ~ Command Description

clear arp-cache
counters ha

Resets the ARP HA statistics.

debug arp

Enables debugging output for ARP packet transactions.

show arp

Displays ARP table entries.

show arp application

Displays ARP table information for a specific ARP application or for all
applications supported by ARP and running on registered clients.

show arp summary

Displays the number of the ARP table entries of each mode.
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show arp summary

To display the total number of Address Resolution Protocol (ARP) table entries, the number of ARP
table entries for each ARP entry mode, and the number of ARP table entries for each interface on the
router, use the show arp summary command in user EXEC or privileged EXEC mode.

show arp summary

Syntax Description ~ This command has no arguments or keywords.

Command Modes User EXEC

Privileged EXEC

Command History Release Modification
12.4(11)T This command was introduced.
12.2(31)SB2 This command was integrated into Cisco |10S Release 12.2(31)SB2.
12.2(33)SRB This command was integrated into Cisco 10S Release 12.2(33)SRB.
12.2(33)SRD3 This command was modified. Support was added for the Cisco 7600 router.

Usage Guidelines Use this command to display high-level statistics about the ARP table entries:
» Total number of ARP table entries
» Number of ARP table entries for each ARP mode
« Number of ARP table entries for each router interface

A maximum limit for learned ARP entries can be configured on the Cisco 7600 platform in Cisco 10S
Release 12.2(33)SRD3. Thisis subject to memory constraints. The 7600 can support a maximum limit
of 256,000 learned ARP entries, and if a memory card isinstalled on the router the maximum limit is
extended to 512,000.

Examples The following is sample output from the show arp summary command:

N

Note Inthis example the maximum limit for the number of learned ARP entries has not been configured.

Router# show arp summary

Total number of entries in the ARP table: 10.
Total number of Dynamic ARP entries: 4.

Total number of Incomplete ARP entries: 0.

Total number of Interface ARP entries: 4.

Total number of Static ARP entries: 2.

Total number of Alias ARP entries: 0.

Total number of Simple Application ARP entries: 0.
Total number of Application Alias ARP entries: 0.
Total number of Application Timer ARP entries: O.
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Interface Entry Count
Ethernet3/2 1

The following is sample output from the show arp summary command on a Cisco 7600 router for
Cisco 10S Release 12.2(33)SRD3, after a maximum limit is set for the number of learned ARP entries:

Router> enable

Router# configure terminal

Router (config)# ip arp entry learn 512000
Router (config) # exit

Router# show arp summary

Total number of entries in the ARP table: 4.

Total number of Dynamic ARP entries: 0.

Total number of Incomplete ARP entries: 0.

Total number of Interface ARP entries: 3.

Total number of Static ARP entries: 1.

Total number of Alias ARP entries: 0.

Total number of Simple Application ARP entries: 0.
Total number of Application Alias ARP entries: 0.
Total number of Application Timer ARP entries: 0.
Maximum limit of Learn ARP entry : 512000.

Maximum configured Learn ARP entry limit : 512000.
Learn ARP Entry Threshold is 409600 and Permit Threshold is 486400.
Total number of Learn ARP entries: 0.

Interface Entry Count
GigabitEthernet4/7 1
GigabitEthernet4/1.1 1
GigabitEthernet4/1 1
EOBCO/0

Table 5describes the fields shown in the display.

Table 5 show arp summary Command Field Descriptions

Field Description

Total Number of entriesin the ARP table Displays the number of entriesin the ARP table.

Total number of Dynamic ARP entries Displays the number of ARP entriesin the
dynamic state.

Total number of Incomplete ARP entries Displays the number of ARP entriesin the
incomplete state.

Total number of Interface ARP entries Displays the number of ARP entries on ARP
enabled interfaces.

Total number of Static ARP entries Displaysthe number of active statically configured
ARP entries.

Total number of Alias ARP entries Displays the number of active statically

configured alias entries.

Total number of Simple Application ARP entries | Displays the number of ARP entriesinthe simple
application mode.

Total number of Application Alias ARP entries Displays the number of ARP entriesin the
application alias mode.

Total number of Application Timer ARP entries Displays the number of ARP entriesin the
application timer mode.
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Table 5 show arp summary Command Field Descriptions (continued)

Field Description

Maximum limit of Learn ARP entry Displays the allowed maximum limit for the
learned ARP entries.

Maximum configured Learn ARP entry limit Displays the figure the maximum learned ARP
entry limit is set to.

Learn ARP Entry Threshold Displays the val ue representing 80 percent of the
set maximum learned ARP entry limit.

Permit Threshold Displays the value representing 95 percent of the
set maximum learned ARP entry limit.

Total number of Learn ARP entries Displays the total number of learned ARP entries.

Interface Lists the names of the ARP enabled interfaces.

Entry Count Displaysthe number of ARP entrieson each ARP

enabled interface

Related Commands ~ Command Description
clear arp-cache Refreshes dynamically learned entries in the ARP cache.
ip arp entry learn Specifies the maximum number of learned ARP entries.
show arp Displays ARP table entries.

show arp application  Displays ARP table information for a specific ARP application or for all
applications supported by ARP and running on registered clients.

show arp ha Displays the ARP HA status and statistics.
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show ip arp

To display the Address Resolution Protocol (ARP) cache, where Serial Line Internet Protocol (SLIP)
addresses appear as permanent ARP table entries, use the show ip arp EXEC command.

show ip arp [ip-address] [host-name] [mac-address] [interface type number]

Syntax Description ip-address (Optional) ARP entries matching this IP address are displayed.
host-name (Optional) Host name.
mac-address (Optional) 48-bit MAC address.
interface type number (Optional) ARP entries learned via this interface type and number are
displayed.

Command Modes EXEC

Command History Release Modification
9.0 This command was introduced.
12.2(33)SRA This command was integrated into Cisco |0S Release 12.2(33)SRA.

Usage Guidelines ARP establishes correspondences between network addresses (an | P address, for example) and LAN
hardware addresses (Ethernet addresses). A record of each correspondence is kept in a cache for a
predetermined amount of time and then discarded.

Examples The following is sample output from the show ip arp command:

Router# show ip arp

Protocol Address Age (min) Hardware Addr Type Interface

Internet 172.16.233.229 - 0000.0c59.£f892 ARPA Ethernet0/0
Internet 172.16.233.218 - 0000.0c07.ac00 ARPA Ethernet0/0
Internet 172.16.233.19 - 0000.0c63.1300 ARPA Ethernet0/0
Internet 172.16.233.309 - 0000.0c36.6965 ARPA Ethernet0/0
Internet 172.16.168.11 - 0000.0c63.1300 ARPA Ethernet0/0
Internet 172.16.168.254 9 0000.0c36.6965 ARPA Ethernet0/0

Table 6 describes the significant fields shown in the display.

Table 6 show ip arp Field Descriptions
Field Description
Protocol Protocol for network address in the Address field.

Address The network address that corresponds to the Hardware Address.

Age (min) |Agein minutes of the cache entry. A hyphen (-) means the address is local.
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Table 6 show ip arp Field Descriptions (continued)
Field Description
Hardware |LAN hardware address of a MAC address that corresponds to the network address.
Addr
Type Indicates the encapsulation type the Cisco | OS software i s using the network addressin
this entry. Possible value include:
« ARPA
-« SNAP
- SAP
Interface Indicates the interface associated with this network address.
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show ip arp inspection

To display the status of DAI for a specific range of VLANS, use the show ip arp inspection command

in privileged EXEC mode.

show ip arp inspection [ interfaces [interface-name] | statistics [vlan vlian-range] ]

Syntax Description

inter faces interface-name (Optional) Displaysthetrust state and the rate limit of ARP packetsfor
the provided interface.

statistics (Optional) Displays statistics for the following types of packets that
have been processed by this feature: forwarded, dropped, MAC
validation failure, and IP validation failure.

vlan vlan-range (Optional) Displays the statistics for the selected range of VLANS.

Defaults

This command has no default settings.

Command Modes Privileged EXEC

Command History Release Modification
12.2(18)SXE Support for this command was introduced on the Supervisor Engine 720.
12.2(33)SRA This command was integrated into Cisco 10S Release 12.2(33)SRA.

Usage Guidelines

If you do not enter the statistics keyword, the configuration and operating state of DAI for the selected
range of VLANSs s displayed.

If you do not specify the interface name, the trust state and rate limit for all applicable interfacesin the
system are displayed.

Examples This example shows how to display the statistics of packets that have been processed by DAI for
VLAN 3:
Router# show ip arp inspection statistics vlan 3
Vlan Forwarded Dropped DHCP Drops ACL Drops
3 31753 102407 102407 0
Vlan DHCP Permits ACL Permits Source MAC Failures
3 31753 0 0
Vlan Dest MAC Failures IP Validation Failures
3 0 0
Cisco 10S IP Addressing Services Command Reference
[ December 2010 .m



ARP Commands |

M show ip arp inspection

This example shows how to display the statistics of packets that have been processed by DAI for all

active VLANS:

Router# show ip arp inspection statistics

Vlan Forwarded
1 0
2 0
3 68322
4 0
100
101 0
1006 0
1007 0
Vlan DHCP Permits
1 0
2 0
3 68322
4 0
100
101 0
1006 0
1007 0
Vlan Dest MAC Failures
1 0
2 0
3 0
4 0
100 0
101 0
1006 0
1007 0

Dropped DHCP Drops ACL Drops
0 0 0

0 0 0
220356 220356 0
0 0 0

0 0 0

0 0 0

0 0 0

0 0 0

o O O O o o o o
O O O O o o o o

IP Validation Failures

O O O O O O o o

This example shows how to display the configuration and operating state of DAI for VLAN 1:

Router# show ip arp inspection vlan 1

Source Mac Validation
Destination Mac Validation
IP Address Validation

Vlan Configuration
1 Enablea
Vlan ACL Logging
1 peny

This example shows how to display the trust state of Fast Ethernet interface 6/3:

Disabled
Disabled
Disabled

ACL Match

Static ACL

Operation

Active

DHCP Logging

Router# show ip arp inspection interfaces fastEthernet 6/3

Interface

Trust State

Untrusted

Rate (pps) Burst Interval
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This example shows how to display the trust state of the interfaces on the switch:

Router# show ip arp inspection interfaces

Interface Trust State Rate (pps)
Gil/1 Untrusted 15
Gil/2 Untrusted 15
Gi3/1 Untrusted 15
Gi3/2 Untrusted 15
Fa3/3 Trusted None
Fa3/4 Untrusted 15
Fa3/5 Untrusted 15
Fa3/6 Untrusted 15
Fa3/7 Untrusted 15

Related Commands ~ Command Description
arp access-list Configures an ARP ACL for ARP inspection and QoS filtering and enters

the ARP ACL configuration submode.

clear ip arpinspection Clears the status of the log buffer.
log
show ip arp inspection Displays the status of DAI for a specific range of VLANS.
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show ip arp inspection log

To show the status of the log buffer, use the show ip arp inspection log command in privileged EXEC
mode.

show ip arp inspection log

Syntax Description ~ This command has no arguments or keywords.

Defaults This command has no default settings.

Command Modes Privileged EXEC

Command History Release Modification
12.2(18)SXE Support for this command was introduced on the Supervisor Engine 720.
12.2(33)SRA This command was integrated into Cisco |0S Release 12.2(33)SRA.
Examples This example shows how to display the current contents of the log buffer before and after the buffers are
cleared:

Router# show ip arp inspection log

Total Log Buffer Size : 10

Syslog rate : 0 entries per 10 seconds.
Interface Vlan Sender MAC Sender IP Num of Pkts
Fa6/3 1 0002.0002.0002 10.1.1.2 1(12:02:52 UTC Fri Apr 25 2003)
Fa6/3 1 0002.0002.0002 10.1.1.3 1(12:02:52 UTC Fri Apr 25 2003)
Fa6/3 1 0002.0002.0002 10.1.1.4 1(12:02:52 UTC Fri Apr 25 2003)
Fa6/3 1 0002.0002.0002 10.1.1.5 1(12:02:52 UTC Fri Apr 25 2003)
Fa6/3 1 0002.0002.0002 10.1.1.6 1(12:02:52 UTC Fri Apr 25 2003)
Fa6/3 1 0002.0002.0002 10.1.1.7 1(12:02:52 UTC Fri Apr 25 2003)
Fa6/3 1 0002.0002.0002 10.1.1.8 1(12:02:52 UTC Fri Apr 25 2003)
Fa6/3 1 0002.0002.0002 10.1.1.9 1(12:02:52 UTC Fri Apr 25 2003)
Fa6/3 1 0002.0002.0002 10.1.1.10 1(12:02:52 UTC Fri Apr 25 2003)
Fa6/3 1 0002.0002.0002 10.1.1.11 1(12:02:52 UTC Fri Apr 25 2003)
-- -- -- -- 5(12:02:52 UTC Fri Apr 25 2003)

This example shows how to clear the buffer with the clear ip arp inspection log command:

Router# clear ip arp inspection log
Router# show ip arp inspection log

Total Log Buffer Size : 10
Syslog rate : 0 entries per 10 seconds.
No entries in log buffer.
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show ip arp inspection log

Related Commands ~ Command Description
clear ip arp inspection Clear the status of the log buffer.
log

show ip arp inspection Shows the status of the log buffer.
log
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update arp

To secure dynamic Address Resolution Protocol (ARP) entries in the ARP table to their corresponding
DHCP bindings, use the update arp command in DHCP pool configuration mode. To disable this
command and change secure ARP entries to dynamic ARP entries, use the no form of this command.

update arp

no update arp

Syntax Description ~ This command has no keywords or arguments.

Defaults No default behavior or values.

Command Modes DHCP pool configuration

Command History Release Modification
12.2(15)T This command was introduced.
12.2(33)SRC This command was integrated into Cisco 10S Release 12.2(33)SRC.

Usage Guidelines The update arp DHCP pool configuration command is used to secure ARP table entries and their
corresponding DHCP |eases. However, existing active leases are not secured. These leases will remain
insecure until they are renewed. When the lease is renewed, it is treated as a new lease and will be secured
automatically. If thisfeature is disabled on the DHCP server, all existing secured ARP table entries will
automatically change to dynamic ARP entries.

This command can be configured only under the following conditions:

» DHCP network poolsin which bindings are created automatically and destroyed upon lease
termination or when the client sends a DHCPREL EA SE message.

- Directly connected clients on LAN interfaces and wireless LAN interfaces.

The configuration of this command is not visible to the client. When this command is configured,
secured ARP table entries that are created by a DHCP server cannot be removed from the ARP table by
the clear arp-cache command. Thisis designed behavior. If a secure ARP entry created by the DHCP
server must be removed, the clear ip dhcp binding command can be used. This command will clear the
DHCP binding and secured ARP table entry.

Note  This command does not secure ARP table entries for BOOTP clients.
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update arp

Examples The following example configures the Cisco 10S DHCP server to secure ARP table entries to their

corresponding DHCP leases within the DHCP pool named WIRELESS-POOL :

ip dhcp pool WIRELESS-POOL

update arp

Related Commands ~ Command Description

clear arp-cache Deletes all dynamic entries from the ARP cache.

clear ip dhcp binding Deletes an automatic address binding from the Cisco |OS DHCP Server

database.
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accounting (DHCP)

To enable Dynamic Host Configuration Protocol (DHCP) accounting, use the accounting command in
DHCP pool configuration mode. To disable DHCP accounting for the specified server group, use the no
form of this command.

accounting server-group-name

No accounting server-group-name

Syntax Description server-group-name Name of a server group to apply DHCP accounting.

- The server group can have one or more members. The server group is
defined in the configuration of the aaa group server and aaa
accounting commands.

Defaults DHCP accounting is not enabled by default.

Command Modes DHCP pool configuration (dhcp-config)

Command History Release Modification
12.2(15)T This command was introduced.
12.2(28)SB This command was integrated into Cisco |10S Release 12.2(28)SB.
15.0(1)S This command was integrated into Cisco 10S Release 15.0(1)S.

Usage Guidelines The accounting command is used to enable the DHCP accounting feature by sending secure DHCP
START accounting messages when | P addresses are assigned to DHCP clients, and secure DHCP STOP
accounting messages when DHCP |eases are terminated. A DHCP lease is terminated when the client
explicitly releases the | ease, when the session times out, and when the DHCP bindings are cleared from
the DHCP database. DHCP accounting is configured on a per-client or per-lease basis. Separate DHCP
accounting processes can be configured on a per-pool basis.

The accounting command can be used only to network pools in which bindings are created
automatically and destroyed upon lease termination (or when the client sends a DHCP RELEASE
message). DHCP bindings are al so destroyed when the clear ip dhcp binding or no service dhcp
command is issued. These commands should be used with caution if an address pool is configured with
DHCP accounting.

Authentication, authorization, and accounting (AAA) and RADIUS must be configured before this
command can be used to enable DHCP accounting. A server group must be defined with the aaa group
server command. START and STOP message generation is configured with the aaa accounting
command. The aaa accounting command can be configured to enable the DHCP accounting to send
both START and STOP messages or STOP messages only.
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Examples

accounting (DHCP) M

The following example shows how to configure DHCP accounting start and stop messages to be sent if
RADIUS-GROUP1 is configured as a start-stop group. Stop messages will be sent only if
RADIUS-GROUP1 is configured as a stop-only group.

Router (config)# ip dhcp pool pooll
Router (dhcp-config) # accounting groupl

Related Commands

Command Description

aaa accounting Enables AAA accounting of requested services for billing or security
purposes when you use RADIUS or TACACS+.

aaa group server Groups different server hosts into distinct lists and distinct methods.

aaa new-model Enables the AAA access control model.

aaa session-id Specifies whether the same session ID will be used for each AAA

accounting service type within a call or whether a different session ID
will be assigned to each accounting service type.

clear arp-cache Deletes all dynamic entries from the ARP cache.

clear ip dhcp binding Deletes an automatic address binding from the Cisco 10S DHCP server
database.

ip dhcp pool Configures aDHCP address pool on aCisco |OS DHCP server and enters
DHCP pool configuration mode.

ip radius Forces RADIUS to use the I P address of a specified interface for all

source-interface outgoing RADIUS packets.

radius-server host Specifies a RADIUS server host.

radius-server retransmit Specifies the number of times that Cisco 10S will look for RADIUS
server hosts.

service dhcp Enables the Cisco |OS DHCP server and relay agent features.

show ip dhcp binding Displays address bindings on the Cisco |0S DHCP server.

show ip dhcp server Displays Cisco 10S DHCP server statistics.

statistics

update arp Secures the MAC address of the authorized client interface to the DHCP
binding.
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address client-id

Toreserve an | P address for a Dynamic Host Configuration Protocol (DHCP) client identified by aclient
identifier, use the address client-id command in DHCP pool configuration mode. To remove the
reserved address, use the no form of this command.

address ip-address client-id string [ascii]

no address ip-address

Syntax Description ip-address I P address reserved for the client.

string A unique ASCII string or hexadecimal string.

ascii (Optional) Specifies that the client ID isin ASCII string form.
Command Default I P addresses are not reserved.

Command Modes DCHP pool configuration (dhcp-config)

Command History Release Modification
12.2(46)SE This command was introduced.
12.2(33)SX14 This command was integrated into Cisco |0S Release 12.2(33)SX 4.

Usage Guidelines The address client-id command can be used to create reserved addresses in pools for any DHCP client
identified by the client identifier option in the DHCP packet. You can also reserve an | P address for a
DHCP client that is configured to use the port-based address allocation feature. For port-based address
allocation, the string argument must be the short name of theinterface (port) and the ascii keyword must
be specified.

Examples In the following example, a subscriber 1D will be automatically generated based on the short name of
the interface (port) specified by the address client-id command. The DHCP server will ignore any client
identifier fields in the DHCP messages and use this subscriber ID as the client identifier. The DHCP
client is preassigned IP address 10.1.1.7.

Router (config)# ip dhcp use subscriber-id client-id
Router (config)# ip dhcp subscriber-id interface-name
Router (config)# ip dhcp excluded-address 10.1.1.1 10.1.1.3

Router
Router
Router

config)# ip dhcp pool dhcppool
dhcp-config)# network 10.1.1.0 255.255.255.0
dhcp-config) # address 10.1.1.7 client-id ethernet 1/0 ascii
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address client-id 1l

Related Commands ~ Command Description
address hardware Reserves an |P address for a client identified by hardware address.
address
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address hardware-address

Toreserve an |P address for aclient identified by hardware address, use the address har dware-address
command in DHCP pool configuration mode. To remove the reserved address, use the no form of this
command.

address ip-address har dwar e-addr ess mac-address [hardware-number]

no address ip-address

Syntax Description ip-address I P address reserved for the client.
mac-address Hardware address of the client.
hardware-number (Optional) Address Resolution Protocol (ARP) hardware specified in an

online database at http://www.iana.org/assignments/arp-parameters. The
rangeis from O to 255.

Command Default | P addresses are not reserved.

Command Modes DHCP pool configuration (dhcp-config)

Command History Release Modification
12.2(46)SE This command was introduced.
12.2(33)SX14 This command was integrated into Cisco |0S Release 12.2(33)SX 4.

Usage Guidelines This command is used to reserve an | P address for clients identified by the hardware address included
in the fixed-size header of the Dynamic Host Configuration Protocol (DHCP) message.

Examples In the following example, an |P address is reserved for a client that isidentified by its hardware address:

Router (config)# ip dhcp pool dhcppool
Router (dhcp-config) # address 10.10.10.3 hardware-address b708.1388.£166

Related Commands ~ Command Description
address client-id Reserves an IP address for a DHCP client identified by the client identifier.
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address range

To set an address range for a Dynamic Host Configuration Protocol (DHCP) class in a DHCP server
address pool, use the address range command in DHCP pool class configuration mode. To remove the
address range, use the no form of this command.

addressrange start-ip end-ip

no address range start-ip end-ip

Syntax Description

Defaults

Command Modes

start-ip Starting | P address that defines the range of addresses in the address pool.

end-ip Ending I P address that defines the range of addresses in the address pool.

No default behavior or values

DHCP pool class configuration

Command History

Usage Guidelines

Examples

Release Modification

12.2(13)ZH This command was introduced.

12.3(4)T This command was integrated into Cisco 10S Release 12.3(4)T.
12.2(28)SB This command was integrated into Cisco 10S Release 12.2(28)SB.
12.2(33)SRB This command was integrated into Cisco 10S Release 12.2(33)SRB.

If this command is not configured for aDHCP classin a DHCP server address pool, the default value is
the entire subnet of the address pool.

The following example sets the available address range for class 1 from 10.0.20.1 through 10.0.20.100:

ip dhcp pool ABC

network 10.0.20.0 255.255.255.0
class CLASS1

address range 10.0.20.1 10.0.20.100

Related Commands

Command Description
ip dhcp class Defines a DHCP class and enters DHCP class configuration mode.
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authorization method (DHCP)

To specify amethod list to be used for address allocation using RADIUS for Dynamic Host Control
Protocol (DHCP), use the authorization method command in DHCP pool configuration mode. To
disable the authorization method list, use the no form of this command.

authorization method method-list-name

no authorization method method-list-name

Syntax Description method-list-name An authorization method list of the network type to be used for this DHCP
pool.

Command Default The authorization network default method list is used for authorization.

Command Modes DHCP pool configuration (config-dhcp)

Command History Release Modification

12.2(31)zV1 This command was modified for the DHCP server RADIUS proxy feature
on the Cisco 10000 series router and integrated into Cisco 10S
Release 12.2(31)ZV 1.

Cisco |OS XE This command was implemented on the Cisco ASR 1000 Series

Release 2.4 Aggregation Services Routers.

12.2(33)XNE This command was integrated into Cisco 10S Release 12.2(33)XNE.

15.0(1)S This command was integrated into Cisco |0S Release 15.0(1)S.

Usage Guidelines The method list must be defined during initial authentication setup.

Examples The following example shows how to set an authorization method of authl to download DHCP
information from DHCP or a RADIUS server for DHCP clients when pool _common is used:
Router (config)# aaa authorization network authl group radius

Router (config)# ip dhcp pool pool_common
Router (config-dhcp) # authorization method authl

Related Commands ~ Command Description
authorization list Specifies the AAA authorization list.
authorization Specifies the parameters that RADIUS sends to a DHCP server when
username (dhcp) downloading information for a DHCP client.
authorization Specifies the password that RADIUS sends to a DHCP or RADIUS server
shared-password when downloading configuration information for a DHCP client.
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authorization shared-password

To specify the password that RADIUS sends to a Dynamic Host Control Protocol (DHCP) or RADIUS
server when downloading configuration information for a DHCP client, use the authorization
shared-password command in DHCP pool configuration mode. To remove the password used for
downloading DHCP client configuration, use the no form of this command.

authorization shared-password password

no authorization shared-password password

Syntax Description password The password configured in the RADIUS user profile.

Command Default No password is sent in the RADIUS requests.

Command Modes DHCP pool configuration (config-dhcp)

Command History Release Modification

12.2(31)zV1 This command was modified for the DHCP server RADIUS proxy feature
on the Cisco 10000 series router and integrated into Cisco 10S
Release 12.2(31)ZV 1.

Cisco |OS XE This command was implemented on the Cisco ASR 1000 Series

Release 2.4 Aggregation Services Routers.

12.2(33)XNE This command was integrated into Cisco 10S Release 12.2(33)XNE.

15.0(1)S This command was integrated into Cisco |10S Release 15.0(1)S.

Usage Guidelines This command is used to enter the password that matches the password configured in a RADIUS user
profile, at a RADIUS server, for the username matching the string.

Examples The following example shows how to set the password to cisco:

Router (config)# ip dhcp pool pool_common
Router (config-dhcp) # authorization method authl
Router (config-dhcp) # authorization shared-password cisco

Related Commands ~ Command Description
authorization list Specifies the AAA authorization list.
authorization method Specifies the method list to be used for address allocation information.
(dhcp)
authorization Specifies the parameters that RADIUS sends to a DHCP server when
username (dhcp) downloading information for a DHCP client.
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authorization username (DHCP)

To specify the parameters that RADIUS sendsto a Dynamic Host Control Protocol (DHCP) server when
downloading configuration information for a DHCP client, use the authorization username command
in DHCP pool configuration mode. To disable the parameters, use the no form of this command.

authorization username string

no authorization username string

Syntax Description string A string that RADIUS sends to the DHCP server when downloading an IP
address and other configuration information for a client’'s DHCP responses.

The string must contain the following formatting characters to insert
information associated with the DHCP client:

* %% —Transmits the percent sign (%) character in the string sent to the
RADIUS server

* % c—Ethernet address of the DHCP client (chaddr field) in ASCI|I
format

« % C—Ethernet address of the DHCP client in hexadecimal format
* % g—Gateway address of the DHCP relay agent (giaddr field)

e %i—Inner VLAN ID from the DHCP relay information (option 82) in
ASCII format

e %]I|—Inner VLAN ID from the DHCP relay information in hexadecimal
format

* % o0—Outer VLAN ID from the DHCP relay information (option 82) in
ASCII format

« % O—Outer VLAN ID from the DHCP relay information (option 82) in
hexadecimal format

e % p—Port number from the DHCP relay information (option 82) in
ASCII format

* % P—Port number from the DHCP relay information (option 82) in
hexadecimal format

* % u—~Circuit ID from the DHCP relay information in ASCII format

* %U—Circuit ID from the DHCP relay information in hexadecimal
format

« %r—Remote ID from the DHCP relay information in ASCII format

* %R—Remote ID from the DHCP relay information in hexadecimal
format

Note  The percent (%) is a marker to insert the DHCP client information
associated with the specified character. The % is not sent to the
RADIUS server unless you specify the %% character.

Command Default No parameters are specified.
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Command Modes

authorization username (DHCP)

DHCP pool configuration (config-dhcp)

Command History

Usage Guidelines

Examples

Release Modification
12.2(31)zV1 This command was modified for the DHCP server RADIUS proxy feature on
the Cisco 10000 series router and integrated into Cisco |0S
Release 12.2(31)ZV 1.
Cisco 10S XE Thiscommand wasimplemented on the Cisco ASR 1000 Series Aggregation
Release 2.4 Services Routers.
12.2(33)XNE This command was integrated into Cisco 10S Release 12.2(33)XNE.
15.0(1)S This command was integrated into Cisco 10S Release 15.0(1)S.

When a DHCP server sends an access request to the authentication, authorization, and accounting
(AAA) server, the % and character specified in the username are format characters that is replaced by
one of the following values based on the characters specified:

- Hardware address
e Inner VLAN ID

« Outer VLAN ID
« Port number

« CircuitID

« Remote ID

The % and character specified in the authorization username command configure the DHCP server to
send the username in ASCII format or the hexadecimal format based on the case (uppercase or
lowercase) of the character used.

For example, if you specify % C with the authorization username command and the hardware address
of the client is aabb.ccdd.eeff, then the DHCP server sends the username as “ dhcp-AABBCCDDEEFF”
in ASCII format. If you specify % c with the authorization username command, then the DHCP server
sends the username as “ 646863702daabbccddeeff” in hexadecimal format. The server sends 11 bytes of
data when the format is hexadecimal and 19 bytes when the format is ASCI|I.

The following example shows how to configure RADIUS to send the Ethernet address of the DHCP
client (chaddr field) to the DHCP server when downloading configuration information for a DHCP
client:

Router (config)# ip dhcp pool pool_common

Router (config-dhcp) # authorization method authl

Router (config-dhcp) # authorization shared-password cisco
Router (config-dhcp)# authorization username %c-userl

Related Commands

Command Description

authorization list Specifies the AAA authorization list.
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Command Description

authorization method Specifies the method list to be used for address allocation information.
(dhcp)

authorization Specifies the password that RADIUS sends to a DHCP or RADIUS server
shared-passwor d when downloading configuration information for a DHCP client.
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bootfile

To specify the name of the default boot image for a Dynamic Host Configuration Protocol (DHCP)
client, use the bootfile command in DHCP pool configuration mode. To delete the boot image name, use
the no form of this command.

bootfile filename

no bootfile
Syntax Description filename Specifies the name of the file that is used as a boot image.
Defaults No default behavior or values.

Command Modes DHCP pool configuration

Command History Release Modification
12.0(1)T This command was introduced.
12.2(33)SRA This command was integrated into Cisco |0S Release 12.2(33)SRA.
12.2SX This command is supported in the Cisco |OS Release 12.2SX train. Support

in a specific 12.2SX release of this train depends on your feature set,
platform, and platform hardware.

Examples The following example specifies xIIboot as the name of the boot file:

bootfile xllboot

Related Commands ~ Command Description
ip dhcp pool Configures a DHCP address pool on a Cisco |0S DHCP server and enters
DHCP pool configuration mode.
next-server Configures the next server in the boot process of a DHCP client.
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class (DHCP)

To associate a class with a Dynamic Host Configuration Protocol (DHCP) address pool and enter DHCP
pool class configuration mode, use the class command in DHCP pool configuration mode. To remove
the class association, use the no form of this command.

class class-name

no class class-name

Syntax Description class-name Name of the DHCP class.

Command Default No class is associated with the DHCP address pool.

Command Modes DHCP pool configuration (dhcp-config)

Command History Release Modification
12.2(13)ZH This command was introduced.
12.3(H)T This command was integrated into Cisco 10S Release 12.3(4)T.
12.2(28)SB This command was integrated into Cisco 10S Release 12.2(28)SB.
12.2(33)SRB This command was integrated into Cisco |10S Release 12.2(33)SRB.
15.0(1)S This command was integrated into Cisco 10S Release 15.0(1)S.

Usage Guidelines You must first define the class using the ip dhcp class command available in global configuration
command. If anonexistent classis named by the class command, the class will be automatically created.
Each class in the DHCP pool will be examined for a match in the order configured.

Examples The following example shows how to associate DHCP class 1 and class 2 with a DHCP pool named
pool 1:

Router (config)# ip dhcp pool pooll

Router (dhcp-config) # network 10.0.20.0 255.255.255.0

Router (dhcp-config)# class classl

Router (config-dhcp-pool-class)# address range 10.0.20.1 10.0.20.100
Router (config-dhcp-pool-class) # exit

Router (dhcp-config) # class class2

Router (config-dhcp-pool-class)# address range 10.0.20.101 10.0.20.200

Related Commands ~ Command Description
ip dhcp class Defines a DHCP class and enters DHCP class configuration mode.
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clear ip dhcp binding

To delete an automatic address binding from the Dynamic Host Configuration Protocol (DHCP) server
database, use the clear ip dhcp binding command in privileged EXEC mode.

clear ip dhcp binding

clear ip dhcp [pool name] binding [vrf vrf-name] {* | address}

Syntax Description

Command Modes

pool name (Optional) Specifies the name of the DHCP pool.

vrf (Optional) Clears virtual routing and forwarding (VRF) information from the
DHCP database.

vrf-name (Optional) The VRF name.

* Clears all automatic bindings.

address The address of the binding you want to clear.

Privileged EXEC (#)

Command History

Usage Guidelines

Release Modification

12.0()T This command was introduced.

12.2(8)T This command was modified. The pool keyword and name argument were
added.

12.2(33)SRA This command was integrated into Cisco |0S Release 12.2(33)SRA.

12.25X This command is supported in the Cisco | OS Release 12.2SX train. Support
in a specific 12.2SX release of this train depends on your feature set,
platform, and platform hardware.

Cisco |OS XE This command was modified. The vrf keyword and vrf-name argument were

Release 2.6 added.

Typically, the address denotes the | P address of the client. If the asterisk (*) character is used as the
address parameter, DHCP clears all automatic bindings.

Use the no ip dhcp binding command in global configuration mode to delete a manual binding.

Note the following behavior for the clear ip dhcp binding command:

- If you do not specify the pool name option and an | P address is specified, it is assumed that the IP
addressisan addressin the global address space and will ook among all the nonvirtual VRF DHCP
pools for the specified binding.

- If you do not specify the pool name option and the * option is specified, it is assumed that all
automatic or on-demand bindings in all VRF and non-V RF pools are to be deleted.

- If you specify both the pool name option and the * option, all automatic or on-demand bindingsin
the specified pool only will be cleared.

- If you specify the pool name option and an | P address, the specified binding will be deleted from

the specified pool.

| December 2010

Cisco 10S IP Addressing Services Command Reference
IAD-89



DHCP Commands |

M clear ip dhep binding

Examples

The following example shows how to delete the address binding 10.12.1.99 from a DHCP server
database:

Router# clear ip dhcp binding 10.12.1.99

The following example shows how to delete all bindings from all pools:

Router# clear ip dhcp binding *

The following example shows how to delete all bindings from the address pool named pool 1:

Router# clear ip dhcp pool pooll binding *

The following example shows how to delete address binding 10.13.2.99 from the address pool named
pool2:

Router# clear ip dhcp pool pool2 binding 10.13.2.99

The following example shows how to delete VRF vrfl from the DHCP database:

Router# clear ip dhcp binding vrf vrfl 10.13.2.99

Related Commands

Command Description
show ip dhcp binding Displays address bindings on the Cisco 10S DHCP server.
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clear ip dhcp conflict

To clear an address conflict from the Dynamic Host Configuration Protocol (DHCP) server database,
use the clear ip dhcp conflict command in privileged EXEC mode.

clear ip dhcp conflict

clear ip dhcp [pool name] conflict [vrf vrf-name] {* | address}

Syntax Description

Command Modes

pool name (Optional) Specifies the name of the DHCP pool.

vrf (Optional) Clears DHCP virtual routing and forwarding (VRF) conflicts.
vrf-name (Optional) The VRF name.

* Clears all address conflicts.

address The IP address of the host that contains the conflicting address you want to

clear.

Privileged EXEC (#)

Command History

Usage Guidelines

Release Modification

12.0()T This command was introduced.

12.2(8)T This command was modified. The pool keyword and name argument were
added.

12.2(33)SRA This command was integrated into Cisco |0S Release 12.2(33)SRA.

12.25X This command is supported in the Cisco | OS Release 12.2SX train. Support
in a specific 12.2SX release of this train depends on your feature set,
platform, and platform hardware.

Cisco |OS XE This command was modified. The vrf keyword and vrf-name argument were

Release 2.6 added.

The server detects conflicts using a ping operation. The client detects conflicts using gratuitous Address
Resolution Protocol (ARP). If the asterisk (*) character is used as the address parameter, DHCP clears

al conflicts.

Note the following behavior for the clear ip dhcp conflict command:

- If you do not specify the pool name option and an |P address is specified, it is assumed that the IP
addressisan addressin the global address space and will ook among all the nonvirtual VRF DHCP
pools for the specified conflict.

» If you do not specify the pool name option and the * option is specified, it is assumed that all
automatic/ or on-demand conflictsin all VRF and non-VRF pools are to be deleted.

- If you specify both the pool name option and the * option, all automatic or on-demand conflictsin
the specified pool only will be cleared.

- If you specify the pool name option and an | P address, the specified conflict will be deleted from

the specified pool.
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Examples

The following example shows how to delete an address conflict of 10.12.1.99 from the DHCP server
database:

Router# clear ip dhcp conflict 10.12.1.99

The following example shows how to delete all address conflicts from all pools:

Router# clear ip dhcp conflict *

The following example shows how to delete all address conflicts from the address pool named pool 1:

Router# clear ip dhcp pool pooll conflict *

The following example shows how to delete address conflict 10.13.2.99 from the address pool named
pool2:

Router# clear ip dhcp pool pool2 conflict 10.13.2.99

The following example shows how to delete VRF vrfl from the DHCP database:

Router# clear ip dhcp conflict vrf vrfl 10.13.2.99

Related Commands

Command Description

show ip dhcp conflict  Displays address conflicts found by a Cisco |0S DHCP server when
addresses are offered to the client.
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clear ip dhcp limit lease

To clear lease limit violation entries, use the clear ip dhcp limit lease command in privileged EXEC
mode.

clear ip dhcp limit lease [interface-type interface-number]

Syntax Description

Command Modes

interface-type (Optional) Interface type. For more information, use the question mark (?)
online help function.
interface-number (Optional) Interface or subinterface number. For more information about the

numbering system for your networking device, use the question mark (?)
online help function.

Privileged EXEC (#)

Command History

Usage Guidelines

Examples

Release Modification
12.2(33)SRC This command was introduced.

The show ip dhcp limit lease command displays the number of lease limit violations. You can control
the number of subscribers at the global level by using the ip dhcp limit lease per interface command
and at the interface level by using the ip dhcp limit lease command.

In the following example, the number of lease violations is displayed and then cleared:

Router# show ip dhcp limit lease

Interface Count
Serial0/0.1 5
Seriall 3

Router# clear ip dhcp limit lease

Router# show ip dhcp limit lease

Related Commands

Command Description

ip dhep limit lease Limits the number of leases offered to DHCP clients per interface.

ip dhep limit lease per  Limits the number of DHCP leases offered to DHCP clients behind an ATM
interface RBE unnumbered or serial unnumbered interface.

show ip dhcp limit Displays the number of times the lease limit threshold has been violated on
lease an interface.
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clear ip dhcp server statistics

Toreset all Dynamic Host Configuration Protocol (DHCP) server counters, usethe clear ip dhcp server
statistics command in privileged EXEC mode.

clear ip dhcp server statistics

Syntax Description ~ This command has no arguments or keywords.

Command Modes Privileged EXEC

Command History Release Modification
12.0(0)T This command was introduced.
12.2(33)SRA This command was integrated into Cisco |0S Release 12.2(33)SRA.
12.28X This command is supported in the Cisco |OS Release 12.2SX train. Support

in a specific 12.2SX release of this train depends on your feature set,
platform, and platform hardware.

Usage Guidelines Theshow ip dhep server statistics command displays DHCP counters. All countersare cumulative. The
counters will beinitialized, or set to zero, with the clear ip dhcp server statistics command.

Examples The following example resets all DHCP counters to zero:

Router# clear ip dhcp server statistics

Related Commands =~ Command Description
show ip dhcp server Displays Cisco 10S DHCP server statistics.
statistics
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clear ip dhcp snooping binding

To clear the DHCP-snooping binding-entry table without disabling DHCP snooping, use the clear ip
dhcp snooping binding command in privileged EXEC mode.

clear ip dhcp snooping binding

Syntax Description ~ This command has no arguments or keywords.

Defaults This command has no default settings.

Command Modes Privileged EXEC

Command History Release Modification
12.2(14)SX Support for this command was introduced on the Supervisor Engine 720.
12.2(17d)SXB  Support for this command on the Supervisor Engine 2 was extended to Release
12.2(17d)SXB.

12.2(33)SRA This command was integrated into Cisco 10S Release 12.2(33)SRA.

Examples This example shows how to clear the DHCP-snooping binding-entry table:

Router# clear ip dhcp snooping binding
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clear ip dhcp snooping database statistics

To clear the DHCP binding database statistics, use the clear ip dhcp snooping database statistics
command in privileged EXEC mode.

clear ip dhcp snooping database statistics

Syntax Description ~ This command has no arguments or keywords.

Command Default This command has no default settings.

Command Modes Privileged EXEC (#)

Command History Release Modification
12.2(14)SX Support for this command was introduced on the Supervisor Engine 720.
12.2(17d)SXB  Support for this command on the Supervisor Engine 2 was extended to Rel ease
12.2(17d)SXB.

12.2(33)SRA This command was integrated into Cisco 10S Release 12.2(33)SRA.

Examples The following example shows how to clear the statistics from the DHCP binding database:

Router# clear ip dhcp snooping database statistics
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clear ip dhcp snooping statistics

To clear the DHCP snooping statistics, usethe clear ip dhcp snooping statistics command in privileged
EXEC mode.

clear ip dhcp snooping statistics

Syntax Description ~ This command has no arguments or keywords.

Defaults This command has no default settings.

Command Modes Privileged EXEC

Command History Release Modification
12.2(18)SXF5  This command was introduced.

Examples This example shows how to clear the DHCP snooping statistics:

Router# clear ip dhcp snooping statistics
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clear ip dhcp subnet

To clear all currently leased subnets in the Dynamic Host Configuration Protocol (DHCP) pool, use the
clear ip dhcp subnet command in privileged EXEC configuration mode.

clear ip dhcp [pool name] subnet { * | address}

Syntax Description pool name (Optional) Name of the DHCP pool.
* Clears al leased subnets.
address Clears a subnet containing the specified | P address.
Command Modes Privileged EXEC
Command History Release Modification
12.2(8)T This command was introduced.
12.2(33)SRC This command was integrated into Cisco 10S Release 12.2(33)SRC.

Usage Guidelines

A

A PPP session that is allocated an |P address from the released subnet will be reset.
Note the following behavior for the clear ip dhcp subnet command:

« If you do not specify the pool name option and an |P address is specified, it is assumed that the IP
addressisan address in the global address space and will look among all the non-virtual routing and
forwarding (VRF) DHCP pools for the specified subnet.

« If you do not specify the pool name option and the * option is specified, it is assumed that all
automatic or on-demand subnetsin all VRF and non-VRF pools are to be deleted.

» If you specify both the pool name option and the * option, all automatic or on-demand subnetsin
the specified pool only will be cleared.

- If you specify the pool name option and an | P address, the subnet containing the specified | P address
will be deleted from the specified pool.

Caution

Examples

Use this command with caution to prevent undesired termination of active PPP sessions.

The following example releases the subnet containing 10.0.0.2 from any non-V RF on-demand address

pools:

Router# clear ip dhcp subnet 10.0.0.2

The following example clears all leased subnets from all pools:

Router# clear ip dhcp subnet *

The following example clears all leased subnets from the address pool named pool 3:

Router# clear ip dhcp pool pool3 subnet *
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clear ip dhcp subnet

The following example clears the address 10.0.0.2 from the address pool named pool 2:

Router# clear ip dhcp pool pool2 subnet 10.0.0.2

Related Commands ~ Command Description

show ip dhcp pool Displays information about the DHCP address pools.
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clear ip route dhcp

To remove routes from the routing table added by the Cisco |OS Dynamic Host Configuration Protocol
(DHCP) server and relay agent for the DHCP clients on unnumbered interfaces, use the clear ip route
dhcp command in EXEC mode.

clear ip route [vrf vrf-name] dhcp [ip-address]

Syntax Description vrf (Optional) VPN routing and forwarding instance (VRF).

vrf-name (Optional) Name of the VRF.

ip-address (Optional) Address about which routing information should be removed.
Defaults No default behavior or values.

Command Modes EXEC

Command History Release Modification
12.2 This command was introduced.
12.2(33)SRA This command was integrated into Cisco 10S Release 12.2(33)SRA.
12.25X Thiscommand is supported in the Cisco | OS Release 12.2SX train. Support

in a specific 12.2SX release of this train depends on your feature set,
platform, and platform hardware.

Usage Guidelines To remove information about global routes in the routing table, use the clear ip route dhcp command.
To remove routes in the VRF routing table, use the clear ip route vrf vrf-name dhcp command.

Examples The following example removes a route to network 10.5.5.217 from the routing table:

Router# clear ip route dhcp 10.5.5.217

Related Commands ~ Command Description

show ip route dhcp Displays the routes added to the routing table by the Cisco |IOS DHCP
server and relay agent.
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client-identifier

To specify the unique identifier (in dotted hexadecimal notation) for a Dynamic Host Configuration
Protocol (DHCP) client, use the client-identifier command in DHCP pool configuration mode. To
delete the client identifier, use the no form of this command.

client-identifier unique-identifier

no client-identifier

Syntax Description

Defaults

Command Modes

unique-identifier The distinct identification of the client in dotted-hexadecimal notation, for
example, 01b7.0813.8811.66.

No default behavior or values.

DHCP pool configuration

Command History

Usage Guidelines

Release Modification

12.0(1)T This command was introduced.

12.2(33)SRA This command was integrated into Cisco |0S Release 12.2(33)SRA.
12.2SX This command is supported in the Cisco |OS Release 12.2SX train. Support

in a specific 12.2SX release of this train depends on your feature set,
platform, and platform hardware.

This command is valid for manual bindings only. DHCP clients require client identifiers instead of
hardware addresses. The client identifier is formed by concatenating the media type and the MAC
address. For example, the Microsoft client identifier for Ethernet address b708.1388.f166 is
01b7.0813.88f1.66, where 01 represents the Ethernet mediatype. For alist of mediatype codes, refer to
the “Address Resolution Protocol Parameters” section of RFC 1700, Assigned Numbers.

You can determine the client identifier by using the debug ip dhcp server packet command.

Examples The following example specifies the client identifier for MAC address 01b7.0813.8811.66 in dotted
hexadecimal notation:
client-identifier 01b7.0813.8811.66
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Related Commands ~ Command Description
har dware-address Specifies the hardware address of a BOOTP client.
host Specifies the | P address and network mask for a manual binding to a DHCP
client.
ip dhcp pool Configures a DHCP address pool on a Cisco |OS DHCP server and enters

DHCP pool configuration mode.
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client-name

To specify the name of a Dynamic Host Configuration Protocol (DHCP) client, use the client-name
command in DHCP pool configuration mode. To remove the client name, use the no form of this
command.

client-name name

no client-name

Syntax Description name Specifies the name of the client, using any standard ASCII character. The
client name should not include the domain name. For example, the name abc
should not be specified as abc.cisco.com.

Defaults No default behavior or values

Command Modes DHCP pool configuration

Command History Release Modification
12.0(1)T This command was introduced.
12.2(33)SRA This command was integrated into Cisco |0S Release 12.2(33)SRA.
12.2SX This command is supported in the Cisco |OS Release 12.2SX train. Support

in a specific 12.2SX release of this train depends on your feature set,
platform, and platform hardware.

Usage Guidelines The client name should not include the domain name.

Examples The following example specifies a string clientl that will be the name of the client:

client-name clientl

Related Commands ~ Command Description
host Specifies the | P address and network mask for a manual binding to aDHCP
client.
ip dhcp pool Configures a DHCP address pool on a Cisco 10S DHCP server and enters

DHCP pool configuration mode.
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default-router

To specify the default router list for a Dynamic Host Configuration Protocol (DHCP) client, use the
default-router command in DHCP pool configuration mode. To remove the default router list, use the
no form of this command.

default-router address [address?2...address8]

no default-router

Syntax Description address Specifies the |P address of arouter. One |P address is required, although you
can specify up to eight addresses in one command line.

address?...address8  (Optional) Specifies up to eight addresses in the command line.

Defaults No default behavior or values.

Command Modes DHCP pool configuration

Command History Release Modification
12.0(H)T This command was introduced.
12.2(33)SRA This command was integrated into Cisco 10S Release 12.2(33)SRA.
12.2SX This command is supported in the Cisco | OS Release 12.2SX train. Support

in a specific 12.2SX release of this train depends on your feature set,
platform, and platform hardware.

Usage Guidelines The IP address of the router should be on the same subnet as the client subnet. You can specify up to
eight routersin the list. Routers are listed in order of preference (addressl is the most preferred router,
address? is the next most preferred router, and so on).

Examples The following example specifies 10.12.1.99 as the | P address of the default router:

default-router 10.12.1.99

Related Commands ~ Command Description

ip dhcp pool Configures a DHCP address pool on a Cisco 10S DHCP server and enters
DHCP pool configuration mode.
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dns-server

To specify the Domain Name System (DNS) IP servers available to a Dynamic Host Configuration
Protocol (DHCP) client, use the dns-server command in DHCP pool configuration mode. To remove
the DNS server list, use the no form of this command.

dns-server address [address2...address8]

no dns-server

Syntax Description

Defaults

Command Modes

address The IP address of aDNS server. One | P addressis required, although you can
specify up to eight addresses in one command line.

address?...address8  (Optional) Specifies up to eight addresses in the command line.

If DNS IP servers are not configured for a DHCP client, the client cannot correl ate host names to
| P addresses.

DHCP pool configuration

Command History

Usage Guidelines

Examples

Release Modification

12.0(H)T This command was introduced.

12.2(33)SRA This command was integrated into Cisco 10S Release 12.2(33)SRA.
12.2SX This command is supported in the Cisco | OS Release 12.2SX train. Support

in a specific 12.2SX release of this train depends on your feature set,
platform, and platform hardware.

Serversarelisted in order of preference (addressl isthe most preferred server, address? is the next most
preferred server, and so on).

The following example specifies 10.12.1.99 as the IP address of the domain name server of the client:

dns-server 10.12.1.99

Related Commands

Command Description

domain-name Specifies the domain name for a DHCP client.

(DHCP)

ip dhcp pool Configures a DHCP address pool on a Cisco |OS DHCP server and enters

DHCP pool configuration mode.
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domain-name (DHCP)

To specify the domain name for a Dynamic Host Configuration Protocol (DHCP) client, use the
domain-name command in DHCP pool configuration mode. To remove the domain name, use the no
form of this command.

domain-name domain

no domain-name

Syntax Description domain Specifies the domain name string of the client.

Defaults No default behavior or values.

Command Modes DHCP pool configuration

Command History Release Modification
12.0(1)T This command was introduced.
12.2(33)SRA This command was integrated into Cisco |0S Release 12.2(33)SRA.
12.2SX This command is supported in the Cisco |OS Release 12.2SX train. Support

in a specific 12.2SX release of this train depends on your feature set,
platform, and platform hardware.

Examples The following example specifies cisco.com as the domain name of the client:

domain-name cisco.com

Related Commands ~ Command Description
dns-server Specifies the DNS IP servers available to a DHCP client.
ip dhcp pool Configures a DHCP address pool on a Cisco |OS DHCP server and enters

DHCP pool configuration mode.
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hardware-address

To specify the hardware address of aBOOTP client, use the har dwar e-addr ess command in DHCP pool
configuration mode. To remove the hardware address, use the no form of this command.

har dwar e-addr ess hardware-address [protocol -type | hardware-number]

no hardware-address

Syntax Description hardware-address MAC address of the client.
protocol -type (Optional) Protocol type. The valid entries are:
« ethernet
» ieeeB02
If no protocol type is specified, the default is Ethernet.

hardware-number  (Optional) ARP hardware specified in an online database at
http://www.iana.org/assignments/arp-parameters. The valid range is from 0 to
255. See Table 7 for valid entries.

Defaults Only the hardware address is enabled.

Command Modes DHCP pool configuration

Command History Release Modification
12.0(H)T This command was introduced.
12.2(33)SRA This command was integrated into Cisco |0S Release 12.2(33)SRA.
12.2SX This command is supported in the Cisco | OS Release 12.2SX train. Support

in a specific 12.2SX release of this train depends on your feature set,
platform, and platform hardware.

Usage Guidelines This command is valid for manual bindings only.

Table 7 lists the valid assigned hardware numbers found online at
http://www.iana.org/assignments/arp-parameters.

Table 7 ARP Hardware Numbers and Types
Hardware

Number Hardware Type

1 Ethernet

2 Experimental Ethernet (3Mb)

3 Amateur Radio AX.25
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Examples

Table 7 ARP Hardware Numbers and Types (continued)
Hardware

Number Hardware Type

4 ProNET Token Ring

5 Chaos

6 |EEE 802 Networks

7 ARCNET

8 Hyperchannel

9 Lanstar

10 Autonet Short Address

11 Local Talk

12 LocalNet (IBM PCNet or SY TEK LocalNET)
13 Ultralink

14 SMDS

15 Frame Relay

16 Asynchronous Transmission Mode (ATM)

17 HDLC

18 Fibre Channel

19 Asynchronous Transmission Mode (ATM) (RFC2225)
20 Serial Line

21 Asynchronous Transmission Mode (ATM)

22 MIL-STD-188-220

23 Metricom

24 |EEE 1394.1995

25 MAPOS and Common Air Interface (CAI)

26 Twinaxial

27 EUI-64

28 HIPARP

29 IP and ARP over |SO 7816-3

30 ARPSec

31 I Psec tunnel (RFC3456)

32 InfiniBand (RFC-ietf-ipoib-ip-over-infiniband-09.txt)
33 TIA-102 Project

The following example specifies b708.1388.f166 as the MAC address of the client:

hardware-address b708.1388.£f166 ieee802
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Related Commands

Command

Description

client-identifier

Specifies the unique identifier of a DHCP client in dotted hexadecimal
notation.

host Specifies the I P address and network mask for a manual binding to a DHCP
client.
ip dhcp pool Configures a DHCP address pool on a Cisco |OS DHCP server and enters

DHCP pool configuration mode.
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host

To specify the IP address and network mask for a manual binding to a Dynamic Host Configuration
Protocol (DHCP) client, use the host command in DHCP pool configuration mode. To remove the |P
address of the client, use the no form of this command.

host address [mask | /prefix-length]

no host
Syntax Description address Specifies the | P address of the client.

mask (Optional) Specifies the network mask of the client.

/prefix-length (Optional) Specifies the number of bits that comprise the address prefix. The
prefix is an alternative way of specifying the network mask of the client. The
prefix length must be preceded by a forward slash (/).

Defaults The natural mask is used.

Command Modes DHCP pool configuration

Command History Release Modification
12.0(1)T This command was introduced.
12.2(33)SRA This command was integrated into Cisco |0S Release 12.2(33)SRA.
12.2SX This command is supported in the Cisco |OS Release 12.2SX train. Support

in a specific 12.2SX release of this train depends on your feature set,
platform, and platform hardware.

Usage Guidelines If the mask and prefix length are unspecified, DHCP examines its address pools. If no mask isfound in
the pool database, the Class A, B, or C natural mask isused. Thiscommand isvalid for manual bindings
only.

Thereisno limit on the number of manual bindings but you can configure only one manual binding per
host pool.

Examples The following example specifies 10.12.1.99 as the |P address of the client and 255.255.248.0 as the
subnet mask:

host 10.12.1.99 255.255.248.0
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Related Commands

Command

Description

client-identifier

Specifies the unique identifier of a Microsoft DHCP client in dotted
hexadecimal notation.

har dwar e-address

Specifies the hardware address of a DHCP client.

ip dhcp pool

Configures a DHCP address pool on a Cisco |OS DHCP server and enters
DHCP pool configuration mode.

network (DHCP)

Configures the subnet number and mask for a DHCP address pool on a
Cisco |OS DHCP server.
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import all

To import Dynamic Host Configuration Protocol (DHCP) option parameters into the DHCP server
database, use the import all command in DHCP pool configuration mode. To disable this feature, use
the no form of this command.

import all

no import all

Syntax Description ~ This command has no arguments or keywords.

Defaults Disabled

Command Modes DHCP pool configuration

Command History Release Modification
12.1(2)T This command was introduced.
12.2(33)SRA This command was integrated into Cisco |OS Release 12.2(33)SRA.
12.2SX Thiscommand is supported in the Cisco | OS Release 12.2SX train. Support

in a specific 12.2SX release of this train depends on your feature set,
platform, and platform hardware.

Usage Guidelines When the no import all command is used, the DHCP server deletes all “imported” option parameters
that were added to the specified pool in the server database. Manually configured DHCP option
parameters override imported DHCP option parameters.

Imported option parameters are not part of the router configuration and are not saved in NVRAM.

Examples The following example allows the importing of all DHCP options for a pool hamed pool 1.

ip dhcp pool pooll
network 172.16.0.0 /16
import all

Related Commands ~ Command Description

ip dhcp database Configures a DHCP server to save automatic bindings on a remote host
called a database agent.

show ip dhcp import  Displays the option parameters that were imported into the DHCP server
database.
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Ip address dhcp

To acquire an | P address on an interface from the Dynamic Host Configuration Protocol (DHCP), use
the ip address dhcp command in interface configuration mode. To remove any address that was
acquired, use the no form of this command.

ip address dhcp [client-id interface-name] [hostname host-name]

no ip address dhcp [client-id interface-name] [hostname host-name]

Syntax Description client-id (Optional) Specifies the client identifier. By default, the client identifier isan
ASCII value. Theclient-id interface-name option setsthe client identifier to the
hexadecimal MAC address of the named interface.

interface-name (Optional) The interface name from which the MAC address is taken.
hostname (Optional) Specifies the hostname.
host-name (Optional) Name of the host to be placed inthe DHCP option 12 field. Thisname

need not be the same as the hostname entered in global configuration mode.

Defaults The hostname is the globally configured hostname of the router.
The client identifier isan ASCII value.

Command Modes Interface configuration (config-if)
Command History Release Modification
12.1(2)T This command was introduced.
12.1(3)T The client-id keyword and interface-name argument were added.
12.2(3) The hostname keyword and host-name argument were added. The behavior

of the client-id interface-name option changed. Seethe“ Usage Guidelines’
section for details.

12.2(8)T The command was expanded for use on PPP over ATM (PPPoA) interfaces
and certain ATM interfaces.

12.2(33)SRA This command was integrated into Cisco |0S Release 12.2(33)SRA.

12.2SX Thiscommand is supported in the Cisco |OS Release 12.2SX train. Support

in a specific 12.2SX release of this train depends on your feature set,
platform, and platform hardware.
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Usage Guidelines

~

Note

Prior to Release 12.2(8)T, the ip address dhcp command could be used only on Ethernet interfaces.

Theip address dhcp command allows any interface to dynamically learn its | P address by using the
DHCP protocaol. It is especially useful on Ethernet interfaces that dynamically connect to an internet
service provider (1SP). Once assigned adynamic address, the interface can be used with the Port Address
Translation (PAT) of Cisco 10S Network Address Translation (NAT) to provide Internet accessto a
privately addressed network attached to the router.

Theip address dhcp command also works with ATM point-to-point interfaces and will accept any
encapsulation type. However, for ATM multipoint interfaces you must specify Inverse ARP viathe
protocol ip inarp interface configuration command and use only the aal5snap encapsulation type.

Some | SPs require that the DHCPDISCOV ER message have a specific hostname and client identifier
that is the MAC address of the interface. The most typical usage of the ip address dhcp client-id
interface-name hosthname host-name command is when interface-name is the Ethernet interface where
the command is configured and host-name is the hostname provided by the ISP.

A client identifier (DHCP option 61) can be a hexadecimal or an ASCII value. By default, the client
identifier is an ASCII value. The client-id interface option overrides the default and forces the use of
the hexadecimal MAC address of the named interface.

S

Note  Between Cisco |10S Releases 12.1(3)T and 12.2(3), the client-id optional keyword allowed the
change of the fixed ASCII value for the client identifier. After Release 12.2(3), the optional
client-id keyword forced the use of the hexadecimal MAC address of the named interface asthe
client identifier.

If aCisco router is configured to obtain its | P address from a DHCP server, it sendsa DHCPDISCOVER
message to provide information about itself to the DHCP server on the network.

If you usetheip addressdhcp command with or without any of the optional keywords, the DHCP option
12 field (host name option) isincluded in the DISCOVER message. By default, the hostname specified
in option 12 will be the globally configured host name of the router. However, you can use the ip
address dhcp hostname host-name command to place a different name in the DHCP option 12 field
than the globally configured hostname of the router.

Thenoip address dhcp command removes any | P address that was acquired, thus sending a
DHCPREL EASE message.

You might need to experiment with different configurations to determine the one required by your
DHCP server. Table 8 shows the possible configuration methods and the information placed in the
DISCOVER message for each method.
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Table 8 Configuration Method and Resulting Contents of the DISCOVER Message
Configuration Method Contents of DISCOVER Messages
ip address dhcp The DISCOV ER message contains *“ ¢isco-

mac-address -Eth1” intheclient ID field. The
mac-address is the MAC address of the
Ethernet 1 interface and contains the default
hostname of the router in the option 12 field.

ip address dhcp hostname host-name The DISCOVER message contains “cisco-
mac-address -Eth1” in the client ID field. The
mac-address is the MAC address of the
Ethernet 1 interface, and contains host-name in
the option 12 field.

ip address dhcp client-id ethernet 1 The DISCOVER message contains the MAC
address of the Ethernet 1 interfacein the client
ID field and contains the default hostname of
the router in the option 12 field.

ip address dhcp client-id ethernet 1 hosthame The DISCOVER message contains the MAC
host-name address of the Ethernet 1 interface in the client ID
field and contains host-name in the

option 12 field.

Examples In the examples that follow, the command ip address dhcp is entered for Ethernet interface 1. The
DISCOVER message sent by arouter configured as shown in the following example would contain
“cisco- mac-address -Eth1” in the client-1D field, and the value abc in the option 12 field.
hostname abC
interface Ethernet 1

ip address dhcp
The DISCOV ER message sent by arouter configured as shown in the following example would contain
“cisco- mac-address -Eth1” in the client-ID field, and the value def in the option 12 field.
hostname abc
interface Ethernet 1
ip address dhcp hostname def
The DISCOV ER message sent by arouter configured as shown in the following example would contain
the MAC address of Ethernet 1 interface in the client-id field, and the value abc in the option 12 field.
hostname abc
interface Ethernet 1
ip address dhcp client-id Ethernet 1
The DISCOVER message sent by a router configured as shown in the following example would
contain the MAC address of Ethernet 1 interface in the client-id field, and the value def in the
option 12 field.
hostname abc
interface Ethernet 1
ip address dhcp client-id Ethernet 1 hostname def
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Related Commands ~ Command Description

ip dhcp pool Configures a DHCP address pool on a Cisco |OS DHCP server and enters
DHCP pool configuration mode.
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Ip address pool (DHCP)

To enable the IP address of an interface to be automatically configured when a Dynamic Host
Configuration Protocol (DHCP) pool is populated with a subnet from IP Control Protocol (IPCP)
negotiation, use the ip address pool command in interface configuration mode. To disable
autoconfiguring of the IP address of the interface, use the no form of this command.

ip address pool name

no ip address pool

Syntax Description

Defaults

Command Modes

name Name of the DHCP pool. The IP address of the interface will be
automatically configured from the DHCP pool specified in name.

IP address pooling is disabled.

Interface configuration

Command History

Usage Guidelines

Examples

Release Modification
12.2(8)T This command was introduced.

Use this command to automatically configure the IP address of a LAN interface when there are DHCP
clients on the attached LAN that should be serviced by the DHCP pool on the router. The DHCP pool
obtains its subnet dynamically through I PCP subnet negotiation.

The following example specifies that the |P address of Ethernet interface 2 will be automatically
configured from the address pool hamed abc:

ip dhcp pool abc
import all
origin ipcp

!

interface Ethernet 2
ip address pool abc

Related Commands

Command Description

show ip interface Displays the usability status of interfaces configured for IP.
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Ip dnhcp aaa default username

To specify the default user name for non-virtual routing and forwarding (VRF) address pools that have
been configured to obtain subnets through authentication, authorization, and accounting (AAA), usethe
ip dhcp aaa default username command in global configuration mode. To disable this functionality,
use the no form of this command.

ip dhcp aaa default username name

no ip dhcp aaa default username name

Syntax Description

Defaults

Command Modes

name Name of the address pool.

No default behavior or values.

Global configuration

Command History

Usage Guidelines

Release Modification

12.2(8)T This command was introduced.

12.2(15)T The behavior when the username attribute is sent in the AAA reguest was
changed.

12.2(28)SB This command was integrated into Cisco 10S Release 12.2(28)SB.

Address poolsthat are configured with the vrf and origin aaa commands will set the username attribute
in the AAA reguest to the specified VRF name. If the VPN ID as specified in RFC 2685 is configured
for the VRF, the VPN ID will be sent instead.

Address pools that are not configured with the vrf command but are configured with the origin aaa
command, will set the username attribute in the AAA request to the specified namein theip dhcp aaa
default username command.

Usethe debug aaa attribute command to verify the value of the username attribute in the subnet request
to the AAA server.

In Cisco 10S Release 12.2(8)T, if this command is not configured, no AAA subnet request from
non-VRF ODAPs will be sent.

In Cisco 10S Release 12.2(15)T, if the DHCP pool is not configured with VRF and the ip dhcp aaa
default username command is not configured, the AAA request will still be sent with the username
attribute set to the DHCP pool name.

This command is not needed if all on-demand address pools (ODAPSs) on the VHG/provider edge (PE)
are VRF-associated.
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Examples The following example sets the username attribute in the AAA request to abc:

ip dhcp aaa default username abc

Related Commands ~ Command Description
debug aaa attribute Verifies the value of the AAA attributes.
origin Configures an address pool as an on-demand address pool.
vrf Associates the on-demand address pool with aVVPN routing and forwarding
instance.
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ip dhcp bootp ignore

To enable a Dynamic Host Configuration Protocol (DHCP) server to selectively ignore and not reply to
received Bootstrap Protocol (BOOT P) request packets, usetheip dhcp bootp ignore command in global
configuration mode. To return to the default behavior, use the no form of this command.

ip dhcp bootp ignore

no ip dhcp bootp ignore

Syntax Description ~ This command has no arguments or keywords.

Defaults The default behavior is to service BOOTP requests.
Command Modes Global configuration
Command History Release Modification
12.2(8)T This command was introduced.
12.2(28)SB This command was integrated into Cisco 10S Release 12.2(28)SB.

Usage Guidelines A DHCP server can forward ignored BOOTP request packets to another DHCP server if the ip
helper-address command is configured on the incoming interface. If the ip helper-address command
is not configured, the router will drop the received BOOTP request.

Examples The following example shows that the router will ignore received BOOTP requests:
hostname Router

ip subnet-zero
!

ip dhcp bootp ignore

Related Commands ~ Command Description
ip bootp server Enables the BOOTP service on routing devices.
ip helper-address Forwards UDP broadcasts, including BOOTRP, received on an interface.
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ip dhcp class

To define a Dynamic Host Configuration Protocol (DHCP) class and enter DHCP class configuration
mode, use the ip dhcp class command in global configuration mode. To remove the class, use the no
form of this command.

ip dhcp class class-name

no ip dhcp class class-name

Syntax Description class-name Name of the DHCP class.

Defaults No default behavior or values.

Command Modes Global configuration

Command History Release Modification
12.2(13)ZH This command was introduced.
12.3(H)T This command was integrated into Cisco 10S Release 12.3(4)T.
12.2(28)SB This command was integrated into Cisco 10S Release 12.2(28)SB.
12.2(33)SRB This command was integrated into Cisco |10S Release 12.2(33)SRB.

Usage Guidelines DHCP class configuration provides a method to group DHCP clients based on some shared
characteristics other than the subnet in which the clients reside.

Examples The following example defines three DHCP classes and their associated relay agent information
patterns. Note that CLASS3 is considered a “match to any” class because it has no relay agent
information pattern configured:

ip dhcp class CLASS1
relay agent information
! Relay agent information patterns
relay-information hex 01030a0b0c02050000000123
relay-information hex 01030a0b0c02*
relay-information hex 01030a0b0c02050000000000 bitmask 0000000000000000000000FF

ip dhcp class CLASS2

relay agent information

! Relay agent information patterns
relay-information hex 01040102030402020102
relay-information hex 01040101030402020102

ip dhcp class CLASS3
relay agent information

Cisco 10S IP Addressing Services Command Reference
[ December 2010 .m



DHCP Commands |

M ipdhcpclass

Related Commands ~ Command Description
relay agent Enters relay agent information option configuration mode.
information

relay-information hex Specifies a hexadecimal string for the full relay agent information option.
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ip dhcp client

To configure the Dynamic Host Configuration Protocol (DHCP) client to associate any added routes
with a specified tracked object number, use the ip dhcp client command in interface configuration
mode. To restore the default setting, use the no form of this command.

ip dhcp client route track number

no ip dhcp client route track

Syntax Description

Defaults

Command Modes

routetrack Associates atracked object number with the DHCP-installed static route. Valid
number values for the number argument range from 1 to 500.

No routes are associated with a track number.

Interface configuration

Command History

Usage Guidelines

Examples

Release Modification

12.3(2)XE This command was introduced.

12.3(8)T This command was integrated into Cisco 10S Release 12.3(8)T.
12.2(33)SRA This command was integrated into Cisco 10S Release 12.2(33)SRA.
12.2(33)SXH This command was integrated into Cisco |0S Release 12.2(33)SXH.

Theip dhcp client command must be configured before the ip address dhcp command is configured
on an interface. The ip dhcp client command is checked only when an |P address is acquired from
DHCP. If theip dhcp client command is specified after an | P address has been acquired from DHCP,
theip dhcp client command will not take effect until the next time the router acquires an | P addressfrom
DHCP.

The following example configures DHCP on an Ethernet interface and associates tracked object 123
with routes generated from this interface:
interface ethernet 0/0

ip dhcp client route track 123
ip address dhcp

Related Commands

Command Description
ip address dhcp Acquires an | P address on an Ethernet interface from the DHCP.
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Ip dhcp client authentication key-chain

To specify the key chain to be used in authenticating a request, use the ip dhcp client authentication
key-chain command in interface configuration mode. To disable key-chain authentication, use the no
form of this command.

ip dhcp client authentication key-chain name

no ip dhcp client authentication key-chain name

Syntax Description name Name of the key chain.

Command Default Authentication is not specified.

Command Modes Interface configuration (config-if)
Command History Release Modification
12.4(22)YB This command was introduced.
15.0(1)M This command was integrated into Cisco 10S Release 15.0(1)M.

Usage Guidelines Configure the ip dhcp client authentication key-chain command to send to the server authentication
messages that are encoded by the secret ID and secret val ue that were configured in the key chain
command. When authentication is enabled, all client-server exchanges must be authenticated: the ip
dhcp client authentication mode and key chain commands must be configured.

Examples The following example shows how to specify a key chain named chainl for authentication exchanges:

Router (config-if)# ip dhcp client authentication key-chain chainl

Related Commands ~ Command Description
ip dhep client Specifies the type of authentication to be used in DHCP messages on the
authentication mode interface.
ip dhcp-client Enables forcerenew-message handling on the DHCP client when
forcerenew authentication is enabled.
key chain Identifies a group of authentication keys for routing protocols.
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Ip dhcp client authentication mode

To specify the type of authentication to be used in DHCP messages on the interface, use the ip dhcp
client authentication mode command ininterface configuration mode. To remove the specification, use
the no form of this command.

ip dhep client authentication mode { md5 | token}

no ip dhcp client authentication mode {md5 | token}

Syntax Description

Command Default

Command Modes

md5 Specifies MD5-based authentication.
token Specifies token-based authentication.

No authentication mode is configured.

Interface configuration (config-if)

Command History

Usage Guidelines

Examples

Release Modification
12.4(22)YB This command was introduced.
15.0(1)M This command was integrated into Cisco 10S Release 15.0(1)M.

Token-based authentication is useful only for basic protection against inadvertently instantiated DHCP
servers. Tokens are transmitted in plain text; they provide weak authentication and do not provide
message authentication. M D5-based authentication provides better message and entry authentication
because it specifies the generation of atemporary value by the source.

The following example shows how to specify chainl as the key chain, and MD5 as the mode, for
authentication exchanges:

Router (config-if)# ip dhcp client authentication key-chain chainl
Router (config-if)# ip dhcp client authentication mode md5

Related Commands

Command Description

ip dhcp client Specifies the key chain to be used in DHCP authentication requests.
authentication

key-chain

ip dhep-client Enabl es forcerenew-message handling on the DHCP client when
forcerenew authentication is enabled.

key chain I dentifies a group of authentication keys for routing protocols.
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ip dhcp-client broadcast-flag

To configure the Dynamic Host Configuration (DHCP) client to set the broadcast flag, use the ip
dhcp-client broadcast-flag command in global configuration mode. To disable this feature, use the no
form of this command.

ip dhcp-client broadcast-flag

no dhcp-client broadcast-flag

Syntax Description ~ This command has no arguments or keywords.

Defaults The broadcast flag is on.

Command Modes Global configuration

Command History Release Modification
12.2 This command was introduced.
12.2(33)SRA This command was integrated into Cisco 10S Release 12.2(33)SRA.
12.2SX This command is supported in the Cisco | OS Release 12.2SX train. Support

in a specific 12.2SX release of this train depends on your feature set,
platform, and platform hardware.

Usage Guidelines Use this command to set the broadcast flag to 1 or 0 in the DHCP packet header when the DHCP client
sends a discover requesting an | P address. The DHCP server listens to this broadcast flag and broadcasts
the reply packet if the flag is set to 1.

If thenoip dhcp-client broadcast-flag command is entered, the broadcast flag is set to 0 and the DHCP
server unicasts the reply packets to the client with the offered | P address.

The DHCP client can receive both broadcast and unicast offers from the DHCP server.

Examples The following example sets the broadcast flag on:

ip dhcp-client broadcast-flag

Related Commands ~ Command Description
ip address dhcp Acquires an |P address on an interface via DHCP.
service dhcp Enables DHCP server and relay functions.
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ip dhcp client class-id

To specify the classidentifier, use theip dhcp client class-id command in interface configuration mode.
To remove the class identifier, use the no form of this command.

ip dhcp client class-id {string | hex string}

no ip dhcp client class-id { string | hex string}

Syntax Description

Defaults

Command Modes

string A unique ASCII string.
hex string A unique hexadecimal value.

No class identifier is specified.

Interface configuration

Command History

Usage Guidelines

Examples

Release Modification

12.3(2)XF This command was introduced.

12.3(8)T This command was integrated into Cisco 10S Release 12.3(8)T.
12.2(28)SB This command was integrated into Cisco 10S Release 12.2(28)SB.

Theip dhcp client class-id command is checked only when an |P address is acquired from a Dynamic
Host Configuration Protocol (DHCP) server. If the command is specified after an | P address has been
acquired from the DHCP server, the command will not take effect until the next time the router acquires
an |P address from the DHCP server. This means that the new configuration will only take effect after
either theip address dhcp command or the release dhcp and renew dhcp EXEC commands have been

specified.
The classidentifier is used by vendors to specify the type of device that is requesting an IP address. For

example, docsis 1.0 can be used for a cable modem and Cisco Systems, Inc. |P Phone can be used for a
Cisco I P phone.

The following example configures a class identifier with a hexadecimal string of ABCDEF1235:

interface Ethernet 1
ip dhcp client class-id hex ABCDEF1235

Related Commands

Command Description

ip address dhcp Acquires an |P address on an interface from DHCP.

release dhep Performs an immediate release of a DHCP lease for an interface.
renew dhcp Performs an immediate renewal of a DHCP |ease for an interface.
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Ip dhcp client default-router distance

To configure the default Dynamic Host Configuration Protocol (DHCP) administrative distance, use the
ip dhcp client default-router distance command in interface configuration mode. To disable the
configuration, use the no form of this command.

ip dhcp client default-router distance metric-value

no ip dhcp client default-router distance

Syntax Description metric-value Default route metric value. Range: 1 to 255. Default: 254.

Command Default The default administrative distance is 254.

Command Modes Interface configuration (config-if)
Command History Release Modification
12.4(15)T This command was introduced.

Usage Guidelines While you are adding the default route the administrative distance is calculated as follows:

« Interface configuration is given the highest preference if the metric value is not set to the default
value.

- |If ametric valueis not configured on an interface, then the existing global configuration command
will get preference.

- If the administrative distance is not configured in both interface configuration mode and global
configuration mode, then the global configuration default distance of 254 is used.

Examples The following example shows how to configure the DHCP default route metric to 2:

Router # configure terminal
Router (config)# interface FastEthernet 0/2
Router (config-if)# ip dhcp client default-router distance 2

Related Commands ~ Command Description

debug dhcp client Displays debugging information about the DHCP client activities and
monitors the status of DHCP packets.
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Command Description

ip dhcp-client Configures a default DHCP administrative distance for clients in global
default-router configuration mode.

distance

show ip route dhcp

Displays the routes added to the routing table by the DHCP server and relay

agent.
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ip dhcp-client default-router distance

To configure a default Dynamic Host Configuration Protocol (DHCP) administrative distance for
clients, use the ip dhcp-client default-router distance command in global configuration mode. To
return to the default, use the no form of this command.

ip dhcp-client default-router distance value

no ip dhcp-client default-router distance value

Syntax Description distance DHCP administrative distance. The value argument sets the default distance.
Therangeisfrom 1 to 255.

Defaults 254
Command Modes Global configuration
Command History Release Modification
12.2 This command was introduced.
12.2(11)T This command was integrated into Cisco |0S Release 12.2(11)T.
12.2(18)S This command was integrated into Cisco 10S Release 12.2(18)S.
12.2(33)SRA This command was integrated into Cisco |OS Release 12.2(33)SRA.
12.2SX This command is supported in the Cisco |OS Release 12.2SX train. Support
in a specific 12.2SX release of this train depends on your feature set,
platform, and platform hardware.
Examples The following example shows how to configure the default admininstrative distance to 25:

ip dhcp-client default-router distance 25

Related Commands ~ Command Description

debug dhcp client Displays debugging information about the DHCP client activities and
monitors the status of DHCP packets.

show ip route dhcp Displays the routes added to the routing table by the DHCP server and relay
agent.
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ip dhcp-client forcerenew

Syntax Description

Command Default

Command Modes

To enable forcerenew-message handling on the DHCP client when authentication is enabled, use the ip
dhcp-client forcerenew command in global configuration mode. To disable the forced authentication,
use the no form of this command.

ip dhcp-client forcerenew

no ip dhcp-client for cerenew

This command has no arguments or keywords.

Forcerenew messages are dropped.

Global configuration (config)

Command History

Usage Guidelines

Examples

Release Modification
12.4(22)YB This command was introduced.
15.0(1)M This command was integrated into Cisco 10S Release 15.0(1)M.

DHCP forcerenew handling is not enabled until the CLI is configured.

The following example shows how to enable DHCP forcerenew-message handling on the DHCP client:

Router (config)# ip dhcp-client forcerenew

Related Commands

Command Description

ip dhcp client Specifies the key chain to be used in DHCP authentication requests.
authentication

key-chain

ip dhep client Specifies the type of authentication to be used in DHCP messages on the
authentication mode interface.

key chain Identifies a group of authentication keys for routing protocols.
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ip dhcp client hostname

To specify or modify the hostname sent in a Dynamic Host Configuration Protocol (DHCP) message,
use the ip dhcp client hostname command in interface configuration mode. To remove the hostname,
use the no form of this command.

ip dhcp client hostname host-name

no ip dhcp client hostname host-name

Syntax Description host-name Name of the host.

Command Default The hostname is the globally configured hostname of the router.

Command Modes Interface configuration(config-if)

Command History Release Modification
12.3(2)XF This command was introduced.
12.3(8)T This command was integrated into Cisco 10S Release 12.3(8)T.
12.2(28)SB This command was integrated into Cisco 10S Release 12.2(28)SB.

Usage Guidelines Theip dhcp client hostname command is checked only when an | P address is acquired from a DHCP
server. If the command is specified after an 1P address has been acquired from DHCR, it will not take
effect until the next time the router acquires an 1P address from the DHCP server. This means that the
new configuration will only take effect after either the ip address dhcp command or the release dhcp
and renew dhcp EXEC commands have been specified.

This command is applicable only for DHCP requests generated by Cisco |OS software. This command
isignored when Cisco | OS software relaysrequests (for example, from Distributed Route Processor PPP
clients).

Examples The following example shows how to specify the hostname of the DHCP client as hostA:

interface Ethernet 1
ip dhcp client hostname hostA

Related Commands ~ Command Description
ip address dhcp Acquires an | P address on an interface from DHCP.
release dhcp Performs an immediate release of a DHCP lease for an interface.
renew dhcp Performs an immediate renewal of a DHCP lease for an interface.
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ip dhcp client lease

To configure the duration of the lease for an |P address that is requested from a Dynamic Host
Configuration Protocol (DHCP) client to a DHCP server, use the ip dhcp client lease command in
interface configuration mode. To restore to the default value, use the no form of this command.

ip dhcp client lease days [hours] [minutes]

no ip dhcp client lease

Syntax Description

Defaults

Command Modes

days Specifies the duration of the lease in days.

hours (Optional) Specifies the number of hoursin the lease. A days value must be
supplied before an hours value can be configured.

minutes (Optional) Specifiesthe number of minutesin the lease. A days value and an

hours value must be supplied before a minutes value can be configured.

A default lease time is not included in the DHCP DISCOV ER messages sent by the client. The client
accepts the lease time that the DHCP server sends.

Interface configuration

Command History

Usage Guidelines

Examples

Release Modification

12.3(2)XF This command was introduced.

12.3(8)T This command was integrated into Cisco 10S Release 12.3(8)T.
12.2(28)SB This command was integrated into Cisco 10S Release 12.2(28)SB.

Theip dhcp client lease command is checked only when an | P addressis acquired from a DHCP server.
If the command is specified after an 1P address has been acquired from DHCP, it will not take effect
until the next time the router acquires an |P address from the DHCP server. This means that the new
configuration will only take effect after either the ip address dhcp command or the release dhcp and
renew dhcp EXEC commands have been specified.

The following example shows a one-day lease:

ip dhcp client lease 1

The following example shows a one-hour lease:

ip dhcp client lease 0 1

The following example shows a one-minute lease:

ip dhcp client lease 0 0 1
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Related Commands ~ Command Description
ip address dhcp Acquires an |P address on an interface from DHCP.
lease Configures the duration of the lease for an IP address that is assigned from
a DHCP server to a DHCP client
release dhcp Performs an immediate release of a DHCP lease for an interface.
renew dhcp Performs an immediate renewal of a DHCP lease for an interface.
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ip dhcp client mobile renew

To configure the number of renewal attempts and the interval between attempts for renewing an |P
address acquired by a Dynamic Host Configuration Protocol (DHCP) client, use the ip dhcp client
mobile renew command in interface configuration mode. To disable the functionality, use the no form
of this command.

ip dhcp client mobile renew count number interval ms

no ip dhcp client mobile renew count number interval ms

Syntax Description

Defaults

Command Modes

count number Number of attempts to renew a current | P address before starting the DHCP
discovery process. The range is from 0 to 10 attempts. The default is 2
attempts.

interval ms Interval to wait between renewal attempts. The range is from 1 to 1000 ms.

The default is 50 ms.

count number: 2
interval ms: 50

Interface configuration

Command History

Release Modification

12.3(14)T This command was introduced.

Usage Guidelines

Examples

Mobile DHCP clients automatically attempt to renew an existing | P address in response to certain
events, such as moving between wireless access points. The number of renewal attempts, and theinterval
between those attempts, depending on network conditions, can be modified by using the

ip dhcp client mobile renew command.

In the following example, the DHCP client will make four attempts to renew its current | P address with
an interval of 30 milliseconds between attempts :

interface FastEthernet0
ip dhcp client mobile renew count 4 interval 30

Related Commands

Command Description

ip address dhcp Acquires an | P address on an interface from DHCP.
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Ip dhcp-client network-discovery

To control the sending of Dynamic Host Configuration Protocol (DHCP) Inform and Discover messages,
usetheip dhcp-client networ k-discovery command in global configuration mode. To change or disable
DHCP message control, use the no form of this command.

ip dhcp-client networ k-discovery infor ms number-of-messages discover s number-of-messages
period seconds

no ip dhcp-client networ k-discovery infor ms number-of-messages discover s
number -of-messages period seconds

Syntax Description informs number-of-messages  Number of DHCP Inform messages. Valid choicesare 0, 1, or 2
messages. Default is 0 messages.
discover s number-of-messages Number of DHCP Discover messages. Valid choicesare 0, 1, or 2
messages. Default is 0 messages.

period seconds Timeout period for retransmission of DHCP Inform and Discover
messages. Valid periods are from 3 to 15 seconds. Default is
15 seconds.
Defaults 0 DHCP Inform and Discover messages (network discovery is disabled when both the infor ms and

discover s keywords are set to 0); 15-second timeout period.

Command Modes Global configuration
Command History Release Modification
12.2 This command was introduced.
12.2(28)SB This command was integrated into Cisco 10S Release 12.2(28)SB.
12.2(33)SRA This command was integrated into Cisco 10S Release 12.2(33)SRA.
12.2SX This command is supported in the Cisco |0S Release 12.2SX train. Supportin a

specific 12.2SX release of this train depends on your feature set, platform, and
platform hardware.

Usage Guidelines The ip dhcp-client networ k-discovery command allows peer routers to dynamically discover Domain
Name System (DNS) and NetB1OS name server information configured on a DHCP server using PPP IP
Control Protocol (IPCP) extensions. Setting the number of DHCP Inform or Discover messages to 1 or
2 determines how many times the system sends a DHCP Inform or Discover message before stopping
network discovery, as follows:

= When the number of DHCP Inform messages is set to 1, once the first Inform messages is sent the
system waits for a response from the DHCP server for the specified timeout period. If thereisno
response from the DHCP server by the end of the timeout period, the system sendsa DHCP Discover
message when the number of Discover messagesis not set to 0. If the number of Discover messages
isset to 1, network discovery stops. If the number of Discover messagesis set to 2, the system waits
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Examples

ip dhcp-client network-discovery

again for aresponse from the DHCP server for the specified timeout period. If there is no response
from the DHCP server by the end of this second timeout period, the system sends a second DHCP
Discover message and stops network discovery.

When the number of DHCP Inform messages s set to 2, once the first Inform messages is sent, the
system waits for a response from the DHCP server for the specified timeout period. If thereis no
response from the DHCP server by the end of the timeout period, the system sends another DHCP
Inform message. If the number of Discover messagesis set to 1, network discovery stops. If the
number of Discover messages is set to 2, the system waits again for a response from the DHCP
server for the specified timeout period. If there is no response from the DHCP server by the end of
this second timeout period, the system sends a second DHCP Discover message and stops network
discovery.

Network discovery also stops when the DHCP server responds to DHCP Inform and Discover messages
before the configured number of messages and timeout period are exceeded.

Setting the number of messages to 0 disables sending of DHCP Inform and Discover messages, and is
the same as entering the no ip dhcp-client networ k-discovery command. When the ip dhcp-client
networ k-discovery command is disabled, the system falls back to the static configurations made using
the async-bootp dns-server and async-bootp nb-server global configuration commands or, as a last
resort, to a DNS server address assigned with the ip name-server command.

The following example sets two DHCP Inform and Discovery messages and a timeout period of
12 seconds:

ip dhcp-client network-discovery informs 2 discovers 2 period 12

Related Commands

Command Description

async-bootp Configures extended BOOTP requests for asynchronous interfaces
as defined in RFC 1084.

ip dhcp-server Specifies which DHCP servers to use on a network, and specifies
the 1P address of one or more DHCP servers available on the
network.

ip name-server Specifies the address of one or more name servers to use for name

and address resolution.
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Ip dhcp client request

To configure a Dynamic Host Configuration Protocol (DHCP) client to request an option from a DHCP
server, use theip dhcp client request command in interface configuration mode. To remove the request
for an option, use the no form of this command.

ip dhcp client request option-name

no ip dhcp client request option-name

Syntax Description option-name The option name can be one of the following keywords:
» tftp-server-address
e sip-server-address
- netbios-nameserver
- vendor-specific
« vendor-identifying-specific
- dtatic-route
- classless-static-route
- domain-name
« dns-nameserver
- router

By default, all these options except sip-server-address,
vendor-identifying-specific, and classless-static-route are requested.

Defaults All the options are requested except sip-server-address, vendor -identifying-specific, and
classless-static-route.

Command Modes Interface configuration (config-if)
Command History Release Modification
12.3(2)XF This command was introduced.
12.3(8)T This command was integrated into Cisco 10S Release 12.3(8)T.
12.2(28)SB This command was integrated into Cisco 10S Release 12.2(28)SB.
12.4(22)YB This command was modified. The sip-server-address,
vendor-identifying-specific, and classless-static-route keywords were
added.
15.0(1)M This command was integrated into Cisco 10S Release 15.0(1)M.
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Usage Guidelines

Examples

ip dhep client request

By default, all options except sip-server-address, vendor-identifying-specific, and
classless-static-route are requested, so you must use the no form of the ip dhcp client request
command to disable those default options, and explicitly specify any options that are not enabled by

default.

Default options that are specified by the no form are removed from the DHCP originated address for the
interface. An option can be reinserted in the list of requested options by using the same command
without the no keyword. Multiple options can be specified on one configuration line. However, each
option will appear on a separate line in the running configuration.

Theip dhcp client request command is checked only when an |P address is acquired from a DHCP
server. If the command is specified after an | P address has been acquired from DHCRP, it will not take
effect until the next time the router acquires an |P address from the DHCP server. This means that the
new configuration will take effect only after either the ip address dhcp command or a DHCP lease
renewal or termination that is not initiated by arelease dhcp or arenew dhcp command.

The following example shows how to configure the DHCP client to remove the DNS name server from
the options requested from the DHCP server:

no ip dhcp client request dns-nameserver

Related Commands

Command Description

ip address dhcp Acquires an | P address on an interface from DHCP.

ip dhcp-client Enables forcerenew-message handling on the DHCP client when
forcerenew authentication is enabled.

ip dhep client Specifies the authentication key used for the DHCP protocol on theinterface.
authentication

key-chain

ip dhcp client Specifies the type of authentication to be used in DHCP messages on the
authentication mode interface.

release dhep Performs an immediate release of a DHCP lease for an interface.

renew dhcp Performs an immediate renewal of a DHCP |ease for an interface.
Command Description

ip address dhcp Acquires an | P address on an interface from DHCP.

release dhep Performs an immediate release of a DHCP lease for an interface.

renew dhcp Performs an immediate renewal of a DHCP |ease for an interface.
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ip dhcp compatibility lease-query client

To configure the Dynamic Host Configuration Protocol (DHCP) client to send a lease query according
to RFC 4388, usetheip dhcp compatibility lease-query client command in global configuration mode.
To disable this configuration, use the no form of this command.

ip dhcp compatibility lease-query client { cisco | standard}

no ip dhcp compatibility lease-query client

Syntax Description cisco Configures the DHCP client to use the Cisco standard |ease-query message
type. Thisis the default value.
standard Configures the DHCP client to use the RFC 4388 standard |ease-query
message type.

Command Default The DHCP client is configured to use the Cisco standard |ease-query message type.

Command Modes Global configuration (config)
Command History Release Modification
12.4(22)T This command was introduced.
12.2(33)SRC This command was integrated into Cisco 10S Release 12.2(33)SRC.

Usage Guidelines Some DHCP servers support only the RFC 4388 standard of lease query. If the DHCP server supports
only the RFC 4388 standard, then you must configure the DHCP client to send a lease query according
to the RFC 4388 standard.

The Cisco |OS DHCP client sends a lease query with the message type set to 13 and receives either an
ACK (acknowledge) or NAK (deny) from the DHCP server. Thisis the behavior of the DHCP client as
per the Cisco standard.

As per the RFC 4388 standard, if a DHCP server receives alease query with the message type set to 10,
it will reply with one of the following message types:

-« DHCPLEASEUNASSIGNED 11
- DHCPLEASEUNKNOWN 12
- DHCPLEASEACTIVE 13

By using the ip dhcp compatibility lease-query client command, you can switch between Cisco’'s
implementation and the RFC 4388 standard implementation.

Examples The following example shows how to configure the DHCP client to switch from Cisco’simplementation
to the RFC 4388 standard implementation:

Router (config)# ip dhcp compatibility lease-query client standard
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ip dhcp compatibility lease-query client

Related Commands ~ Command Description
ip dhcp compatibility  Configures DHCP compatibility for a relay-agent suboption.
suboption
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ip dhcp compatibility suboption link-selection

To configure the Dynamic Host Configuration Protocol (DHCP) client to use private as well as the
Internet Assigned Numbers Authority (IANA) standard relay agent suboption numbers, use theip dhcp
compatibility suboption link-selection command in global configuration mode. To disable this
configuration, use the no form of this command.

ip dhcp compatibility suboption link-selection { cisco | standar d}

no ip dhcp compatibility suboption link-selection

Syntax Description cisco Configures the DHCP client to use the private Cisco suboption numbers.

standard Configures the DHCP client to use the standard |ANA suboption numbers.

Command Default Disabled. (The DHCP client is configured to use the private relay agent suboption numbers.)

Command Modes Global configuration (config)
Command History Release Modification
12.4(100) This command was introduced.
12.2(33)SRC This command was integrated into Cisco 10S Release 12.2(33)SRC.

Usage Guidelines Sometimes new features are implemented in advance of standardization. That is, features are devel oped
before the IANA numbers are assigned to the relay agent suboptions. In these cases, the DHCP client
uses the private Cisco relay agent suboption numbers. When the IANA numbers are assigned later, the
DHCP client must be able to use both the private as well asthe IANA relay suboption numbers. You can
use theip dhcp compatibility suboption link-selection command to configure the DHCP client to use
the IANA relay agent suboption numbers.

Examples The following example shows how to configure the DHCP client to support the relay agent with the
IANA standard suboption number:

Router (config)# ip dhcp compatibility suboption link-selection standard
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ip dhcp compatibility suboption link-selection 1l

Related Commands ~ Command Description
ip dhcp compatibility  Configuresthe DHCP client to send alease query according to the RFC 4388
lease-query client standard.
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ip dhcp conflict logging
To enable conflict logging on a Dynamic Host Configuration Protocol (DHCP) server, use the ip dhcp
conflict logging command in global configuration mode. To disable conflict logging, use the no form
of this command.

ip dhcp conflict logging

no ip dhcp conflict logging

Syntax Description ~ This command has no arguments or keywords.

Defaults Conflict logging is enabled.

Command Modes Global configuration

Command History Release Modification
12.0(H)T This command was introduced.
12.2(33)SRA This command was integrated into Cisco 10S Release 12.2(33)SRA.
12.2SX This command is supported in the Cisco | OS Release 12.2SX train. Support

in a specific 12.2SX release of this train depends on your feature set,
platform, and platform hardware.

Usage Guidelines A DHCP server database agent should be used to store automatic bindings. If a DHCP server database
agent is not used, specify the no ip dhcp conflict logging command to disable the recording of address
conflicts. By default, the DHCP server records DHCP address conflictsin alog file.

Examples The following example disables the recording of DHCP address conflicts:

no ip dhcp conflict logging

Related Commands ~ Command Description
clear ip dhcp conflict  Clears an address conflict from the Cisco |0S DHCP server database.
ip dhcp database ConfiguresaCisco |OS DHCP server to save automatic bindings on aremote

host called a database agent.

show ip dhcp conflict  Displays address conflicts found by a Cisco 10S DHCP server when
addresses are offered to the client.
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ip dhcp conflict resolution

To configure Dynamic Host Configuration Protocol (DHCP) address conflict resolution, usetheip dhcp
conflict resolution command in global configuration mode. To disable the configuration, use the no
form of this command.

ip dhcp conflict resolution [interval minutes]

no ip dhcp conflict resolution

Syntax Description

Command Default

Command Modes

interval minutes (Optional) Specifiesthetimeinterval, in minutes. Range: 5 to 1440. Default:
60.

DHCP address conflict resolution is disabled by default.

Global configuration (config)

Command History

Usage Guidelines

Examples

Release Modification
12.2(33)SRE This command was introduced.

DHCP addresses added to the conflicted address list may become available after some time. This
behavior will eventually cause a major chunk of the IP addresses that are actually available to be
blocked.

You can use the ip dhcp conflict resolution command to configure the DHCP server to periodically
audit the conflicted address list and clear the inactive | P addresses.

The following example shows how to configure address conflict resolution on a DHCP server to take
place after 65 minutes:

Router # configure terminal
Router (config)# ip dhcp conflict resolution interval 65

Related Commands

Command Description
ip dhcp conflict Enables conflict logging on a DHCP server.
logging
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Ip dhcp database

To configure a Cisco 10S Dynamic Host Configuration Protocol (DHCP) server and relay agent to save
automatic bindings on a remote host called a database agent, use the ip dhcp database command in
global configuration mode. To remove the database agent, use the no form of this command.

ip dhcp database url [timeout seconds | write-delay seconds | write-delay seconds timeout
seconds]

no ip dhcp database url

Syntax Description url Specifies the remote file used to store the automatic bindings. The following are
acceptable URL file formats:

- tftp://host/filename

« ftp://user:password@host/filename
 rcp:/luser@host/filename

- flash://filename
 diskO://filename

timeout seconds (Optional) Specifies how long (in seconds) the DHCP server should wait before
aborting a database transfer. Transfers that exceed the timeout period are
aborted. By default, DHCP waits 300 seconds (5 minutes) before aborting a
database transfer. Infinity is defined as O seconds.

write-delay (Optional) Specifies how soon the DHCP server should send database updates.
seconds By default, DHCP waits 300 seconds (5 minutes) before sending database
changes. The minimum delay is 60 seconds.

Defaults DHCP waits 300 seconds for both a write delay and a timeout.

Command Modes Global configuration

Command History Release Modification
12.0(0)T This command was introduced.
12.2(33)SRA This command was integrated into Cisco |0S Release 12.2(33)SRA.
12.2SX This command is supported in the Cisco | OS Release 12.2SX train. Support

in a specific 12.2SX release of this train depends on your feature set,
platform, and platform hardware.

Usage Guidelines A DHCP database agent is any host (for example, an FTP, TFTP, or rcp server) or storage media on the
DHCP server (for example, diskO) that stores the DHCP bindings database. You can configure multiple
DHCP database agents, and you can configure the interval between database updates and transfers for
each agent.
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Examples

ip dhcp database

The DHCP relay agent can save route information to the same database agents to ensure recovery after
rel oads.

In the following example, the timeout value and write-delay are specified in two separate command
lines:

ip dhcp database diskO:router-dhcp timeout 60
ip dhcp database diskO:router-dhcp write-delay 60

However, the second configuration overrides the first command line and causes the timeout value to
revert to the default value of 300 seconds. To prevent the timeout value from reverting to the default
value, configure the following on one command line:

ip dhcp database diskO:router-dhcp write-delay 60 timeout 60

The following example specifies the DHCP database transfer timeout value as 80 seconds:

ip dhcp database ftp://user:passworde@l72.16.1.1/router-dhcp timeout 80

The following example specifies the DHCP database update delay value as 100 seconds:

ip dhcp database tftp://172.16.1.1/router-dhcp write-delay 100

Related Commands

Command Description
show ip dhcp database Displays Cisco 10S DHCP server database agent information.

| December 2010

Cisco 10S IP Addressing Services Command Reference g



DHCP Commands |

M ip dhcp excluded-address

Ip dhcp excluded-address

To specify IP addresses that a Dynamic Host Configuration Protocol (DHCP) server should not assign
to DHCP clients, use theip dhcp excluded-address command in global configuration mode. To remove
the excluded I P addresses, use the no form of this command.

ip dhcp excluded-address [vrf vrf-name] ip-address [last-ip-address]

no ip dhcp excluded-address [vrf vrf-name] ip-address [last-ip-address]

Syntax Description vrf (Optional) Excludes I P addresses from a virtual routing and forwarding (VRF)
space.
vrf-name (Optional) The VRF name.
ip-address The excluded IP address, or first |P address in an excluded address range.

last-ip-address (Optional) The last IP address in the excluded address range.

Command Default The DHCP server can assign any |P address to the DHCP clients.

Command Modes Global configuration (config)
Command History Release Modification
12.0()T This command was introduced.
12.2(33)SRA This command was integrated into Cisco 10S Release 12.2(33)SRA.
Cisco |OS XE This command was modified. The vrf keyword and vrf-name argument were
Release 2.6 added.

Usage Guidelines Usetheip dhcp excluded-address command to exclude a single IP address or a range of |P addresses.

The DHCP server assumes that all pool addresses can be assigned to the clients. You cannot use the ip
dhcp excluded-address command to stop the DHCP server from assigning the pool addresses (assigned
to aninterface using theip address pool command) to theclients. That is, theip dhcp excluded-address
command is not supported for the addresses assigned using the ip address pool command.

Examples Thefollowing example shows how to configure an excluded | P address range from 172.16.1.100 through
172.16.1.199:

Router> enable

Router# configure terminal
Router (config)# ip dhcp excluded-address vrf vrfl 172.16.1.100 172.16.1.199
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ip dhcp excluded-address Il

Related Commands

Command

Description

ip dhcp pool

Configures a DHCP address pool on a Cisco |0S DHCP server and enters
DHCP pool configuration mode.

network (DHCP)

Configures the subnet number and mask for a DHCP address pool on a
Cisco |OS DHCP server.

ip address pool

Enables the | P address of an interface to be automatically configured when
a DHCP pool is populated with a subnet from IPCP negotiation.
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ip dhcp limit lease

To limit the number of leases offered to DHCP clients per interface, usetheip dhcp limit lease command
in interface configuration mode. To remove the restriction on the number of |eases, use the no form of
this command.

ip dhcp limit lease lease-limit

no ip dhcp limit lease lease-limit

Syntax Description

Command Default

Command Modes

lease-limit Number of leases allowed on the interface. The range is from 1 to 65535.

Thereis no lease limit on an interface.

Interface configuration (config-if)

Command History

Usage Guidelines

Examples

Release Modification
12.2(33)SRC This command was introduced.

Theleaselimit allowsyou to control the number of subscribers per interface. The interface configuration
will override any global setting specified by the ip dhcp limit lease per interface command. You can
display the number of lease violations by using the show ip dhcp limit lease command.

This command is not supported on numbered interfaces. The lease limit can be applied only to an ATM
with Routed Bridge Encapsulation (RBE) unnumbered interfaces or serial unnumbered interfaces.

The following example allows 30 DHCP clients to receive |P addresses. If a 31st DHCP client tries to
obtain an |P address, the DHCPDISCOV ER messages will not be forwarded to the DHCP server.
éouter(config)# ip dhcp limit lease log

Router (config) # interface Serial0/0
Router (config-if)# ip dhcp limit lease 30

Related Commands

Command Description

ip dhcp limit lease per  Limits the number of DHCP leases offered to DHCP clients behind an ATM
interface RBE unnumbered or serial unnumbered interface.

show ip dhcp limit Displays the number of times the lease limit threshold has been violated on
lease an interface.
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ip dhcp limit lease log

Syntax Description

Command Default

Command Modes

To enable DHCP |ease violation logging when aDHCP lease limit threshold is exceeded, usetheip dhcp
limit lease log command in global configuration mode. To disable the |ease violation logging of DHCP
lease violations, use the no form of this command.

ip dhcp limit lease log
no ip dhcp limit lease log
This command has no arguments or keywords.

DHCP lease violation logging is disabled.

Global configuration (config)

Command History

Usage Guidelines

Examples

Release
12.2(33)SRC

Modification
This command was introduced.

Theip dhcp limit lease log command logs violations for global- and interface-level lease violations. If
this command is configured, any lease limit violations will display in the output of the
show ip dhcp limit lease command.

The following example shows how to enable logging of lease violations:

Router (config)# ip dhcp limit lease log

Related Commands

Command Description

ip dhep limit lease Limits the number of leases offered to DHCP clients per interface.

show ip dhcp limit
lease

Displays the number of times the lease limit threshold has been violated on
an interface.
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Ip dhcp limit lease per interface

To limit the number of |eases offered to DHCP clients behind an ATM routed bridge encapsulation
(RBE) unnumbered or serial unnumbered interface, usetheip dhcp limit lease per inter face command
in global configuration mode. To remove the restriction on the number of leases, use the no form of the
command.

ip dhcp limit lease per interface lease-limit

no ip dhcp limit lease per interface lease-limit

Syntax Description

Command Default

Command Modes

lease-limit Number of leases allowed. The range is from 1 to 65535.

The number of leases offered is not limited.

Global configuration (config)

Command History

Usage Guidelines

Examples

Release Modification

12.3(2)T This command was introduced.

12.2(28)SB This command was integrated into Cisco |10S Release 12.2(28)SB.
15.1(1)S This command was integrated into Cisco 10S Release 15.1(1)S.

This command is not supported on numbered interfaces. The lease limit can be applied only to ATM with
RBE unnumbered interfaces or serial unnumbered interfaces.

Thefollowing example shows how to allow three DHCP clientsto receive | P addresses. If afourth DHCP
client triesto obtain an | P address, the DHCPDISCOV ER messages will not be forwarded to the DHCP
server.

Router (config)# ip dhcp limit lease per interface 3

Related Commands

Command Description

clear ip dhcp limit Clears the stored lease violation entries.

lease

show ip dhcp limit Displays the number of times the lease limit threshold has been violated.
lease

Cisco 10S IP Addressing Services Command Reference
m‘ December 2010 |



ip dhcp limited-broadcast-address M

Ip dhcp limited-broadcast-address

Syntax Description

Defaults

Command Modes

To override a configured network broadcast and have the Dynamic Host Configuration Protocol (DHCP)
server and relay agent send an all networks, all nodes broadcast to a DHCP client, use the ip dhcp
limited-broadcast-address command in global configuration mode. To disable this functionality, use
the no form of this command.

ip dhcp limited-broadcast-address

no ip dhcp limited-broadcast-address

This command has no arguments or keywords.

Default broadcast address: 255.255.255.255 (all ones)

Global configuration

Command History

Usage Guidelines

Examples

Release Modification

12.1 This command was introduced.

12.2(33)SRA This command was integrated into Cisco |0S Release 12.2(33)SRA.
12.2SX This command is supported in the Cisco | OS Release 12.2SX train. Support

in a specific 12.2SX release of this train depends on your feature set,
platform, and platform hardware.

When a DHCP client sets the broadcast bit in a DHCP packet, the DHCP server and relay agent send
DHCP messages to clients using the all ones broadcast address (255.255.255.255). If the

ip broadcast-address command has been configured to send a network broadcast, the all ones broadcast
set by DHCP is overridden. To remedy this situation, use the ip dhcp limited-broadcast-address
command to ensure that a configured network broadcast does not override the default DHCP behavior.

Some DHCP clients can only accept an all ones broadcast and may not be able to acquire a DHCP
address unless this command is configured on the router interface connected to the client.

The following example configures DHCP to override any network broadcast:

ip dhcp limited-broadcast-address

Related Commands

Command Description

ip broadcast-address Defines a broadcast address for an interface.
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Ip dhcp ping packets

To specify the number of packets a Dynamic Host Configuration Protocol (DHCP) server sendsto apool
address as part of a ping operation, use the ip dhcp ping packets command in global configuration
mode. To prevent the server from pinging pool addresses, use the no form of this command. To return
the number of ping packets sent to the default value, use the default form of this command.

ip dhcp ping packets number
no ip dhcp ping packets

default ip dhcp ping packets

Syntax Description number The number of ping packets that are sent before the address is assigned to a
requesting client. The default value is two packets.

Defaults Two packets

Command Modes Global configuration

Command History Release Modification
12.0()T This command was introduced.
12.2(33)SRA This command was integrated into Cisco 10S Release 12.2(33)SRA.
12.2SX This command is supported in the Cisco | OS Release 12.2SX train. Support

in a specific 12.2SX release of this train depends on your feature set,
platform, and platform hardware.

Usage Guidelines The DHCP server pings a pool address before assigning the address to arequesting client. If the ping is
unanswered, the DHCP server assumes (with ahigh probability) that the addressisnot in use and assigns
the address to the requesting client.

Setting the number argument to a value of 0 completely turns off DHCP server ping operation .

Examples The following example specifies five ping attempts by the DHCP server before ceasing any further ping
attempts:

ip dhcp ping packets 5
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Related Commands ~ Command Description
clear ip dhcp conflict  Clears an address conflict from the Cisco 10S DHCP server database.

ip dhep ping timeout  Specifies how long a Cisco |OS DHCP Server waits for aping reply from an
address pool.

show ip dhcp conflict Displays address conflicts found by a Cisco 10S DHCP server when
addresses are offered to the client.
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Ip dhcp ping timeout

To specify how long a Dynamic Host Configuration Protocol (DHCP) server waits for a ping reply from
an address pool, use the ip dhcp ping timeout command in global configuration mode. To restore the
default number of milliseconds (500) of the timeout, use the no form of this command.

ip dhcp ping timeout milliseconds

no ip dhcp ping timeout

Syntax Description milliseconds The amount of time (in milliseconds) that the DHCP server waits for a ping
reply beforeit stops attempting to reach a pool address for client assignment.
The maximum timeout is 10000 milliseconds (10 seconds). The default
timeout is 500 milliseconds.

Defaults 500 milliseconds

Command Modes Global configuration

Command History Release Modification
12.0(1)T This command was introduced.
12.2(33)SRA This command was integrated into Cisco |0S Release 12.2(33)SRA.
12.2SX This command is supported in the Cisco |OS Release 12.2SX train. Support

in a specific 12.2SX release of this train depends on your feature set,
platform, and platform hardware.

Usage Guidelines This command specifies how long to wait for a ping reply (in milliseconds).

Examples The following exampl e specifies that a DHCP server will wait 800 milliseconds for a ping reply before
considering the ping a failure:

ip dhcp ping timeout 800

Related Commands ~ Command Description
clear ip dhcp conflict  Clears an address conflict from the Cisco 10S DHCP Server database.

ip dhep ping timeout  Specifies the number of packets a Cisco |OS DHCP Server sends to a pool
address as part of a ping operation.

show ip dhcp conflict  Displays address conflicts found by a Cisco I0S DHCP Server when
addresses are offered to the client.
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Ip dhcp pool

To configure a Dynamic Host Configuration Protocol (DHCP) address pool on a DHCP server and enter
DHCP pool configuration mode, use the ip dhcp pool command in global configuration mode. To
remove the address pool, use the no form of this command.

ip dhcp pool name

no ip dhcp pool name

Syntax Description

Defaults

Command Modes

name Name of the pool. Can either be a symbolic string (such as engineering) or an
integer (such as 0).

DHCP address pools are not configured.

Global configuration

Command History

Usage Guidelines

Examples

Release Modification

12.0(1)T This command was introduced.

12.2(33)SRA This command was integrated into Cisco |0S Release 12.2(33)SRA.
12.2SX This command is supported in the Cisco |OS Release 12.2SX train. Support

in a specific 12.2SX release of this train depends on your feature set,
platform, and platform hardware.

During execution of this command, the configuration mode changes to DHCP pool configuration mode,
which isidentified by the (config-dhcp)# prompt. In this mode, the administrator can configure pool
parameters, like the IP subnet number and default router list.

The following example configures pool 1 as the DHCP address pool:

ip dhcp pool pooll

Related Commands

Command Description

host Specifies the | P address and network mask for a manual binding to aDHCP
client.

ip dhep Specifies | P addresses that a Cisco |OS DHCP server should not assign to

excluded-address DHCP clients.

network (DHCP) Configures the subnet number and mask for a DHCP address pool on a

Cisco |OS DHCP server.
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ip dhcp relay bootp ignore

Syntax Description

Command Default

Command Modes

To configure the Dynamic Host Configuration Protocol (DHCP) relay agent stop forwarding Bootstrap
Protocol (BOOTP) packets between the clients and servers, use the ip dhcp relay bootp ignore
command in global configuration mode. To disable the configuration, use the no form of this command.

ip dhep relay bootp ignore

no ip dhcp relay bootp ignore

This command has no arguments or keywords.

Disabled (Relay agent forwards BOOTP packets from clients and servers).

Global configuration (config)

Command History

Usage Guidelines

Examples

Release Modification
15.0(1)M This command was introduced.

You can use the ip dhcp relay agent bootp ignore command in network deployments, where clients
send both BOOTP and DHCP packets. When the client sends both type of packets, sometimes the DHCP
server or the relay agent will not be able to differentiate between the two types of packets. You can use
this command to configure the relay agent stop forwarding the BOOTP packets.

The following example shows how to configure the relay agent to stop forwarding BOOTP packets:

Router# configure terminal
Router (config)# ip dhcp relay bootp ignore

Related Commands

Command Description

ip dhep relay Configures a DHCP server to validate the relay agent information option.

information

ip dhcp bootp ignore  Configures the DHCP server to stop processing BOOTP packets from
clients.
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Ip dhcp relay information check

Syntax Description

Defaults

Command Modes

To configure a Dynamic Host Configuration Protocol (DHCP) server to validate the relay agent
information option in forwarded BOOTREPLY messages, use the ip dhcp relay information check
command in global configuration mode. To disable an information check, use the no form of this
command.

ip dhcp relay information check

no ip dhcp relay information check

This command has no arguments or keywords.

A DHCP server checks relay information. Invalid messages are dropped.

Global configuration

Command History

Usage Guidelines

Examples

Release Modification

12.0(H)T This command was introduced.

12.2(33)SRA This command was integrated into Cisco |0S Release 12.2(33)SRA.
12.2SX This command is supported in the Cisco | OS Release 12.2SX train. Support

in a specific 12.2SX release of this train depends on your feature set,
platform, and platform hardware.

This command is used by cable access router termination systems. By default, DHCP checks relay
information. Invalid messages are dropped.

The following example configures the DHCP Server to check that the relay agent information option in
forwarded BOOTREPLY messagesis valid:

ip dhcp relay information check

Related Commands

Command Description

ip dhep relay Configures a Cisco |0S DHCP Server to insert the DHCP relay agent

infor mation option information option in forwarded BOOTREQUEST messages.

ip dhep relay Configures the information reforwarding policy of a DHCP relay agent

information policy (what a DHCP relay agent should do if a message already contains relay
information).
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ip dhcp relay information check-reply

To configure a DHCP server to validate the relay agent information option in forwarded BOOTREPLY
messages, use the ip dhcp relay information check-reply command in interface or subinterface
configuration mode. To disable an information check, use the no form of this command.

ip dhcp relay information check-reply [none]

no ip dhcp relay information check-reply [none]

Syntax Description none (Optional) Disables the command function.

Command Default A DHCP server checks relay information. Invalid messages are dropped.

Command Modes Interface configuration
Subinterface configuration

Command History Release Modification
12.4(6)T This command was introduced.
12.2(33)SRC This command was integrated into Cisco 10S Release 12.2(33)SRC.
Usage Guidelines If anip dhcp relay infor mation command is configured in global configuration mode but not configured

in interface configuration mode, the global configuration is applied to all interfaces.

If anip dhcp relay infor mation command is configured in both global configuration mode and interface
configuration mode, the interface configuration command takes precedence over the global
configuration command. However, the global configuration is applied to interfaces without the interface
configuration.

If an ip dhcp relay information command is not configured in global configuration mode but is
configured in interface configuration mode, only the interface with the configuration option applied is
affected. All other interfaces are not impacted by the configuration.

Theip dhcp relay information check-reply none command option is saved in the running
configuration. This command takes precedence over any relay agent information global configuration.

Examples The following example shows how to configure the DHCP server to check that the relay agent
information option in forwarded BOOTREPLY messages received from FastEthernet interface O isvalid:
!
interface FastEthernet 0
ip dhcp relay information check-reply
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Related Commands ~ Command Description
ip dhcp relay information  Enables the system to insert a DHCP relay agent information option in
option-insert forwarded BOOTREQUEST messages to a DHCP server.
ip dhep relay information  Configures a DHCP server to validate the relay information option in
check forwarded BOOTREPLY messages in global configuration mode.
ip dhep relay information  Configuresthe information reforwarding policy for aDHCP relay agent.
policy-action

Cisco 10S IP Addressing Services Command Reference
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Ip dhcp relay information option

To enable the system to insert a Dynamic Host Configuration Protocol (DHCP) relay agent information
option in forwarded BOOTREQUEST messages to a DHCP server, use the ip dhcp relay information
option command in global configuration mode. To disable inserting relay information into forwarded
BOOTREQUEST messages, use the no form of this command.

ip dhcp relay information option [vpn]

no ip dhcp relay information option [vpn]

Syntax Description  vpn (Optional) Virtual private network.

Command Default The DHCP server does not insert relay information.

Command Modes Global configuration

Command History Release Modification
12.0(1)T This command was introduced.
12.2(4)B The vpn keyword was added.
12.2(8)T This command was integrated into Cisco 10S Release 12.2(8)T.
12.2(31)SB This command was integrated into Cisco 10S Release 12.2(31)SB.
12.2(33)SRA This command was integrated into Cisco |0S Release 12.2(33)SRA.
12.2SX This command is supported in the Cisco | OS Release 12.2SX train. Support

in a specific 12.2SX release of this train depends on your feature set,
platform, and platform hardware.

Usage Guidelines Thisfunctionality enables a DHCP server to identify the user (for example, cable access router) sending
arequest and initiate appropriate action based on this information. By default, DHCP does not insert
relay information.

Theip dhcp relay infor mation option command automatically adds the circuit identifier suboption and
the remote ID suboption to the DHCP relay agent information option (also called option 82).

Thevpn optional keyword should be used only when the DHCP server all ocates addresses based on VPN
identification suboptions.

Theip dhcp relay infor mation option vpn command adds the following VPN-related suboptions into
the relay agent information option when DHCP broadcasts are forwarded by the relay agent from clients
to aDHCP server:

« VPN identifier—Contains the VPN ID if configured or the virtual routing and forwarding (VRF)
name if configured on the interface (VPN 1D takes precedence over VRF name).

» Subnet selection—Contains the incoming interface subnet address.
« Server identifier override—Contains the incoming interface |P address.
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After these suboptions are successfully added, the gateway addressis set to the outgoing interface of the
router toward the DHCP server | P address that was configured using the ip helper-address command.

If only the ip dhcp relay information option vpn command is configured, the VPN identifier, subnet
selection, and server identifier override suboptions are added to the relay information option. Note that
the circuit identifier suboption and the remote ID suboption are not added to the relay information
option. However, if both the ip dhcp relay infor mation option command and the ip dhcp relay
information option vpn command are configured, all five suboptions are added to the relay agent
information option.

When the packets are returned from the DHCP server, option 82 isremoved before thereply isforwarded
to the client.

Even if the vpn option is specified, the VPN suboptions are added only to those DHCP or BOOTP
broadcasts picked up by the interface that was configured with a VRF name or VPN ID.

For clients from unnumbered ATM or serial interfaces, when this command is enabled, the VPN
identifier suboption will contain the VRF name of the unnumbered interface.

Subnet selection and server identifier override suboptions are added from the | P address of the interface
from which the unnumbered interface is configured to borrow its IP address. The client host route will
be added on the applicable VRF routing tables.

If theip dhcp smart-relay global configuration command is enabled, then the server identifier override
and subnet selection suboptions will use the secondary |P address of the incoming interface when the
same client retransmits more than three DHCP DISCOV ER packets (for both numbered and unnumbered
interfaces).

Examples The following example configures a DHCP server to insert the DHCP relay agent information option,
including VPN suboptions, in forwarded BOOTREQUEST messages. In this example, the circuit
identifier suboption and the remote 1D suboption are not included in the relay information option:
ip dhcp relay information option vpn
The following example configures a DHCP server to insert the DHCP relay agent information option,
including VPN suboptions, the circuit identifier suboption, and the remote 1D suboption, in forwarded
BOOTREQUEST messages:
ip dhcp relay information option vpn
ip dhcp relay information option
Cisco 10000 Series Router
The following example enables DHCP option 82 support on the DHCP relay agent by using theip dhcp
relay information option command. The rbe nasip command configures the router to forward the IP
addressfor L oopback0 to the DHCP server. The value (in hexadecimal) of the agent remote 1D suboption
is 010100000B0101814058320, and the value of each field is the following:

e Port Type: 0x01
- Version: 0x01
» Reserved: undefined
- NASIP address: 0x0B010181 (hexadecimal value of 11.1.1.129)
Cisco 10S IP Addressing Services Command Reference
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« NAS Port
— Interface (slot/module/port): 0x40 (The slot/module/port values are 01 00/0/000.)
— VPI: 0x58 (hexadecimal value of 88)
— VCI: 0x320 (hexadecimal value of 800)

ip dhcp-server 172.16.1.2
!
ip dhcp relay information option
!
interface Loopback0
ip address 10.1.1.129 255.255.255.192
!
interface ATM4/0
no ip address
!
interface ATM4/0.1 point-to-point
ip unnumbered Loopback0
ip helper-address 172.16.1.2
atm route-bridged ip
pvc 88/800
encapsulation aal5snap
!
interface Ethernet 5/1
ip address 172.16.1.1 255.255.0.0
!
router eigrp 100
network 10.0.0.0
network 172.16.0.0
|

rbe nasip Loopback0

In the following example, the DHCP relay receives a DHCP request on Ethernet interface 0/1 and sends
the request to the DHCP server located at | P helper address 10.44.23.7, which is associated with the VRF
named red.

ip dhcp relay information option vpn
!
interface ethernet 0/1
ip helper-address vrf red 10.44.23.7

Related Commands ~ Command Description
Command Description
ip dhcp relay Configuresa Cisco |0S DHCP server to validate the relay agent information
information check option in forwarded BOOTREPLY messages.
ip dhep relay Configures the information reforwarding policy of a DHCP relay agent.

information policy
ip dhcp smart-relay  Allows the Cisco |0S DHCP relay agent to switch the gateway address.
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ip dhcp relay information option-insert

To enable the system to insert a DHCP relay agent information option in forwarded BOOTREQUEST
messages to a DHCP server, use the ip dhcp relay information option-insert command in interface
configuration mode or subinterface configuration mode. To disable inserting relay information into
forwarded BOOTREQUEST messages, use the no form of this command.

ip dhcp relay information option-insert [none]

no ip dhcp relay information option-insert [noneg]

Syntax Description

Command Default

Command Modes

none (Optional) Disables the command function.

The DHCP server does not insert relay information.

Interface configuration
Subinterface configuration

Command History

Usage Guidelines

Release Modification
12.4(6)T This command was introduced.
12.2(33)SRC This command was integrated into Cisco 10S Release 12.2(33)SRC.

If anip dhcp relay infor mation command is configured in global configuration mode but not configured
in interface configuration mode, the global configuration is applied to all interfaces.

If anip dhcp relay infor mation command is configured in both global configuration mode and interface
configuration mode, the interface configuration command takes precedence over the global
configuration command. However, the global configuration is applied to interfaces without the interface
configuration.

If an ip dhcp relay information command is not configured in global configuration mode but is
configured in interface configuration mode, only the interface with the configuration option applied is
affected. All other interfaces are not impacted by the configuration.

Theip dhcp relay information option-insert none command option is saved in the running
configuration. This command takes precedence over any relay agent information global configuration.

Examples The following example shows how to configure the DHCP server to insert the relay agent information
option in forwarded BOOTREQUEST messages:
!
interface FastEthernet 0
ip dhcp relay information option-insert
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Related Commands ~ Command Description
ip dhcp relay Configures a DHCP server to validate the relay agent information option in
information forwarded BOOTREPLY messages.
check-reply
ip dhep relay Enables the system to insert a DHCP relay agent information option in

infor mation option forwarded BOOTREQUEST messages to a DHCP server in global
configuration mode.

ip dhep relay Configures the information reforwarding policy for a DHCP relay agent.
information
policy-action
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ip dhcp relay information option server-id-override

Syntax Description

Command Default

Command Modes

To enable the system to insert the server 1D override and link selection suboptions on a specific interface
into the DHCP relay agent information option in forwarded BOOTREQUEST messages to a DHCP
server, use theip dhcp relay information option server-id-override command in interface
configuration mode. To disable inserting the server ID override and link selection suboptions into the
DHCP relay agent information option, use the no form of this command.

ip dhcp relay information option server-id-override

no ip dhcp relay information option server-id-override

This command has no arguments or keywords.

The server ID override and link selection suboptions are not inserted into the DHCP relay agent
information option.

Interface configuration (config-if)

Command History

Usage Guidelines

Release Modification
Cisco |OS XE This feature was introduced on Cisco ASR 1000 Series Routers.
Release 2.1

Theip dhcp relay information option server-id-override interface configuration command adds the
following suboptions into the relay agent information option when DHCP broadcasts are forwarded by
the relay agent from clients to a DHCP server:

- Server |D override suboption
- Link selection suboption

When this command is configured, the gateway address (giaddr) will be set to the IP address of the
outgoing interface, which is the interface that is reachable by the DHCP server.

If theip dhcp relay information option server-id-override interface configuration command is
configured on an interface, it overrides the ip dhcp-relay information option server-override global
configuration on that interface only.

Examples Inthefollowing example, the DHCPrelay will insert the server |D override and link selection suboptions
into the relay information option on interface Ethernet interface 0/0.
Router (config)# interface Ethernet0/0
Router (config-if)# ip dhcp relay information option server-id-override
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Related Commands ~ Command Description
ip dhcp-relay Enables the system to globally insert the server ID override and link
information option sel ection suboptions on a specific interface into the DHCP relay agent
server-override information option in forwarded BOOTREQUEST messages to a DHCP
server.
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Ip dhcp-relay information option server-override

Syntax Description

Command Default

Command Modes

To enable the system to globally insert the server ID override and link selection suboptions into the
DHCP relay agent information option in forwarded BOOTREQUEST messages to a DHCP server, use
the ip dhcp-relay information option server-override command in global configuration mode. To
disable inserting the server ID override and link selection suboptions into the DHCP relay agent
information option, use the no form of this command.

ip dhcp-relay infor mation option server-override

no ip dhcp-relay information option server-override

This command has no arguments or keywords.

The server ID override and link selection suboptions are not inserted into the DHCP relay agent
information option.

Global configuration (config)

Command History

Usage Guidelines

Release Modification
Cisco |OS XE This feature was introduced on Cisco ASR 1000 Series Routers.
Release 2.1

Theip dhcp-relay information option server-override command adds the following suboptions into
the relay agent information option when DHCP broadcasts are forwarded by the relay agent from clients
to a DHCP server:

- Server |D override suboption
- Link selection suboption

When this command is configured, the gateway address (giaddr) will be set to the IP address of the
outgoing interface, which is the interface that is reachable by the DHCP server.

If theip dhcp relay information option server-id-override interface configuration command is
configured on an interface, it overrides the global configuration on that interface only.

Examples Inthe following example, the DHCPrelay will insert the server 1D override and link sel ection suboptions
into the relay information option of the DHCP packet. The loopback interface |P address is configured
to be the source I P address for the relayed messages.

!
Router (config)# ip dhcp-relay information option server-override
Router (config)# ip dhcp-relay source-interface loopback0
1
Router (config)# interface Loopback0
Router (config-if)# ip address 10.2.2.1 255.255.255.0
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Related Commands ~ Command Description
ip dhcp relay Enables the system to insert the server ID override and link selection
information option suboptions on a specific interface into the DHCP relay agent information

server-id-override option in forwarded BOOTREQUEST messages to a DHCP server.
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ip dhcp relay information option subscriber-id

To specify that a Dynamic Host Configuration Protocol (DHCP) relay agent add a subscriber identifier
suboption to option82, use the ip dhcp relay information option subscriber-id command in interface
configuration mode. To disable the subscriber identifier, use the no form of this command.

ip dhcp relay information option subscriber-id string

no ip dhcp relay information option subscriber-id string

Syntax Description

string Up to a maximum of 50 characters that can be alphanumeric. The
string can be ASCI|I text only.

Note  If more than 50 characters are configured, the string is

truncated.
Defaults Disabled to allow backward capability.
Command Modes Interface configuration
Command History Release Modification
12.3(14)T This command was introduced.
12.2(28)SB This command was integrated into Cisco |10S Release 12.2(28)SB.
12.2(33)SRB This command was integrated into Cisco 10S Release 12.2(33)SRB.

Usage Guidelines

When the unique subscriber identifier is configured on the relay agent and the interface, the identifier is
added to option82 in all of the client DHCP packets to the DHCP server. When the server echoes
option82 in the reply packets, the relay agent removes option82 before forwarding the reply packet to
the client. When an interfaceis numbered, all renew packets and rel ease packets are unicast to the server,
S0 option82 is not added.

The unique identifier should be configured for each subscriber and when a subscriber moves from one
interface to the other, the configuration of the interface should be changed also.

In case of unnumbered interfaces, all the client packets are sent to the relay. Option82 isadded in all the
client packets before forwarding the packets to the server. If the server does not echo option82 in the
packet, the relay agent triesto validate option82 in the reply packet. If the reply packet does not contain
option82, then the validation fails and the packet is dropped by the relay agent. The client cannot get any
I P address because of the validation failure. In this case, the existing no ip dhcp relay information
check command can be used to avoid the option82 invalidation.

A
Note  The configurable string is not an option for network access server (NAS)-1P, because users can move
between NAS termination points. When a subscriber moves from one NAS to another, this option does
not result in a configuration change on the side of the DHCP server of the ISP.
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Examples The following exampl e shows how to configure an ATM interface for the subscriber identifier suboption.

ip dhcp relay information option

!

interface Loopback0

ip address 10.1.1.129 255.255.255.192
!

interface ATM4/0

no ip address

!
interface ATM4/0.1 point-to-point

ip helper-address 10.16.1.2

ip unnumbered Loopback0

ip dhcp relay information option subscriber-id newpersonl23
atm route-bridged ip

pvc 88/800

encapsulation aal5snap

Related Commands ~ Command Description
ip dhep relay ConfiguresaCisco |0S DHCP server to validate the relay agent information
infor mation check option in forwarded BOOTREPLY messages.
ip dhcp relay Enables the system to insert the DHCP relay agent information option in
information option forwarded BOOTREQUEST messages to a DHCP server.
ip dhep relay Configures the information reforwarding policy of a DHCP relay agent
information policy (what a DHCP relay agent should do if a message already contains relay

information).

ip dhcp smart-relay Enables the Cisco IOS DHCP relay agent to switch the gateway address
(giaddr field of a DHCP packet) to secondary addresses when there is no
DHCPOFFER message from a DHCP server

ip helper-address Forwards UDP broadcasts, including BOOTP, received on an interface.

Cisco 10S IP Addressing Services Command Reference
m. December 2010 |



ip dhcp relay information option vpn-id

ip dhcp relay information option vpn-id

To enable the system to insert VPN suboptions into the DHCP relay agent information option in
forwarded BOOTREQUEST messages to a DHCP server and set the gateway address to the outgoing
interface toward the DHCP server, use the ip dhcp relay information option vpn-id command in
interface configuration mode. To remove the configuration, use the no form of this command.

ip dhcp relay information option vpn-id [none]

no ip dhcp relay information option vpn-id

Syntax Description

Command Default

Command Modes

none (Optional) Disables the VPN functionality on the interface.

The DHCP server does not insert relay information.

Interface configuration

Command History

Usage Guidelines

Release Modification
12.410)T This command was introduced.

If theip dhcp relay information option vpn global configuration command is configured and the
ip dhcp relay infor mation option vpn-id interface configuration command is not configured, the
global configuration is applied to all interfaces.

If theip dhcp relay information option vpn global configuration command is configured and the

ip dhcp relay information option vpn-id interface configuration command is also configured, the
interface configuration command takes precedence over the global configuration command. However,
the global configuration is applied to interfaces without the interface configuration.

If the ip dhcp relay information option vpn global configuration command is not configured and the
ip dhcp relay information option vpn-id interface configuration command is configured, only the
interface with the configuration option applied is affected. All other interfaces are not impacted by the
configuration.

Theip dhcp relay information option vpn-id none option allows you to disable the VPN functionality
ontheinterface. The only timeyou need to use this optioniswhen theip dhcp relay infor mation option
vpn global configuration command is configured and you want to override the global configuration.

Thenoip dhcp relay information option vpn-id command removes the configuration from the running
configuration. In this case, the interface inherits the global configuration, which may or may not be
configured to insert VPN suboptions.
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Examples In the following example, the DHCP relay agent receives a DHCP request on Ethernet interface 0/1 and
sends the request to the DHCP server located at | P helper address 10.44.23.7, which is associated with
the VRF named red. The ip dhcp relay information option vpn-id interface configuration command
only applies to Ethernet interface 0/1. All other interfaces are not impacted by the configuration;
interface ethernet 0/1

ip helper-address vrf red 10.44.23.7
ip dhcp relay information option vpn-id

Related Commands ~ Command Description

ip dhep relay Enables the system to insert the DHCP relay agent information option in
information option forwarded BOOTREQUEST messages to a DHCP server.
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Ip dhcp relay information policy

To configure the information reforwarding policy for a Dynamic Host Configuration Protocol (DHCP)
relay agent (what arelay agent should do if a message already contains relay information), use the

ip dhcp relay information policy command in global configuration mode. To restore the default relay
information policy, use the no form of this command.

ip dhep relay information policy {drop | encapsulate | keep | replace}

no ip dhcp relay information policy

Syntax Description

Command Default

Command Modes

drop Directs the DHCP relay agent to discard messages with existing relay
information if the relay information option is already present.

encapsulate Encapsulates prior relay agent information.

keep Indicates that existing information is left unchanged on the DHCP relay agent.

replace Indicates that existing information is overwritten on the DHCP relay agent.

The DHCP server replaces existing relay information.

Global configuration (config)

Command History

Usage Guidelines

Release Modification

12.0()T This command was introduced.

12.2(33)SRA This command was integrated into Cisco |0S Release 12.2(33)SRA.
12.2SX This command is supported in the Cisco | OS Release 12.2SX train. Support

in a specific 12.2SX release of this train depends on your feature set,
platform, and platform hardware.

12.2(33)SRD This command was modified. The encapsulate keyword was added.
Cisco |OS XE This command was integrated into Cisco 10S XE Release 3.1S and
Release 3.1S implemented on the Cisco ASR 1000 Series Aggregation Services Routers.

A DHCP relay agent may receive a message from another DHCP relay agent that already contains relay
information. By default, the relay information from the previous relay agent is replaced.

Theip dhcp relay information policy encapsulate command option is only needed when the relay
agent needs to encapsul ate the relay agent information option from a prior relay agent. If this command
option is used, the prior option 82 is encapsulated inside the current option 82 and both are forwarded
to the DHCP server.

Examples Thefollowing examples show how to configure aDHCP relay agent to drop messages with existing relay
information, keep existing information, replace existing information, and encapsulate existing
information, respectively:
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ip dhcp relay information policy drop
ip dhcp relay information policy keep
ip dhcp relay information policy replace

ip dhcp relay information policy encapsulate

Related Commands ~ Command Description
ip dhcp relay Configures a Cisco |0S DHCP server to validate the relay agent information
information check option in forwarded BOOTREPLY messages.
ip dhep relay Configures a Cisco |0S DHCP server to insert the DHCP relay agent
infor mation option information option in forwarded BOOTREQUEST messages.
ip dhcp relay Configures the information reforwarding policy for aDHCP relay agent in
information interface configuration mode.
policy-action
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ip dhcp relay information policy-action

To configure the information reforwarding policy for aDHCP relay agent (what arelay agent should do
if a message already contains relay information), use the ip dhcp relay information policy-action
command in interface configuration mode or subinterface configuration mode. To restore the default
relay information policy, use the no form of this command.

ip dhep relay information policy-action {drop | encapsulate | keep | replace}

no ip dhcp relay information policy-action

Syntax Description

Command Default

Command Modes

drop Directs the DHCP relay agent to discard messages with existing relay
information if the relay information option is already present.

encapsulate Encapsulates prior information.

keep Indicates that existing information is left unchanged on the DHCP relay agent.

replace Indicates that existing information is overwritten on the DHCP relay agent.

The DHCP server replaces existing relay information.

Interface configuration (config-if)
Subinterface configuration (config-subif)

Command History

Usage Guidelines

Release Modification

12.4(6)T This command was introduced.

12.2(33)SRC This command was integrated into Cisco 10S Release 12.2(33)SRC.
12.2(33)SRD This command was modified. The encapsulation keyword was added.
Cisco 10S XE This command was integrated into Cisco |0S XE Release 3.1S and
Release 3.1S implemented on the Cisco ASR 1000 Series Aggregation Services Routers.

If anip dhcp relay infor mation command is configured in global configuration mode but not configured
in interface configuration mode, the global configuration is applied to all interfaces.

If anip dhcp relay information command is configured in both global configuration mode and interface
configuration mode, the interface configuration command takes precedence over the global
configuration command. However, the global configuration is applied to interfaces without the interface
configuration.

If an ip dhcp relay information command is not configured in global configuration mode but is
configured in interface configuration mode, only the interface with the configuration option applied is
affected. All other interfaces are not impacted by the configuration.

Theip dhcp relay information policy-action encapsulate command is only needed when the relay
agent needs to encapsulate the relay agent information option from a prior relay agent. If this command
option is used, the prior option 82 is encapsulated inside the current option 82 and both are forwarded
to the DHCP server.
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Examples Thefollowing example shows how to configure aDHCP relay agent to drop messages with existing relay
information:

Router# configure terminal
Router (config)# interface FastEthernet 0
Router (config-if)# ip dhcp relay information policy-action drop

The following example shows how to configure a DHCP relay agent to encapsulate existing relay
information:

Router# configure terminal
Router (config)# interface Ethernet0/0
Router (config-if)# ip dhcp relay information policy-action encapsulate

Related Commands ~ Command Description
ip dhcp relay Configures a DHCP server to validate the relay agent information option in
information forwarded BOOTREPLY messages.
check-reply
ip dhep relay Enables the system to insert a DHCP relay agent information option in
information forwarded BOOTREQUEST messages to a DHCP server.
option-insert
ip dhcp relay Configures the information reforwarding policy for aDHCP relay agent in
information policy global configuration mode.
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Ip dhcp relay information trust-all

To configure all interfaces on a router as trusted sources of the Dynamic Host Configuration Protocol
(DHCP) relay agent information option, usetheip dhcp relay infor mation trust-all command in global
configuration mode. To restore the interfacesto their default behavior, use the no form of the command.

ip dhcp relay information trust-all

no ip dhcp relay information trust-all

Syntax Description ~ This command has no arguments or keywords.

Defaults All interfaces on the router are considered untrusted.

Command Modes Global configuration

Command History Release Modification
12.2 This command was introduced.
12.2(33)SRA This command was integrated into Cisco |OS Release 12.2(33)SRA.
12.2SX This command is supported in the Cisco 10S Release 12.2SX train. Support

in a specific 12.2SX release of this train depends on your feature set,
platform, and platform hardware.

Usage Guidelines By default, if the gateway addressis set to all zerosin the DHCP packet and the relay information option
is already present in the packet, the Cisco |OS DHCP relay agent will discard the packet. If theip dhcp
relay information trust-all command is configured globally, the Cisco |OS DHCP relay agent will not
discard the packet even if the gateway addressis set to all zeros. Instead, the received DHCPDISCOVER
or DHCPREQUEST messages will be forwarded to the addresses configured by the ip helper-address
command as in normal DHCP relay operation.

Examples In the following example, all interfaces on the router are configured as a trusted source for relay agent
information:

ip dhcp relay information trust-all

Related Commands ~ Command Description
ip helper-address Enables the forwarding of UDP broadcasts, including BOOTR, received on
an interface.
show ip dhcp relay Displays all interfaces on the router that are configured as a trusted source
infor mation for the DHCP relay agent information option.

trusted-sources
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ip dhcp relay information trusted

To configure an interface as atrusted source of the Dynamic Host Configuration Protocol (DHCP) relay
agent information option, use the ip dhcp relay infor mation trusted command in interface
configuration mode. To restore the interface to the default behavior, use the no form of the command.

ip dhcp relay information trusted

no ip dhcp relay information trusted

Syntax Description ~ This command has no arguments or keywords.

Defaults All interfaces on the router are considered untrusted.

Command Modes Interface configuration

Command History Release Modification
12.2 This command was introduced.
12.2(33)SRA This command was integrated into Cisco |OS Release 12.2(33)SRA.
12.2SX This command is supported in the Cisco 10S Release 12.2SX train. Support

in a specific 12.2SX release of this train depends on your feature set,
platform, and platform hardware.

Usage Guidelines By default, if the gateway addressis set to all zerosin the DHCP packet and the relay information option
is already present in the packet, the Cisco |OS DHCP relay agent will discard the packet. If theip dhcp
relay information trusted command is configured on an interface, the Cisco |OS DHCP relay agent will
not discard the packet even if the gateway addressis set to all zeros. Instead, the received
DHCPDISCOVER or DHCPREQUEST messages will be forwarded to the addresses configured by the
ip helper-address command as in normal DHCP relay operation.

Examples In the following example, interface Ethernet 1 is configured as a trusted source for the relay agent
information:

interface ethernet 1
ip dhcp relay information trusted
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Related Commands

Command

Description

ip helper-address

Enables the forwarding of UDP broadcasts, including BOOTP, received on
an interface.

show ip dhcp relay
information
trusted-sources

Displays all interfaces on the router that are configured as a trusted source
for the DHCP relay agent information option.
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Ip dhcp relay prefer known-good-server

To configure the Dynamic Host Configuration Protocol (DHCP) relay agent to forward the client
requests to the server that handled the previous request, use the ip dhcp relay prefer
known-good-server command in global configuration mode. To disable the configuration, use the no
form of this command.

ip dhcp relay prefer known-good-ser ver

no ip dhcp relay prefer known-good-server

Syntax Description ~ This command has no arguments or keywords.

Command Default The relay agent does not forward the reguests based on the preference.

Command Modes Global configuration (config)
Command History Release Modification
15.0(1)M This command was introduced.

Usage Guidelines The DHCP servers send addresses to the DHCP clients. Because the DHCP server that responds first
cannot be predicted, the client receives different addressees from the servers. Thisresultsin
unpredictable changes in the address used by the client. Such address changes result in TCP service
interruptions. You can configure the ip dhcp relay prefer known-good-server command to reduce the
frequency with which the DHCP clients change their address and to forward the client requests to the
server that handled the previous request.

If theip dhcp relay prefer known-good-server command is configured, and the DHCP client is
attached to an unnumbered interface, then the DHCP relay checks if the DHCP client broadcasts the
DHCP packets. If the packets are broadcast, the server unicasts the requests to all configured helper
addresses, and not just to the server that handled the previous request. If the packets are unicast, the
DHCP relay forwards the unicast packets from the client to the DHCP server that had assigned the IP
address to the client.

This functionality impacts the DHCPv4 relay, and not the DHCPVG relay.

Examples The following example shows how to configure the DHCP relay agent to forward the client requests to
the server that handled the previous request:

Router# configure terminal
Router (config)# ip dhcp relay prefer known-good-server
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Related Commands ~ Command Description
ip helper-address Enables the forwarding of UDP broadcasts, including BOOTP, received on
an interface.
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ip dhcp relay source-interface

To configure the sourceinterface for the relay agent to use asthe source | P address for relayed messages,
usetheip dhcp relay sour ce-interface command in interface configuration mode. To remove the source
interface configuration, use the no form of the command.

ip dhcp relay source-inter face type number

no ip dhcp relay source-inter face type number

Syntax Description

Command Default

Command Modes

type Interface type. For more information, use the question mark (?) online help
function.

number Interface or subinterface number. For moreinformation about the numbering
system for your networking device, use the question mark (?) online help
function.

The source interface is not configured.

Interface configuration (config-if)

Command History

Usage Guidelines

Release Modification
Cisco |OS XE This feature was introduced on Cisco ASR 1000 Series Routers.
Release 2.1

Theip dhcp relay sour ce-inter face interface configuration command allows the network administrator
to specify a stable, hardware-independent |P address (such as a loopback interface) for the relay agent
to use as a source | P address for relayed messages.

If the ip dhcp-relay source-interface global configuration command is configured and the

ip dhcp relay source-inter face interface configuration command is also configured, the interface
configuration command takes precedence over the global configuration command. However, the global
configuration is applied to interfaces without the interface configuration.
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Examples In the following example, the loopback interface IP address is configured to be the source | P address for
the relayed messages on interface GigabitEthernet interface O:

!

Router (config)# interface loopback0

Router (config-if)# ip address 10.2.2.1 255.255.255.0

!

Router (config)# interface GigabitEthernet 0

Router (config-if)# ip dhcp relay source-interface loopback0

Related Commands ~ Command Description
ip dhcp-relay Globally configures the source interface for the relay agent to use as the
source-interface source | P address for relayed messages.
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Ip dhcp-relay source-interface

To globally configure the source interface for the relay agent to use as the source | P address for relayed
messages, use the ip dhcp-relay source-inter face command in global configuration mode. To remove
the source interface configuration, use the no form of the command.

ip dhcp-relay source-interface type number

no ip dhcp-relay source-inter face type number

Syntax Description  type Interface type. For more information, use the question mark (?) online help
function.
number Interface or subinterface number. For moreinformation about the numbering
system for your networking device, use the question mark (?) online help
function.

Command Default The source interface is not configured.

Command Modes Global configuration (config)

Command History Release Modification
Cisco |0OS XE This feature was introduced on Cisco ASR 1000 Series Routers.
Release 2.1

Usage Guidelines Theip dhcp-relay sour ce-interface global configuration command allows the network administrator to
specify a stable, hardware-independent |P address (such as a loopback interface) for the relay agent to
use as a source | P address for relayed messages.

If the ip dhcp-relay source-interface global configuration command is configured and the

ip dhcp relay source-inter face interface configuration command is also configured, the interface
configuration command takes precedence over the global configuration command. However, the global
configuration is applied to interfaces without the interface configuration.

Examples In the following example, the loopback interface IP address is configured to be the source | P address for
the relayed messages.

!

Router (config)# ip dhcp-relay source-interface loopback0
!

Router (config) # interface loopback0

Router (config-if)# ip address 10.2.2.1 255.255.255.0
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Related Commands ~ Command Description
ip dhcp relay Configures the source interface for the relay agent to use as the source IP
sour ce-interface address for relayed messages.
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Ip dhcp route connected

To specify routes as connected routes, use the ip dhcp route connected command in global
configuration mode. To return to the default settings, use the no form of this command.

ip dhcp route connected

no ip dhcp route connected

Syntax Description ~ This command has no arguments or keywords.

Defaults All interfaces on the router are untrusted.

Command Modes Global configuration

Command History Release Modification
12.2(18)SXF Support for this command was introduced on the Supervisor Engine 720.
12.2(33)SRA This command was integrated into Cisco 10S Release 12.2(33)SRA.

Usage Guidelines If you enable the ip dhcp route connected command, DHCP downloads the route database from a

database agent and adds the routes as connected routes, even though they may have been added as static
routes previously.

Examples This example shows how to specify routes as connected routes:

Router (config)# ip dhcp route connected
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ip dhcp-server

To specify which Dynamic Host Configuration Protocol (DHCP) servers to use on your network, or to
specify the 1P address of one or more DHCP servers available on the network, use the ip dhcp-server
command in global configuration mode. To remove a DHCP server | P address, use the no form of this
command.

ip dhcp-server [ip-address | name]

no ip dhcp-server [ip-address | name]

Syntax Description

Defaults

Command Modes

ip-address (Optional) IP address of a DHCP server.
name (Optional) Name of a DHCP server.

The IP limited broadcast address of 255.255.255.255 is used for transactions if no DHCP server is
specified. This default allows automatic detection of DHCP servers.

Global configuration

Command History

Usage Guidelines

Note

Release Modification

11.0 This command was introduced.

12.2(33)SRA This command was integrated into Cisco 10S Release 12.2(33)SRA.

12.2SX This command is supported in the Cisco |0S Release 12.2SX train. Supportin a

specific 12.2SX release of this train depends on your feature set, platform, and
platform hardware.

A DHCP server temporarily allocates network addresses to clients through the access server on an
as-needed basis. While the client is active, the address is automatically renewed in a minimum of
20-minute increments. When the user terminates the session, the interface connection is terminated so
that network resources can be quickly reused. You can specify up to ten servers on the network.

In normal situations, if a SLIP or PPP session fails (for example, if a modem line disconnects), the
allocated address will be reserved temporarily to preserve the same | P address for the client when dialed
back into the server. This way, the session that was accidentally terminated can often be resumed.

To use the DHCP proxy-client feature, enable your access server to be a proxy-client on asynchronous
interfaces by using the ip address-pool dhcp-proxy-client command. If you want to specify which
DHCP servers are used on your network, use the ip dhcp-server command to define up to ten specific
DHCP servers.

Tofacilitate transmission, configureintermediary routers (or access serverswith router functionality)
to use an IP helper address whenever the DHCP server is not on thelocal LAN and the access server
is using broadcasts to interact with the DHCP server. Refer to the chapters about configuring IP
addressing in the Cisco |10S IP Addressing Services Configuration Guide.
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Theip address-pool dhcp-proxy-client command initializes proxy-client statusto all interfaces defined
as asynchronous on the access server. To selectively disable proxy-client status on a single asynchronous
interface, use the no peer default ip address interface command.

Examples The following command specifies a DHCP server with the |P address of 172.24.13.81:

ip dhcp-server 172.24.13.81

Related Commands ~ Command Description
ip address-pool Enables an address pooling mechanism used to supply I P addresses to
dial-in asynchronous, synchronous, or ISDN point-to-point interfaces.
ip helper-address Forwards UDP broadcasts, including BOOTP, received on an interface.

peer default ip address Specifies an | P address, an address from a specific | P address pool, or an
address from the DHCP mechanism to be returned to a remote peer
connecting to thisinterface.

show cot dsp Displays information about the COT DSP configuration or current status.
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Ip dhcp-server query lease

To change the default global retransmission scheme for Dynamic Host Configuration Protocol (DHCP)
lease query packets, use the ip dhcp-server query lease command in global configuration mode. To
remove this retransmission scheme and return to the default behavior, use the no form of this command.

ip dhcp-server query lease {retries number | timeout seconds}

no ip dhcp-server query lease {retries number | timeout seconds}

Syntax Description

Defaults

Command Modes

retries number The number of times the DHCP lease is transmitted following a timeout for
an authoritative reply. Therangeis from 0 to 5. The default is 2 retries. A
value of 0 means no retransmission (a single failure).

timeout seconds The number of seconds to wait for areply to aquery. Therangeisfrom 1 to
60 seconds. The default is 5 seconds

retries number : 2
timeout seconds : 5

Global configuration

Command History

Usage Guidelines

Examples

Related Commands

Release Modification

12.3(14)T This command was introduced.

12.2(28)SB This command was integrated into Cisco 10S Release 12.2(28)SB.
12.2(33)SRC This command was integrated into Cisco 10S Release 12.2(33)SRC.

The DHCP Lease Query protocol is a lightweight mechanism to query a DHCP server for certain
information related to |P addresses leased from the DHCP server.

You can specify which DHCP servers to query by using the ip dhcp-server global configuration
command. You can specify up to 10 servers on the network. Use theip dhcp-server query lease global
configuration command to change the default global retransmission scheme for lease query packets.

In the following example, the time to wait for areply to alease query is set to 15 seconds:

ip dhcp-server query lease timeout 15

In the following example, the retry number is set to 0, which means that only asingle DHCP lease query
will be transmitted for each DHCP server; no retries will be attempted.

ip dhcp-server query lease retries 0
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Command Description
ip dhcp-server Specifies which DHCP server to use on your network.
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ip dhcp use

To control what information the Dynamic Host Configuration Protocol (DHCP) server accepts or rejects
during address allocation, use the ip dhcp use command in global configuration mode. To disable the
use of these parameters during address allocation, use the no form of this command.

ip dhep use{class [aaa] | vrf {connected | remote} }

no ip dhcp use{class[aaa] | vrf { connected | remote}}

Syntax Description

Command Default

Command Modes

class Specifies that the DHCP server use DHCP classes during address allocation.

aaa (Optional) Specifiesto use the authentication, authorization, and accounting
(AAA) server to get class name.

vrf Specifies whether the DHCP server ignores or uses the receiving VPN
routing and forwarding (VRF) interface during address allocation.

connected Specifies that the server should use the VRF information from the receiving
interface when servicing a directly connected client.

remote Specifies that the server should use the VRF information from the receiving

interface when servicing a request forwarded by arelay agent.

The DHCP server allocates addresses by default.

Global configuration (config)

Command History

Usage Guidelines

Release Modification

12.2(13)ZH This command was introduced.

12.3(HT This command was integrated into Cisco |0S Release 12.3(4)T.
12.2(28)SB This command was integrated into Cisco 10S Release 12.2(28)SB.
12.2(33)SRB This command was integrated into Cisco |0S Release 12.2(33)SRB.

Cisco 10S XE This command was integrated into Cisco 10S XE Release 3.1S and
Release 3.1S implemented on the Cisco ASR 1000 Series Aggregation Services Routers.

When the Cisco |0OS DHCP server code is allocating addresses, you can use the ip dhcp use command
to either enable or disable the use of VRF configured on the interface, or to configure DHCP classes. If
you use the no ip dhcp use class command, the DHCP class configuration is not del eted.

Examples The following example shows how to configure the DHCP server to use the relay agent information
option during address allocation:
Router (config)# ip dhcp use class
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The following example shows how to configure the DHCP server to disable the use of the VRF
information option during address allocation:

Router (config)# no ip dhcp use vrf connected

Related Commands ~ Command Description

ip dhcp class Defines a DHCP class and enters DHCP class configuration mode.
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Ip dhcp use subscriber-id client-id

Syntax Description

Command Default

Command Modes

To configure the Dynamic Host Configuration Protocol (DHCP) server to globally use the subscriber
identifier as the client identifier on all incoming DHCP messages, use the ip dhcp use subscriber-id
client-id command in global configuration mode. To disable this functionality, use the no form of this
command.

ip dhcp use subscriber-id client-id

no ip dhcp use subscriber-id client-id

This command has no arguments or keywords.

DHCP uses the client identifier option in the DHCP packet to identify clients.

Global configuration (config)

Command History

Usage Guidelines

Examples

Release Modification
12.2(46)SE This command was introduced.
12.2(33)SX14 This command was integrated into Cisco |0OS Release 12.2(33)SX 4.

A subscriber 1D value configured on a specific interface using the ip dhcp server use subscriber-id
client-id command takes precedence over this command.

In the following example, a subscriber 1D will be automatically generated based on the short name of
theinterface (port) specified by the addressclient-id command. The DHCP server will ignore any client
identifier fields in the DHCP messages and use this subscriber ID as the client identifier. The DHCP
client is preassigned |P address 10.1.1.7.

Router (config)# ip dhcp use subscriber-id client-id
Router (config)# ip dhcp subscriber-id interface-name
Router (config)# ip dhcp excluded-address 10.1.1.1 10.1.1.3
Router (config)# ip dhcp pool dhcppool
Router (dhcp-config) # network 10.1.1.0 255.255.255.0

(

Router (dhcp-config)# address 10.1.1.7 client-id ethernet 1/0 ascii

Related Commands

Command Description

ip dhcp server use Configures the DHCP server to use the subscriber identifier as the client
subscriber-id client id identifier on all incoming DHCP messages on an interface.
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Ip dhcp smart-relay

Syntax Description

Defaults

Command Modes

To allow the Cisco 10S Dynamic Host Configuration Protocol (DHCP) relay agent to switch the gateway
address (giaddr field of a DHCP packet) to secondary addresses when there isno DHCPOFFER message
from a DHCP server, use the ip dhcp smart-relay command in global configuration mode. To disable
this smart-relay functionality and restore the default behavior, use the no form of this command.

ip dhcp smart-relay

no ip dhcp smart-relay

This command has no arguments or keywords.

Disabled

Global configuration

Command History

Usage Guidelines

Examples

Release Modification

12.1 This command was introduced.

12.2(33)SRA This command was integrated into Cisco 10S Release 12.2(33)SRA.
12.2SX This command is supported in the Cisco | OS Release 12.2SX train. Support

in a specific 12.2SX release of this train depends on your feature set,
platform, and platform hardware.

The DHCP relay agent attemptsto forward the primary address as the gateway address three times. After
three attempts and no response, the relay agent automatically switches to secondary addresses.

The following example enables the DHCP relay agent to automatically switch to secondary address
pools:

ip dhcp smart-relay
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ip dhcp snooping

Syntax Description

Defaults

Command Modes

To globally enable DHCP snooping, use the ip dhcp snooping command in global configuration mode.
To disable DHCP snooping, use the no form of this command.

ip dhcp snooping
no ip dhcp snooping
This command has no arguments or keywords.

Disabled

Global configuration

Command History

Usage Guidelines

Examples

Release Modification
12.2(18)SXE Support for this command was introduced on the Supervisor Engine 720.
12.2(33)SRA This command was integrated into Cisco 10S Release 12.2(33)SRA.

Wireless clients, or mobile nodes, gain access to an untrusted wireless network only if thereisa
corresponding entry in the DHCP snooping database. Enable DHCP snooping globally by entering the
ip dhcp snooping command, and enable DHCP snooping on the tunnel interface by entering theip dhcp
snooping packets command. After you enable DHCP snooping, the process snoops DHCP packets to
and from the mobile nodes and populates the DHCP snooping database.

This example shows how to enable DHCP snooping:

Router (config) # ip dhcp snooping

This example shows how to disable DHCP snooping:

Router (config) # no ip dhcp snooping

Related Commands

Command Description
ip dhcp snooping Enables DHCP snooping on the tunnel interface.
packets

show ip dhcp snooping Displays the DHCP snooping configuration.

show ip dhcp snooping Displays the DHCP snooping binding entries.
binding

show ip dhcp snooping Displays the status of the DHCP snooping database agent.
database
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Ip dhcp snooping binding

To set up and generate a DHCP binding configuration to restore bindings across reboots, use theip dhcp
snooping binding command in privileged EXEC mode. To disable the binding configuration, use the no
form of this command.

ip dhcp snooping binding mac-address vlan vlan ip-addressinter face type number expiry seconds

no ip dhcp snooping binding mac-address vlan vlan ip-address inter face type number

Syntax Description mac-address MAC address.
vlan vlan Specifies avalid VLAN number; valid values are from 1 to 4094.
ip-address IP address.
interface type Specifiestheinterfacetype; possiblevalid valuesare ether net, fastethernet,
gigabitethernet, tengigabitether net.
number Module and port number.
expiry seconds Specifiesthe interval after which binding is no longer valid; valid values are

from 1 to 4294967295 seconds.

Defaults This command has no default settings.

Command Modes Privileged EXEC

Command History Release Modification
12.2(18)SXE Support for this command was introduced on the Supervisor Engine 720.
12.2(33)SRA This command was integrated into Cisco 10S Release 12.2(33)SRA.

Usage Guidelines When you add or remove a binding using this command, the binding database is marked as changed and
awriteisinitiated.

Examples This example shows how to generate a DHCP binding configuration on interface gigabitethernet1/1 in
VLAN 1 with an expiration time of 1000 seconds:

Router# ip dhcp snooping binding 0001.1234.1234 vlan 1 172.20.50.5 interface gil/l expiry
1000
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Related Commands ~ Command Description
show ip dhcp snooping Displays the DHCP snooping configuration.
show ip dhcp snooping Displays the DHCP snooping binding entries.
binding
show ip dhcp snooping Displays the status of the DHCP snooping database agent.
database
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Ip dhcp snooping database

To configure the Dynamic Host Configuration Protocol (DHCP)-snooping database, use the ip dhcp
snooping database command in global configuration mode. To disable the DHCP-snooping database,
use the no form of this command.

ip dhcp snooping database { bootflash:url | ftp:url [ rep:url | scp:url | sup-bootflash: | tftp:url |
timeout seconds | write-delay seconds}

no ip dhcp snooping database {timeout seconds | write-delay seconds}

Syntax Description

Defaults

Command Modes

bootflash:url Specifies the database URL for storing entries using the bootflash.

ftp:url Specifies the database URL for storing entries using FTP.

rcp:url Specifies the database URL for storing entries using remote copy (rcp).
scp:url Specifies the database URL for storing entries using Secure Copy (SCP).
sup-bootflash: Specifies the database URL for storing entries using the supervisor bootflash.
tftp:url Specifies the database URL for storing entries using TFTP.

timeout seconds Specifies the abort timeout interval; valid values are from 0 to 86400 seconds.
write-delay Specifies the amount of time before writing the DHCP-snooping entries to an
seconds external server after a changeis seen in the local DHCP-snooping database;

valid values are from 15 to 86400 seconds.

The DHCP-snooping database is not configured.

Global configuration

Command History

Usage Guidelines

Examples

Release Modification

12.2(18)SXE This command was introduced on the Supervisor Engine 720.
12.2(18)SXF5  The sup-bootflash: keyword was added.

12.2(33)SRA This command was integrated into Cisco 10S Release 12.2(33)SRA.

You must enable DHCP snooping on the interface before entering this command. Use the ip dhcp
snooping command to enable DHCP snooping.

This example shows how to specify the database URL using TFTP:

Router (config)# ip dhcp snooping database tftp://10.90.90.90/snooping-rp2

This example shows how to specify the amount of time before writing DHCP snooping entries to an
external server:

Router (config)# ip dhcp snooping database write-delay 15

Cisco 10S IP Addressing Services Command Reference
IAD-200 December 2010 |



ip dhcp snooping database

Related Commands ~ Command Description
ip dhcp snooping Enables DHCP snooping.
show ip dhcp snooping Displays the DHCP snooping configuration.
show ip dhcp snooping Displays the DHCP snooping binding entries.
binding
show ip dhcp snooping Displays the status of the DHCP snooping database agent.
database
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Ip dhcp snooping information option

To enable Dynamic Host Configuration Protocol (DHCP) option 82 data insertion, use the ip dhcp
snooping information option command in global configuration mode. To disable DHCP option 82 data
insertion, use the no form of this command.

ip dhcp snooping information option [allow-untrusted]

no ip dhcp snooping information option

Syntax Description

Defaults

Command Modes

allow-untrusted (Optional) Enables the switch to accept incoming DHCP snooping packets
with option 82 information from the edge switch.

DHCP option 82 datainsertion is enabled by default. Accepting incoming DHCP snooping packets with
option 82 information from the edge switch is disabled by default.

Global configuration

Command History

Usage Guidelines

Release Modification

12.2(18)SXE This command was introduced on the Supervisor Engine 720.
12.2(18)SXF2  The allow-untrusted keyword was added.

12.2(33)SRA This command was integrated into Cisco 10S Release 12.2(33)SRA.

DHCP option 82 ispart of RFC 3046. DHCP isan application-layer protocol that isused for the dynamic
configuration of TCP/IP networks. The protocol allows for arelay agent to pass DHCP messages
between the DHCP clients and DHCP servers. By using arelay agent, servers need not be on the same
network as the clients. Option 82 (82 is the option’s code) addresses the security and scalability issues.
Option 82 resides in the relay agent when DHCP packets that originate from the forwarding client are
sent to the server. Serversthat recognize Option 82 may use the information to implement the | P address
or other parameter assignment policies. The DHCP server echoes the option back to the relay agent in
itsreplies. The relay agent strips out the option from the relay agent before forwarding the reply to the
client.

When you enter the ip dhcp snooping infor mation option allow-untrusted on an aggregation switch
that is connected to an edge switch through an untrusted interface, the aggregation switch accepts
packets with option 82 information from the edge switch. The aggregation switch learns the bindingsfor
hosts connected through an untrusted switch interface. You can enable the DHCP security features, such
as dynamic Address Resol ution Protocol (ARP) inspection or | P source guard, on the aggregation switch
whilethe switch receives packets with option 82 information on untrusted i nput interfaces to which hosts
are connected. You must configure the port on the edge switch that connects to the aggregation switch
as atrusted interface.
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ip dhcp snooping information option

Caution

Examples

Do not enter the ip dhcp snooping infor mation option allow-untrusted command on an aggregation
switch that is connected to an untrusted device. If you enter this command, an untrusted device might
spoof the option 82 information.

This example shows how to enable DHCP option 82 data insertion:

ip dhcp snooping information option

This example shows how to disable DHCP option 82 data insertion:

no ip dhcp snooping information option

This example shows how to enable the switch to accept incoming DHCP snooping packets with
option 82 information from the edge switch:

ip dhcp snooping information option allow-trusted

Related Commands

Command Description

show ip dhcp snooping Displays the DHCP snooping configuration.

show ip dhcp snooping Displays the DHCP snooping binding entries.
binding

show ip dhcp snooping Displays the status of the DHCP snooping database agent.
database
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Ip dhcp snooping limit rate

To configure the number of the DHCP messages that an interface can receive per second, usetheip dhcp
snooping limit rate command in interface configuration mode. To disable the DHCP message rate
limiting, use the no form of this command.

ip dhcp snooping limit rate rate

no ip dhcp snooping limit rate

Syntax Description

Defaults

Command Modes

rate Number of DHCP messages that a switch can receive per second; valid values are from
1 to 4294967294 seconds.

Disabled

Interface configuration

Command History

Usage Guidelines

Examples

Release Modification
12.2(18)SXE Support for this command was introduced on the Supervisor Engine 720.
12.2(33)SRA This command was integrated into Cisco 10S Release 12.2(33)SRA.

This command is supported on Layer 2 switch-port and port-channel interfaces only.

Typically, the rate limit applies to the untrusted interfaces. If you want to set up rate limiting for the
trusted interfaces, note that the trusted interfaces aggregate all DHCP traffic in the switch, and you will
need to adjust the rate limit of the interfaces to a higher value.

This example shows how to specify the number of DHCP messages that a switch can receive per second:

Router (config-if)# ip dhcp snooping limit rate 150

This example shows how to disable the DHCP message rate limiting:

Router (config-if)# no ip dhcp snooping limit rate

Related Commands

Command Description

show ip dhcp snooping Displays the DHCP snooping configuration.

show ip dhcp snooping Displays the DHCP snooping binding entries.
binding

show ip dhcp snooping Displays the status of the DHCP snooping database agent.
database
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Ip dhcp snooping packets

Syntax Description

Defaults

Command Modes

To enable DHCP snooping on the tunnel interface, use the ip dhcp snooping packets command in
interface configuration mode. To disable DHCP snooping, use the no form of this command.

ip dhcp snooping packets

no ip dhcp snooping packets

This command has no arguments or keywords.

Disabled

Interface configuration

Command History

Usage Guidelines

Examples

Release Modification
12.2(18)SXE Support for this command was introduced on the Supervisor Engine 720.
12.2(33)SRA This command was integrated into Cisco 10S Release 12.2(33)SRA.

This command is supported on Layer 2 switch-port and port-channel interfaces only.
This command is supported on Cisco 7600 series routers that are configured with aWLSM only.

Wireless clients, or mobile nodes, gain access to an untrusted wireless network only if thereisa
corresponding entry in the DHCP snooping database. Enable DHCP snooping globally by entering the
ip dhcp snooping command, and enable DHCP snooping on the tunnel interface by entering theip dhcp
snooping packets command. After you enable DHCP snooping, the process snoops DHCP packets to
and from the mobile nodes and popul ates the DHCP snooping database.

This example shows how to enable DHCP snooping:

Router (config-if)# ip dhcp snooping packets

This example shows how to disable DHCP snooping:

Router (config-if)# no ip dhcp snooping packets

Related Commands

Command Description
ip dhcp snooping Enables DHCP snooping.

show ip dhcp snooping Displays the DHCP snooping configuration.
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Command Description

show ip dhcp snooping Displays the DHCP snooping binding entries.

binding

show ip dhcp snooping Displays the status of the DHCP snooping database agent.
database
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Ip dhcp snooping verify mac-address

To verify that the source MAC addressin aDHCP packet matchesthe client hardware address on an untrusted
port, use the ip dhcp snooping verify mac-address command in global configuration mode. To disable
verification, use the no form of this command.

ip dhcp snooping verify mac-address

no ip dhcp snooping verify mac-address

Syntax Description ~ This command has no arguments or keywords.

Defaults Enabled
Command Modes Global configuration
Command History Release Modification

12.2(18)SXE Support for this command was introduced on the Supervisor Engine 720.
12.2(33)SRA This command was integrated into Cisco 10S Release 12.2(33)SRA.

Usage Guidelines For untrusted DHCP snooping ports, DHCP snooping verifies the MAC address on the client hardware
addressfield to ensurethat aclient is requesting multiple addresses from asingle MAC address. You can
usetheip dhcp snooping verify mac-address command to trust the ports or you can use the noip dhcp
snooping verify mac-address command to |leave the ports untrusted by disabling the MAC address
verification on the client hardware address field.

Examples This example shows how to verify that the source MAC address in a DHCP packet matches the client
hardware address on an untrusted port:

Router (config)# ip dhcp snooping verify mac-address

This example shows how to turn off the verification of the MAC address on the client hardware address
field:

Router (config)# no ip dhcp snooping verify mac-address

Related Commands ~ Command Description
show ip dhcp snooping Displays the DHCP snooping configuration.
show ip dhcp snooping Displays the DHCP snooping binding entries.
binding
show ip dhcp snooping Displays the status of the DHCP snooping database agent.
database
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Ip dhcp snooping vlan

To enable DHCP snooping on a VLAN or agroup of VLANS, use theip dhcp snooping vian command
in global configuration mode. To disable DHCP snooping on a VLAN or agroup of VLANS, use the no
form of this command.

ip dhcp snooping vian { number | vian-list}

no ip dhcp snooping vlian { number | vian-list}

Syntax Description number | VLAN number or agroup of VLANS; valid values arefrom 1 to 4094. Seethe“Usage
vlan-list Guidelines” section for additional information.

Defaults Disabled

Command Modes Global configuration

Command History Release Modification

12.2(18)SXE Support for this command was introduced on the Supervisor Engine 720.
12.2(33)SRA This command was integrated into Cisco 10S Release 12.2(33)SRA.

Usage Guidelines DHCP snooping is enabled on a VLAN only if both the global snooping and the VLAN snooping are
enabled.

Enter the range of VLANS using this format: 1,3-5,7,9-11.

Examples This example shows how to enable DHCP snooping on a VLAN:

Router (config)# ip dhcp snooping vlan 10

This example shows how to disable DHCP snooping on a VLAN:

Router (config)# no ip dhcp snooping vlan 10

This example shows how to enable DHCP snooping on a group of VLANS:

Router (config)# ip dhcp snooping vlan 10,4-8,55

This example shows how to disable DHCP snooping on a group of VLANS:

Router (config)# no ip dhcp snooping vlan 10,4-8,55
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Related Commands ~ Command Description
show ip dhcp snooping Displays the DHCP snooping configuration.
show ip dhcp snooping Displays the DHCP snooping binding entries.
binding
show ip dhcp snooping Displays the status of the DHCP snooping database agent.
database
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Ip dhcp subscriber-id interface-name

To automatically generate a subscriber identifier (ID) value based on the short name of theinterface, use
the ip dhcp subscriber-id inter face-name command in global configuration mode. To disable this
functionality, use the no form of this command.

ip dhcp subscriber-id interface-name

no ip dhcp subscriber-id interface-name

Syntax Description ~ This command has no arguments or keywords.

Command Default A subscriber ID is not automatically generated.

Command Modes Global configuration (config)
Command History Release Modification
12.2(46)SE This command was introduced.
12.2(33)SX14 This command was integrated into Cisco |0S Release 12.2(33)SX14.

Usage Guidelines A subscriber ID configured on a specific interface using the ip dhcp server use subscriber-id client-id
command takes precedence over the global configuration.

Examples In the following example, a subscriber 1D will be automatically generated based on the short name of
theinterface (port) specified by the addressclient-id command. The DHCP server will ignore any client
identifier fields in the DHCP messages and use this subscriber ID as the client identifier. The DHCP
client is preassigned |P address 10.1.1.7.

Router (config)# ip dhcp use subscriber-id client-id

Router (config)# ip dhcp subscriber-id interface-name

Router (config)# ip dhcp excluded-address 10.1.1.1 10.1.1.3

Router (config)# ip dhcp pool dhcppool

Router (dhcp-config) # network 10.1.1.0 255.255.255.0

Router (dhcp-config)# address 10.1.1.7 client-id ethernet 1/0 ascii

Related Commands ~ Command Description

ip dhcp server use Configures the DHCP server to use the subscriber identifier as the client
subscriber-id client-id identifier on all incoming DHCP messages on an interface.
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ip dhcp use

To control what information the Dynamic Host Configuration Protocol (DHCP) server accepts or rejects
during address allocation, use the ip dhcp use command in global configuration mode. To disable the
use of these parameters during address allocation, use the no form of this command.

ip dhcp use{class| vrf {connected | remote}}

no ip dhcp use{class | vrf {connected | remote}}

Syntax Description

Command Default

Command Modes

class Specifies that the DHCP server use DHCP classes during address allocation.

vrf Specifies whether the DHCP server ignores or usesthe receiving VRF (VPN
Routing and Forwarding) interface during address allocation.

connected Specifies that the server should use the VRF information from the receiving
interface when servicing a directly connected client.

remote Specifies that the server should use the VRF information from the receiving

interface when servicing a request forwarded by arelay agent.

The DHCP server allocates addresses by default.

Global configuration (config)

Command History

Usage Guidelines

Examples

Release Modification

12.2(13)zZH This command was introduced.

12.3(H)T This command was integrated into Cisco 10S Release 12.3(4)T.
12.2(28)SB This command was integrated into Cisco 10S Release 12.2(28)SB.
12.2(33)SRB This command was integrated into Cisco 10S Release 12.2(33)SRB.

When the Cisco |0S DHCP server code is allocating addresses, you can use the ip dhcp use command
to either enable or disable the use of VRF configured on the interface, or to configure DHCP classes. If
you use the no ip dhcp use class command, the DHCP class configuration is not del eted.

The following example shows the DHCP server configured to use the relay agent information option
during address allocation:

Router (config)# ip dhcp use class

The following example shows the DHCP server configured to disable the use of the VRF information
option during address allocation:

Router (config)# no ip dhcp use vrf connected
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Related Commands ~ Command Description
ip dhcp class Defines a DHCP class and enters DHCP class configuration mode.
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Ip dhcp use subscriber-id client-id

Syntax Description

Command Default

Command Modes

To configure the Dynamic Host Configuration Protocol (DHCP) server to globally use the subscriber
identifier as the client identifier on all incoming DHCP messages, use the ip dhcp use subscriber-id
client-id command in global configuration mode. To disable this functionality, use the no form of this
command.

ip dhcp use subscriber-id client-id

no ip dhcp use subscriber-id client-id

This command has no arguments or keywords.

DHCP uses the client identifier option in the DHCP packet to identify clients.

Global configuration (config)

Command History

Usage Guidelines

Examples

Release Modification
12.2(46)SE This command was introduced.
12.2(33)SX14 This command was integrated into Cisco |0OS Release 12.2(33)SX 4.

A subscriber 1D value configured on a specific interface using the ip dhcp server use subscriber-id
client-id command takes precedence over this command.

In the following example, a subscriber 1D will be automatically generated based on the short name of
theinterface (port) specified by the addressclient-id command. The DHCP server will ignore any client
identifier fields in the DHCP messages and use this subscriber ID as the client identifier. The DHCP
client is preassigned |P address 10.1.1.7.

Router (config)# ip dhcp use subscriber-id client-id
Router (config)# ip dhcp subscriber-id interface-name
Router (config)# ip dhcp excluded-address 10.1.1.1 10.1.1.3
Router (config)# ip dhcp pool dhcppool
Router (dhcp-config) # network 10.1.1.0 255.255.255.0

(

Router (dhcp-config)# address 10.1.1.7 client-id ethernet 1/0 ascii

Related Commands

Command Description

ip dhcp server use Configures the DHCP server to use the subscriber identifier as the client
subscriber-id client id identifier on all incoming DHCP messages on an interface.
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lease

To configure the duration of the lease for an IP address that is assigned from a Cisco |OS Dynamic Host
Configuration Protocol (DHCP) server to a DHCP client, use the lease command in DHCP pool
configuration mode. To restore the default value, use the no form of this command.

lease { days [hours [minutes]] | infinite}

no lease
Syntax Description days Specifies the duration of the lease in numbers of days.
hours (Optional) Specifies the number of hoursin the lease. A days value must be
supplied before you can configure an hours value.
minutes (Optional) Specifies the number of minutesin the lease. A days value and an
hours value must be supplied before you can configure a minutes value.
infinite Specifies that the duration of the lease is unlimited.
Defaults 1 day

Command Modes

DHCP pool configuration

Command History

Examples

Release Modification

12.0()T This command was introduced.

12.2(33)SRA This command was integrated into Cisco 10S Release 12.2(33)SRA.
12.2SX This command is supported in the Cisco | OS Release 12.2SX train. Support

in a specific 12.2SX release of this train depends on your feature set,
platform, and platform hardware.

The following example shows a 1-day |ease:

lease 1

The following example shows a 1-hour |ease:

lease 0 1

The following example shows a 1-minute lease:

lease 0 0 1

The following example shows an infinite (unlimited) lease:

lease infinite
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Related Commands ~ Command Description

ip dhcp pool Configures a DHCP address pool on a Cisco |OS DHCP server and enters
DHCP pool configuration mode.
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netbios-name-server

To configure NetBIOS Windows Internet Naming Service (WINS) name servers that are available to
Microsoft Dynamic Host Configuration Protocol (DHCP) clients, use the netbios-name-ser ver
command in DHCP pool configuration mode. To remove the NetBlIOS name server list, use the no form
of this command.

netbios-name-server address [address2...address8]

no netbios-name-server

Syntax Description address Specifiesthe | P address of the NetBIOS WINS name server. One | P address
isrequired, although you can specify up to eight addresses in one command
line.

address?...address8 (Optional) Specifies up to eight addresses in the command line.

Command Modes DHCP pool configuration

Command History Release Modification
12.0()T This command was introduced.
12.2(33)SRA This command was integrated into Cisco 10S Release 12.2(33)SRA.
12.2SX This command is supported in the Cisco |OS Release 12.2SX train. Support

in a specific 12.2SX release of this train depends on your feature set,
platform, and platform hardware.

Usage Guidelines One IP addressisrequired, although you can specify up to eight addressesin one command line. Servers
are listed in order of preference (addressl is the most preferred server, address2 is the next most
preferred server, and so on).

Examples The following example specifies the | P address of a NetBIOS name server available to the client:

netbios-name-server 10.12.1.90

Related Commands ~ Command Description
dns-server Specifies the DNS IP servers available to a DHCP client.
domain-name Specifies the domain name for a DHCP client.
(DHCP)
ip dhcp pool Configures a DHCP address pool on a Cisco |OS DHCP Server and enters
DHCP pool configuration mode.
netbios-node-type Configures the NetB1OS node type for Microsoft DHCP clients.
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netbios-node-type

To configure the NetBIOS node type for Microsoft Dynamic Host Configuration Protocol (DHCP)
clients, use the netbios-node-type command in DHCP pool configuration mode. To remove the
NetBlOS node type, use the no form of this command.

netbios-node-type type

no netbios-node-type

Syntax Description type Specifies the NetBIOS node type. Valid types are:
» b-node—Broadcast
e p-node—Peer-to-peer
e« m-node—Mixed

e h-node—Hybrid (recommended)

Command Modes DHCP pool configuration

Command History Release Modification
12.0(H)T This command was introduced.
12.2(33)SRA This command was integrated into Cisco |0S Release 12.2(33)SRA.
12.2SX This command is supported in the Cisco | OS Release 12.2SX train. Support

in a specific 12.2SX release of this train depends on your feature set,
platform, and platform hardware.

Usage Guidelines The recommended type is h-node (hybrid).

Examples The following example specifies the client's NetBIOS type as hybrid:

netbios node-type h-node

Related Commands ~ Command Description

ip dhcp pool Configures a DHCP address pool on a Cisco |0S DHCP Server and enters
DHCP pool configuration mode.

netbios name-server  Configures NetBIOS WINS name servers that are available to Microsoft
DHCP clients.
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network (DHCP)

To configure the network number and mask for a Dynamic Host Configuration Protocol (DHCP) address
pool primary or secondary subnet on a Cisco |OS DHCP server, use the network command in DHCP
pool configuration mode. To remove the subnet number and mask, use the no form of this command.

networ k network-number [mask [secondary] | /prefix-length [secondary]

no network network-number [mask [secondary] | /prefix-length [secondary]

Syntax Description

Defaults

Command Modes

networ k-number The IP address of the primary DHCP address pool.

mask (Optional) The bit combination that renders which portion of the address of
the DHCP address pool refersto the network or subnet and which part refers
to the host.

/prefix-length (Optional) The number of bitsthat comprise the address prefix. The prefix is

an alternative way of specifying the network mask of the client. The prefix
length must be preceded by a forward slash (/).

secondary (Optional) The network address specifies a secondary subnet in the DHCP
address pool, and the router enters DHCP pool secondary subnet
configuration mode.

Note  To configure a secondary subnet, you must also specify the mask
argument or the prefix-length argument.

This command is disabled by default.

DHCP pool configuration (dhcp-config)

Command History

Usage Guidelines

Release Modification

12.0(H)T This command was introduced.

12.2(33)SRA This command was integrated into Cisco 10S Release 12.2(33)SRA.
12.2(33)SRB This command was modified. The secondary keyword was added.

12.2SX This command is supported in the Cisco |OS Release 12.2SX train. Support

in a specific 12.2SX release of this train depends on your feature set,
platform, and platform hardware.

Cisco |OS XE This command was integrated into Cisco |0S XE Release 3.1S and
Release 3.1S implemented on the Cisco ASR 1000 Series Aggregation Services Routers.
15.0(1)S This command was integrated into Cisco 10S Release 15.0(1)S.

This command is valid for DHCP subnetwork address pools only.
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The DHCP server assumes that all host addresses are available. The system administrator can exclude
subsets of the address space by using the ip dhcp excluded-address global configuration command.
However, the ip dhcp excluded-address command cannot be used to exclude addresses from virtual
routing and forwarding (V RF)-associated pools.

You cannot configure manual bindings within the same pool that is configured with the networ k
command.

If adefault router list is configured for the pool or subnet from which the address was allocated, the
DHCP server selects an | P address from that default router list and provides it to the client. The DHCP
client uses that router as the first hop for forwarding messages.

Removing a secondary subnet also removes the default router list for that subnet. Removing the primary
subnet removes only the primary subnet definition but not the network-wide default router list.

To display the DHCP address pool information configured by the networ k command, use the show ip
dhcp pool command.

Examples The following example shows how to configure 172.16.0.0/12 as the subnetwork number and mask of
the DHCP pool named pool 1. The IP addresses in pool1 range from 172.16.0.0 to 172.31.255.255.

Router (config)# ip dhcp pool pooll
Router (dhcp-config) # network 172.16.0.0 255.240.0.0

The following example shows how to configure 192.0.2.0/24 as the subnetwork number and mask of the
DHCP pool hamed pool 2 and then add the DHCP pool secondary subnet specified by the subnet number
and mask 192.0.4.0/30. The | P addresses in pool2 consist of two unconnected subnets: the addresses
from 192.0.2.1 to 192.0.2.254 and the addresses from 192.0.4.1 to 192.0.4.2.

Router (config)# ip dhcp pool pool2

Router (dhcp-config) # network 192.0.2.0 255.255.255.0
Router (dhcp-config) # network 192.0.4.0 255.255.255.252 secondary

Related Commands ~ Command Description

default-router Specifies the | P address of the default router for a DHCP client.

host Specifies the | P address and network mask for a manual binding to a DHCP
client.

ip dhep Specifies | P addresses that a Cisco |0S DHCP server should not assign to

excluded-address DHCP clients.

ip dhcp pool Configures a DHCP address pool on a Cisco 10S DHCP server and enters
DHCP pool configuration mode.

override Configures a subnet-specific default router list for the DHCP pool secondary

default-router subnet.

show ip dhcp pool Displays information about the DHCP address pools.
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next-server

To configure the next server in the boot process of a Dynamic Host Configuration Protocol (DHCP)
client, use the next-server command in DHCP pool configuration mode. To remove the boot server list,
use the no form of this command.

next-server address [address2...address8]

no next-server address

Syntax Description address Specifies the | P address of the next server in the boot process, which is
typically a Trivial File Transfer Protocol (TFTP) server. One IP address is
required, but up to eight addresses can be specified in one command line.

address?2...address8  (Optional) Specifies up to seven additional addresses in the command line.

Defaults If the next-server command is not used to configure a boot server list, the DHCP server uses inbound
interface helper addresses as boot servers.

Command Modes DHCP pool configuration

Command History Release Modification
12.0(H)T This command was introduced.
12.2(33)SRA This command was integrated into Cisco 10S Release 12.2(33)SRA.
12.2SX This command is supported in the Cisco |OS Release 12.2SX train. Support in

a specific 12.2SX release of this train depends on your feature set, platform,
and platform hardware.

Usage Guidelines You can specify up to eight serversin the list. Servers are listed in order of preference (addressl is the
most preferred server, address2 is the next most preferred server, and so on).

Examples The following example specifies 10.12.1.99 as the | P address of the next server in the boot process:

next-server 10.12.1.99

Related Commands ~ Command Description
accounting (DHCP) Specifies the name of the default boot image for a DHCP client.
ip dhcp pool Configures a DHCP address pool on a Cisco |OS DHCP server and enters
DHCP pool configuration mode.
ip helper-address Forwards UDP broadcasts, including BOOTDP, received on an interface.
option Configures Cisco |0S DHCP server options.
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option I

To configure Dynamic Host Configuration Protocol (DHCP) server options, use the option command in
DHCP pool configuration mode. To remove the options, use the no form of this command.

option code [instance number] {ascii string | hex {string | none} | ip address}

no option code [instance number]

Syntax Description

Defaults

Command Modes

code

Specifies the DHCP option code. The range is from 0 to 254.

instance number

(Optional) Specifiesan instance number. Therangeisfrom 0to 255. The default
isO.

ascii string Specifies a network virtual terminal (NVT) ASCII character string. ASCI|
character strings that contain white space must be delimited by quotation marks.

hex Specifies dotted hexadecimal data.

string Hexadecimal value. Each byte in hexadecimal character stringsis two
hexadecimal digits—each byte can be separated by a period, colon, or white
space.

none Specifies the zero length hexadecimal string.

ip address Specifies the hostname or an | P address. More than one hostname or | P address

can be specified with one CLI.

The default instance number is O.

DHCP pool configuration (dhcp-config)

Command History

Usage Guidelines

Release Modification

12.0(0)T This command was introduced.

12.2(33)SRA This command was integrated into Cisco |0S Release 12.2(33)SRA.

12.2SX This command was supported in the Cisco 10S Release 12.2SX train.
Support in aspecific 12.2SX release of thistrain depends on your feature set,
platform, and platform hardware.

12.424)T This command was modified. The none keyword was added.

DHCP provides a framework for passing configuration information to hosts on a TCP/IP network.
Configuration parameters and other control information are carried in tagged data items that are stored
in the optionsfield of the DHCP message. The dataitemsthemselves are also called options. The current
set of DHCP options are documented in RFC 2131, Dynamic Host Configuration Protocol.
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Examples The following exampl e configures DHCP option 19, which specifies whether the client should configure
its IP layer for packet forwarding. A value of 0 means disable | P forwarding; a value of 1 means enable
IP forwarding. |P forwarding is enabled in the following example:

Router (config)# ip dhcp pool red
Router (dhcp-config) # option 19 hex 01

The following example configures DHCP option 72, which specifies the World Wide Web servers for
DHCP clients. World Wide Web servers 172.16.3.252 and 172.16.3.253 are configured in the following
example:

Router (config)# ip dhcp pool red
Router (dhcp-config) # option 72 ip 172.16.3.252 172.16.3.253

Related Commands ~ Command Description

ip dhcp pool Configuresa DHCP address pool on aCisco |0S DHCP server and entersthe
DHCP pool configuration mode.
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optionhex M

To enable the Cisco 10S relay agent to make forwarding decisions based on DHCP options inserted in
the client-generated DHCP message, use the option hex command in DHCP class configuration mode.
To disable this functionality, use the no form of this command.

option code hex hex-pattern [*] [bit bit-mask-pattern]

no option code hex hex-pattern [*] [mask bit-mask-pattern]

Syntax Description

Command Default

Command Modes

code Specifies the DHCP option code. Valid values are 60, 77, 124, and 125. All
other values will be rejected with the appropriate error message.
hex-pattern String of hexadecimal values. This string creates a pattern that is matched

against the named DHCP class. The hex-pattern argument represents the
data portion of the DHCP option format. See “Usage Guidelines” below for
more information.

* (Optional) Wildcard character.

mask bit-mask-pattern  (Optional) String of hexadecimal values. Specifiesthe bit mask to be applied
to the hex-pattern argument.

This command is disabled by default.

DHCP class configuration

Command History

Usage Guidelines

Release Modification
12.4(11)T This command was introduced.

The option hex command enhances DHCP class support to allow the relay agent to relay
client-generated messages to different DHCP servers based on the content of the following four options:

» Option 60: vendor class identifier

» Option 77: user class

» Option 124: vendor-identifying vendor class

- Option 125: vendor-identifying vendor-specific information
Each option identifies the type of client sending the DHCP message.

Table 9 describes the CLI variations possible for the hex hex-pattern keyword and argument
combination.
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Table 9 option hex CLI Variations

Hex string format

variations CLI example Description

Full option valueasraw |option 60 hex 010203 This option has 3 bytes of datawith
hex 0x010203 hex as the content.

Bit-masked hex string |option 60 hex 010203 mask 0000FF |Thisoption isthe same as above
except that only the first 2 bytes of
data should be 0x0102.
Wild-carded hex string |option 60 hex 010203* This option should have at least 3

bytes, with the first 3 bytes matching
the specified hex pattern.

You must know the hexadecimal value of each byte location in the options to be able to configure the

option hex command. The format may vary from product to product. Contact the relay agent vendor for
this information.

Examples In the following example, client-generated DHCP messages containing option 60 and belonging to class
VOIP will be forwarded to the DHCP server located at 10.30.5.1:
!
ip dhcp class VOIP

option 60 hex 010203
|
! The following is the relay pool
ip dhcp pool red
relay source 10.2.2.0 255.255.255.0
class VOIP
relay target 10.30.5.1

Related Commands =~ Command Description

ip dhep class Defines a DHCP class and enters DHCP class configuration mode.
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To configure an address pool as an on-demand address pool (ODAP) or static mapping pool, use the
origin command in DHCP pool configuration mode. To disable the ODAP, use the no form of this
command.

origin {dhcp | aaa | ipcp | fileurl} [subnet sizeinitial size [autogrow size]]

no origin {dhcp | aaa | ipcp | fileurl} [subnet sizeinitial size [autogrow size]]

Syntax Description

Defaults

Command Modes

dhcp Specifies the Dynamic Host Configuration Protocol (DHCP) as the subnet
allocation protocol.

aaa Specifies authentication, authorization, and accounting (AAA) as the
subnet allocation protocol.

ipcp Specifies the IP Control Protocol (IPCP) as the subnet allocation protocol.

fileurl Specifiesthe external database filethat containsthe static bindings assigned
by the DHCP server. The url argument specifies the location of the external
database file.

subnet sizeinitial size (Optional) Specifies theinitial size of the first requested subnet. You can
enter size as either the subnet mask (nnnn.nnnn.nnnn.nnnn) or prefix size
(/nn). The valid values are /0 and /4 to /30.

autogrow size (Optional) Specifies that the pool can grow incrementally. The size
argument is the size of the requested subnets when the pool requests
additional subnets (upon detection of high utilization). You can enter size as
either the subnet mask (nnnn.nnnn.nnnn.nnnn) or prefix size (/nn). The
valid values are /0 and /4 to /30.

The default size value is /0.

DHCP pool configuration

Command History

Usage Guidelines

Release Modification

12.2(8)T This command was introduced.

12.3(11)T The file keyword was added.

12.2(28)SB This command was integrated into Cisco 10S Release 12.2(28)SB.
12.2(33)SRC This command was integrated into Cisco 10S Release 12.2(33)SRC.

If you do not configure the pool as an autogrow pool, the pool will not request additional subnetsif one
subnet is aready in the pool.

Use the dhcp keyword to obtain subnets from DHCP, the aaa keyword to obtain subnets from the AAA
server, and the ipcp keyword to obtain subnets from IPCP negotiation. If you expect that the utilization
of the pool may grow over time, use the autogrow size option.
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If apool has been configured with the autogrow size option, ensure that the source server is capabl e of
providing more than one subnet to the same pool. Even though the Cisco |0S software specifies the
requested subnet size, it can accept any offered subnet size from the source server.

Examples The following example shows how to configure an address pool named green to use DHCP as the subnet
allocation protocol with an initial subnet size of 24 and an autogrow subnet size of 24:

ip dhcp pool pooll
vrf pooll
origin dhcp subnet size initial /24 autogrow /24
utilization mark high 80
utilization mark low 20

The following example shows how to configure the location of the external text file:

ip dhcp pool abcpool
origin file tftp://10.1.0.1/staticbindingfile

Related Commands ~ Command Description
show ip dhcp pool Displays information about the DHCP address pools.
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override default-router

To define a default router list for the DHCP pool secondary subnet, use the override default-router
command in DHCP pool secondary subnet configuration mode. To remove the default router list for this
secondary subnet, use the no form of this command.

override default-router address [address?2 ... address8]

no override default-router

Syntax Description

Command Default

Command Modes

address I P address of the default router for the DHCP pool secondary subnet,
preferably on the same subnet as the DHCP pool secondary client subnet.

address? ... address8 (Optional) I P addresses of up to seven additional default routers, delimited
by a single space.

Note  The ellipses in the syntax description are used to indicate a range
of values. Do not use ellipses when entering | P addresses.

No default router list is defined for the DHCP pool secondary subnet.

DHCP pool secondary subnet configuration

Command History

Usage Guidelines

Release Modification
12.2(33)SRB This command was introduced.
12.4(15)T This command was integrated into Cisco 10S Release 12.4(15)T.

When an | P addressis assigned to the DHCP client from a secondary subnet for which no subnet-specific
default router list is defined, the default router list (configured by using the default-router command in
DHCP pool configuration mode) will be used.

The IP address of every router in the list should be on the same subnet as the client subnet. You can
specify up to eight routers in the list. Routers are listed in order of preference (address is the most
preferred router, address2 is the next most preferred router, and so on).

To display the default router lists, use the show running-config command. If default router lists are
configured for a DHCP pool, the commands used to configure those lists are displayed following theip
dhcp pool command that configures the DHCP pool.

Examples The following example configures 10.1.1.1/29 as the subnetwork number and mask of the DHCP pool
named pool 1, adds the DHCP pool secondary subnet specified by the subnet number and mask
10.1.1.17/29, then configures a subnet-specific default router list for that subnet:

Router (config)# dhcp pool pooll
Router (config-dhcp) # network 10.1.1.1 255.255.255.248
[ December 2010
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Router (config-dhcp) # network 10.1.1.17 255.255.255.248 secondary
Router (config-dhcp-secondary-subnet)# override default-router 10.1.1.100 10.1.1.200

Related Commands ~ Command Description
default-router Specifies the default router list for a DHCP client.
network (DHCP) Configures the subnet number and mask for a DHCP address pool primary

or secondary subnet on a Cisco |0S DHCP server.
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override utilization high

To configure the high utilization mark of the current secondary subnet size, use the override utilization
high command in DHCP pool secondary subnet configuration mode. To remove the high utilization
mark, use the no form of this command.

override utilization high percentage-number

no override utilization high percentage-number

Syntax Description

Command Default

Command Modes

percentage-number Percentage of the current subnet size. The range is from 1 to 100 percent.

The default high utilization mark is 100 percent of the current subnet size.

DHCP pool secondary subnet configuration (config-dhcp-subnet-secondary)

Command History

Usage Guidelines

Examples

Release Modification
12.2(33)SRC This command was introduced.

If you use the utilization mark {high | low} log command, a system message can be generated for a
DHCP secondary subnet when the subnet utilization exceeds the configured high utilization threshold.
A system message can also be generated when the subnet’s utilization is detected to be below the
configured low utilization threshold.

The override utilization high command overrides the value specified by the utilization mark high
global configuration command.

The following example shows how to set the high utilization mark of the secondary subnet to 40 percent
of the current subnet size:

Router (config)# ip dhcp pool pool2

Router (dhcp-config)# utilization mark high 80 log

Router (dhcp-config) # utilization mark low 70 log

Router (dhcp-config) # network 192.0.2.0 255.255.255.0

Router (dhcp-config)# network 192.0.4.0 255.255.255.252 secondary
Router (config-dhcp-subnet-secondary)# override utilization high 40
Router (config-dhcp-subnet-secondary)# override utilization low 30

Related Commands

Command Descriptions
override utilization Configures the low utilization mark of the current subnet size.
low

utilization mark high  Configures the high utilization mark of the current address pool size.
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override utilization low

To configure the low utilization mark of the current secondary subnet size, use the override utilization
low command in DHCP pool secondary subnet configuration mode. To remove the low utilization mark,
use the no form of this command.

override utilization low percentage-number

no override utilization low percentage-number

Syntax Description percentage-number Percentage of the current subnet size. The range is from 1 to 100.

Command Default The default low utilization mark is O percent of the current subnet size.

Command Modes DHCP pool secondary subnet configuration (config-dhcp-subnet-secondary)
Command History Release Modification
12.2(33)SRC This command was introduced.
Usage Guidelines If you use the utilization mark {high | low} log command, a system message can be generated for a

DHCP secondary subnet when the subnet utilization falls bel ow the configured low utilization threshold.
A system message can also be generated when the subnet’s utilization exceeds the configured high
utilization threshold.

Theoverrideutilization low command overrides the val ue specified by the utilization mark low global
configuration command.

Examples The following example shows how to set the low utilization mark of the secondary subnet to 30 percent
of the current subnet size:

Router (config)# ip dhcp pool pool2

Router (dhcp-config)# utilization mark high 80 log

Router (dhcp-config) # utilization mark low 70 log

Router (dhcp-config) # network 192.0.2.0 255.255.255.0

Router (dhcp-config)# network 192.0.4.0 255.255.255.252 secondary
Router (config-dhcp-subnet-secondary)# override utilization high 40
Router (config-dhcp-subnet-secondary)# override utilization low 30

Related Commands ~ Command Description
override utilization Configures the high utilization mark of the current subnet size.
high

utilization mark low  Configures the low utilization mark of the current address pool size.
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rbe nasip M

To specify the IP address of an interface on the DHCP relay agent that will be sent to the DHCP server
via the agent remote ID option, use the rbe nasip command in global configuration mode. To remove
the specification, use the no form of this command.

rbe nasip interface-type number

no rbenasip
Syntax Description interface-type Interface type. For more information, use the question mark (?) online help
function.
number Interface or subinterface number. For more information about the

Command Default

Command Modes

numbering syntax for your networking device, use the question mark (?)
online help function.

No IP address is specified.

Global configuration (config)

Command History

Usage Guidelines

Examples

Release Modification

12.2(2)T This command was introduced.

12.2(28)SB This command was integrated into Cisco 10S Release 12.2(28)SB.
15.1(1)S This command was integrated into Cisco |0S Release 15.1(1)S.

Therbe nasip command is used to configure support for the DHCP relay agent information option
(option 82) for an ATM routed bridge encapsulation (RBE).

Support for the DHCP relay agent information option must be configured on the DHCP relay agent using
the ip dhcp relay infor mation option command for the rbe nasip command to be effective.

The following example shows how to enable support for DHCP option 82 on the DHCP relay agent by
using the ip dhcp relay agent information option command. The rbe nasip command configures the
router to forward the IP address for LoopbackO to the DHCP server. ATM routed bridge encapsulation
is configured on ATM subinterface 4/0.1.

ip dhcp-server 10.1.1.1

!

ip dhcp relay information option

|

interface Loopback0

ip address 10.5.1.1 255.255.255.0
|

interface ATM 4/0

no ip address
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!
interface ATM 4/0.1 point-to-point
ip unnumbered Loopback0

ip helper-address 10.1.1.1
atm route-bridged ip

pvc 88/800

encapsulation aal5snap

|

router eigrp 100

network 10.0.0.0

|

rbe nasip loopback0

Related Commands ~ Command Description
ip dhep relay Enables the system to insert the DHCP relay agent information option in

infor mation option forwarded BOOT REQUEST messages to a Cisco |OS DHCP server.
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relay agent information

Syntax Description

Defaults

Command Modes

To enter relay agent information option configuration mode, use therelay agent infor mation command
in DHCP class configuration mode. To disable this functionality, use the no form of this command.

relay agent information

no relay agent infor mation

This command has no arguments or keywords.

No default behavior or values

DHCP class configuration

Command History

Usage Guidelines

Examples

Release Modification

12.2(13)ZH This command was introduced.

12.3(H)T This command was integrated into Cisco 10S Release 12.3(4)T.
12.2(28)SB This command was integrated into Cisco 10S Release 12.2(28)SB.
12.2(33)SRB This command was integrated into Cisco 10S Release 12.2(33)SRB.

If this command is omitted for Dynamic Host Configuration Protocol (DHCP) class-based address
allocation, then the DHCP class matches to any relay agent information option, whether it is present or
not.

Using the no relay agent infor mation command removes all patterns in the DHCP class configured by
the relay-infor mation hex command.

The following example shows the relay information patterns configured for DHCP class 1.

ip dhcp class CLASS1
relay agent information
relay-information hex 01030a0b0c02050000000123
relay-information hex 01030a0b0c02*
relay-information hex 01030a0b0c02050000000000 bitmask 0000000000000000000000FF

ip dhcp class CLASS2
relay agent information

Related Commands

Command Description

relay-information hex Specifies a hexadecimal string for the full relay agent information option.

| December 2010

Cisco 10S IP Addressing Services Command Reference g



M relay destination

relay destination

To configure an | P address for arelay destination to which packets are forwarded by a Dynamic Host
Configuration Protocol (DHCP) relay agent functioning as a DHCP server, use the relay destination
command in DHCP pool configuration mode. To disable the IP address, use the no form of this
command.

relay destination [vrf vrf-name | global] ip-address

no relay destination [vrf vrf-name | global] ip-address

Syntax Description  vrf (Optional) Virtual routing and forwarding (V RF) instance that is associated
with the relay destination address. The vrf-name argument specifies the
name of the VRF table.

global (Optional) I P address selected from the global address space. If the pool does
not have any VRF configuration, then the relay destination address defaults
to the global address space.

ip-address IPv4 address of the remote DHCP server to which the DHCP client packets
are relayed.
Defaults No destination |P address to which packets are forwarded is configured.

Command Modes DHCP pool configuration

Command History Release Modification
12.3(14)T This command was introduced.
12.2(28)SB This command was integrated into Cisco |10S Release 12.2(28)SB.
12.2(33)SRC This command was integrated into Cisco 10S Release 12.2(33)SRC.

Usage Guidelines Therelay destination command serves the same function astherelay target command, except that the
relay target command specifies the DHCP server to which packets should be forwarded only for the
class under which it is configured, and the relay destination command specifies the DHCP server to
which packets should be forwarded for the pool itself. The relay target command overrides the relay
destination command in cases in which the configured class name has been specified by the service
gateway (SG).

When using therelay destination command, the ip-address argument is assumed to bein the same VRF
as the address pool under which the command was configured. If the relay destination IP addressisin a
different VRF, or in the global address space, then the vrf vrf-name or global keywords need to be
specified.
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relay-information hex

To specify a hexadecimal string for the full relay agent information option, use the relay-infor mation
hex command in relay agent information option configuration mode. To remove the configuration, use
the no form of this command.

relay-information hex pattern [*] [bitmask mask]

no relay-information hex pattern [*] [bitmask mask]

Syntax Description

Defaults

Command Modes

pattern String of hexadecimal values. This string creates a pattern that is matched
against the named DHCP class.

* (Optional) Wildcard character.

bitmask mask (Optional) Hexadecimal bitmask.

No default behavior or values

Relay agent information option configuration

Command History

Usage Guidelines

Release Modification

12.2(13)ZH This command was introduced.

12.3(HT This command was integrated into Cisco |10S Release 12.3(4)T.
12.2(28)SB This command was integrated into Cisco 10S Release 12.2(28)SB.
12.2(33)SRB This command was integrated into Cisco |10S Release 12.2(33)SRB.

Therelay-infor mation hex command sets a pattern that is used to match against defined DHCP classes.
You can configure multiple relay-infor mation hex commands for a DHCP class. Thisis useful to
specify a set of relay information options that can not be summarized with a wildcard or a bitmask.

The pattern itself, excluding the wildcard, must contain a whole number of bytes (a byteistwo
hexadecimal numbers). For example, 010203 is 3 bytes (accepted) and 01020 is 2.5 bytes (not accepted).

If you omit this command, no pattern is configured and it is considered a match to any relay agent
information value, but the relay information option must be present in the DHCP packet.

You must know the hexadecimal value of each byte location in option 82 to be able to configure the
relay- information hex command. The option 82 format may vary from product to product. Contact the
relay agent vendor for this information.
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Examples The following example shows the configured relay agent information patterns. Note that CLASS 2 has
no pattern configured and will “match to any” class.

ip dhcp class CLASS1
relay agent information
relay-information hex 01030a0b0c02050000000123
relay-information hex 01030a0b0c02*
relay-information hex 01030a0b0c02050000000000 bitmask 0000000000000000000000FF

ip dhcp class CLASS2
relay agent information
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relay source

To configure an | P address for arelay source from which packets are forwarded by a Dynamic Host
Configuration Protocol (DHCP) server, use the relay source command in DHCP-pool configuration
mode. To disable the | P address, use the no form of this command.

relay sour ce ip-address subnet-mask

no relay source ip-address subnet-mask

Syntax Description

Defaults

Command Modes

ip-address IPv4 address of DHCP server from which the DHCP client packets are
relayed.

subnet-mask Subnet mask that matches the subnet of the incoming interface of the DHCP
client packet.

No IP address from which IP packets are forwarded is configured.

DHCP pool configuration

Command History

Examples

Release Modification

12.3(14)T This command was introduced.

12.2(28)SB This command was integrated into Cisco 10S Release 12.2(28)SB.
12.2(33)SRC This command was integrated into Cisco 10S Release 12.2(33)SRC.

Thefollowing example shows how to configure a source | P address from which DHCP client packets are
relayed:

ip dhcp pool abcl
relay source 10.0.0.0 255.255.0.0
relay destination 10.5.1.1

Related Commands

Command Description

relay destination Configures an IP address for arelay destination to which packets are
forwarded by a DHCP server.

relay target Configures an IP address for arelay target to which packets are forward by
a DHCP server.
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relay target

To configure an | P address for arelay target to which packets are forwarded by a Dynamic Host
Configuration Protocol (DHCP) server, usetherelay target command in DHCP pool class configuration
mode. To disable the | P address, use the no form of this command.

relay target [vrf vrf-name | global] ip-address

no relay target [vrf vrf-name | global] ip-address

Syntax Description

Defaults

Command Modes

vrf (Optional) Configured virtual routing and forwarding (VRF) that is
associated with the relay destination address. The vrf-name argument
specifies the name of the VRF table.

Note If thevrf keyword is not specified, the target address is assumed to
be in the same address space as the DHCP pool. If the vrf keyword
is specified, the same VRF is assumed to apply here. However, if the
target IP address is actually in the global address space, the global
keyword should be specified.

global (Optional) I P address sel ected from the global address space. If the pool does
not have any VRF configuration, then the relay destination address defaults
to the global address space.

ip-address IPv4 address of the remote DHCP server to which the DHCP client packets
are relayed.

No target | P address is configured.

DHCP pool class configuration

Command History

Usage Guidelines

Release Modification

12.3(14)T This command was introduced.

12.2(28)SB This command was integrated into Cisco |10S Release 12.2(28)SB.
12.2(33)SRC This command was integrated into Cisco 10S Release 12.2(33)SRC.

Therelay target command serves the same function as therelay destination command, except that the
relay target command specifies the DHCP server to which packets should be forwarded only for the
class under which it is configured, and the relay destination command specifies the DHCP server to
which packets should be forwarded for the pool itself. The relay target command overrides the relay
destination command in cases in which the configured class name has been specified by the SG.
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The following example shows how to configure arelay target if a service gateway (SG)-supplied class
name is used to select a DHCP server to which packets are relayed:

ip dhcp pool abcl
relay source 10.0.0. 255.255.0.0.
relay destination 10.5.1.1
class classnamel
relay target 10.1.1.1
class classname2
relay target 10.2.2.2
class classname3

In the above example, classnamel relays the DHCP DISCOVER packet to the server at 10.1.1.1, while
classname2 relays the DHCP DISCOVER packet to the server at 10.2.2.2.

If the SG returned classname3, then the default pool at 10.5.1.1 isused. If the SG returns any other class
name other than classnamel, classname2, or classname3, then no relay action is taken.

The relay target configuration with respect to any configured DHCP pool works in the exact same way
as arelay destination configuration works.

Related Commands

Command Description

relay destination Configures an | P address for arelay destination to which packets are
forwarded by a DHCP server.

relay source Configures an IP addressfor arelay source from which packets are forward
by a DHCP server.
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release dhcp

To perform an immediate release of a Dynamic Host Configuration Protocol (DHCP) lease for an
interface, use the release dhcp command in user EXEC or privileged EXEC mode.

release dhcp interface-type interface-number

Syntax Description interface-type Interface type. For more information, use the question mark (?) online help
function.
interface-number Interface or subinterface number. For moreinformation about the numbering
syntax for your networking device, use the question mark (?) online help
function.
Command Modes User EXEC
Privileged EXEC
Command History Release Modification
12.3(H)T This command was introduced.
12.2(28)SB This command was integrated into Cisco |10S Release 12.2(28)SB.
12.2(33)SRC This command was integrated into Cisco 10S Release 12.2(33)SRC.

Usage Guidelines

Examples

The release dhcp command immediately releases the DHCP |ease on the interface specified by the
interface-type and interface-number arguments. If the router interface was not assigned a DHCP IP
address by the DHCP server, the release dhcp command fails and displays the following error message:

Interface does not have a DHCP originated address

This command does not have a no form.

The following example shows how to release a DHCP lease for an interface.

release dhcp ethernet 3/1

Related Commands

Command

Description

ip address dhcp

Specifies that the Ethernet interface acquires an I P address through
DHCP.

lease Configures the duration of the lease for an IP address that is assigned
from a Cisco |OS DHCP server to a DHCP client.
renew dhcp Forces the renewal of the DHCP lease for the specified interface.

show dhcp lease

Displays the DHCP addresses leased from a server.

show interface

Displays statistics for all interfaces configured on the router or access
server.
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release dhcp W

Command

Description

show ip dhcp binding

Displays address bindings on the Cisco I0S DHCP server.

show ip interface

Displays a summary of an interface’s | P information and status.

show running-config

Displays the contents of the currently running configuration file or the
configuration for a specific interface.

show startup-config

Displaysthe contents of the configuration file that will be used at the next
system startup.

| December 2010

Cisco 10S IP Addressing Services Command Reference g



M renew deny unknown

renew deny unknown

To configure the renewal policy for unknown DHCP clients, use the renew deny unknown command in
DHCP pool configuration mode. To disable the renewal policy, use the no form of this command.

renew deny unknown

no renew deny unknown

Syntax Description ~ This command has no arguments or keywords.

Command Default The DHCP server ignores a client request for an | P address that is not leased to the client.

Command Modes DHCP pool configuration (dhcp-config)

Command History Release Modification
12.4(15)T This command was introduced.
12.2 SXH This command was integrated into 12.2 SXH.
Usage Guidelines In some usage scenarios, such as awireless hotspot, where both DHCP and secure ARP are configured,

aconnected client device might go to sleep or suspend for a period of time. If the suspended time period
is greater than the secure ARP timeout (default of 91 seconds), but less than the DHCP |ease time, the
client can awake with avalid lease, but the secure ARP timeout has caused the lease binding to be
removed because the client has been inactive. When the client awakes, the client still has alease on the
client side but is blocked from sending traffic. The client will try to renew its IP address but the DHCP
server will ignore the request because the DHCP server has no lease for the client. The client must wait
for the lease to expire before being able to recover and send traffic again.

To remedy this situation, use the renew deny unknown command in DHCP pool configuration mode.
This command forces the DHCP server to reject renewal requests from clients if the requested address
is present at the server but is not leased. The DHCP server sends a DHCPNAK denial message to the
client, which forces the client back to itsinitial state. The client can then negotiate for a new lease
immediately, instead of waiting for its old lease to expire.

Examples The following example shows how to secure ARP table entries to DHCP leases. The
renew deny unknown command allows the DHCP server to renew the lease of a DHCP client whose
lease has been cleared because of a secure ARP timeout.

Router# configure terminal

Router (config)# ip dhcp pool red

Router (dhcp-config) # update arp

Router (dhcp-config) # renew deny unknown
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Related Commands ~ Command Description
update arp Secures dynamic ARP entriesin the ARP tableto their corresponding DHCP
bindings.

Cisco 10S IP Addressing Services Command Reference
[ December 2010 .m



M renewdnhcp

renew dhcp

To perform an immediate renewal of a Dynamic Host Configuration Protocol (DHCP) lease for an
interface, use the renew dhcp command in user EXEC or privileged EXEC mode.

renew dhcp interface-type interface-number

Syntax Description interface-type Interface type. For more information, use the question mark (?) online help
function.
interface-number Interface or subinterface number. For moreinformation about the numbering
syntax for your networking device, use the question mark (?) online help
function.
Command Modes User EXEC
Privileged EXEC
Command History Release Modification
12.3(H)T This command was introduced.
12.2(28)SB This command was integrated into Cisco |10S Release 12.2(28)SB.
12.2(33)SRC This command was integrated into Cisco 10S Release 12.2(33)SRC.

Usage Guidelines

Examples

The renew dhcp command immediately renews the DHCP lease for the interface specified by the
interface-type and interface-number arguments. If the router interface was not assigned an | P address by
the DHCP server, the renew dhcp command fails and displays the following error message:

Interface does not have a DHCP originated address

This command does not have a no form.

The following example shows how to renew a DHCP lease for an interface:

renew dhcp Ethernet 3/1

Related Commands

Command

Description

ip address dhcp

Specifies that the Ethernet interface acquires an I P address through
DHCP.

lease Configures the duration of the lease for an IP address that is assigned
from a Cisco |OS DHCP server to a DHCP client.
release dhep Releases the DHCP lease on the specified interface.

show dhcp lease

Displays the DHCP addresses leased from a server.

show interface

Displays statistics for all interfaces configured on the router or access
server.
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Command

Description

show ip dhcp binding

Displays address bindings on the Cisco I0S DHCP server.

show ip interface

Displays a summary of an interface’s | P information and status.

show running-config

Displays the contents of the currently running configuration file or the
configuration for a specific interface.

show startup-config

Displaysthe contents of the configuration file that will be used at the next
system startup.
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reserved-only

To restrict address assignments from the Dynamic Host Configuration Protocol (DHCP) address pool
only to the preconfigured reservations, use the reserved-only command in DHCP pool configuration
mode. To disable the configuration, use the no form of this command.

reserved-only

no reserved-only

Syntax Description ~ This command has no arguments or keywords.

Command Default Address assignments from the DHCP address pool are not restricted only to the preconfigured
reservations.

Command Modes DHCP pool configuration (dhcp-config)

Command History Release Modification
12.2(50)SE This command was introduced.
12.2(33)SX14 This command was integrated into Cisco |0S Release 12.2(33)SX14.

Usage Guidelines When the DHCP port-based assignment feature is configured on multiple switches, devices connected
to one switch may receive an | P address assignment from the neighboring switches rather than from the
local DHCP address pool switch. If you want the switch to serve only the client directly connected to the
switch, you can configure a group of switches with pools that share a common IP subnet but ignore the
requests from other clients (not connected to this switch).

Examples The following exampl e shows how to restrict address assignments from the DHCP address pool only to
the preconfigured reservations:

Router# configure terminal
Router (config)# ip dhcp pool red
Router (dhcp-config) # reserved-only

Related Commands ~ Command Description
address client-id Reserves an |P address for a DHCP client identified by client identifier.
address Reserves an |P address for a client identified by hardware address.
har dware-address
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service dhcp

To enable the Dynamic Host Configuration Protocol (DHCP) server and relay agent features on your
router, use the service dhcp command in global configuration mode. To disable the DHCP server and
relay agent features, use the no form of this command.

service dhcp

no service dhcp

Syntax Description ~ This command has no arguments or keywords.

Defaults DHCP is enabled.
DHCP is not running.
Port 67 is closed.

Command Modes Global configuration (config)

Command History Release Modification
12.0(H)T This command was introduced.
12.2(33)SRA This command was integrated into Cisco |0S Release 12.2(33)SRA.
12.2SX This command is supported in the Cisco | OS Release 12.2SX train. Support

in a specific 12.2SX release of this train depends on your feature set,
platform, and platform hardware.

12.4 This command was modified. Port 67 is closed in the Cisco 10S
DHCP/BOOTP default configuration. This command was broken into two
logical parts: service enabled and service running.

12.2SXH This command was modified. Port 67 is closed in the Cisco 10S
DHCP/BOQTP default configuration. This command was broken into two
logical parts: service enabled and service running.

Usage Guidelines The BOOTP and DHCP servers in Cisco 10S software both use the Internet Control Message Protocol
(ICMP) port (port 67) by default. ICMP “port unreachable messages” will only be returned to the sender
if both the BOOTP server and DHCP server are disabled. Disabling only one of the serverswill not result
in ICMP port unreachable messages.

Port 67 is closed in the Cisco |OS DHCP/BOOTP default configuration. There are two logical parts to
the service dhcp command: service enabled and service running. The DHCP service is enabled by
default, but port 67 is not opened until the DHCP service is running. A DHCP address pool must be
configured for the DHCP service to be running. If the serviceis running, the show ip sockets detail or
show sockets detail commands displays port 67 as open.
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Examples The following example shows to enable DHCP services on the DHCP server:

service dhcp

Related Commands ~ Command Description
show ip sockets Displays I P socket information.
show sockets Displays I P socket information.
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set ip next-hop dynamic dhcp

To set the next hop to the gateway that was most recently learned by the Dynamic Host Configuration
Protocol (DHCP) client, use the set ip next-hop dynamic dhcp command in route-map configuration
mode. To restore the default setting, use the no form of this command.

set ip next-hop dynamic dhcp

no set ip next-hop dynamic dhcp

Syntax Description ~ This command has no arguments or keywords.

Defaults This command is disabled by default.

Command Modes Route-map configuration

Command History Release Modification
12.3(2)XE This command was introduced.
12.3(8)T This command was integrated into Cisco 10S Release 12.3(8)T.
12.2(28)SB This command was integrated into Cisco 10S Release 12.2(28)SB.
12.2(33)SRA This command was integrated into Cisco |OS Release 12.2(33)SRA.
12.2(33)SXH This command was integrated into Cisco |0S Release 12.2(33)SXH.

Usage Guidelines The set ip next-hop dynamic dhcp command supports only a single DHCP interface. If multiple
interfaces have DHCP configured, the gateway that was most recently learned among all interfaces
running DHCP will be used by the route map.

Examples The following example configures alocal routing policy that sets the next hop to the gateway that was
most recently learned by the DHCP client:

access list 101 permit icmp any host 172.16.23.7 echo
route map MY-LOCAL-POLICY permit 10

match ip address 101

set ip next-hop dynamic dhcp

|

ip local policy route-map MY-LOCAL-POLICY

Related Commands ~ Command Description
access list (1P Defines an extended |P access list.
extended)
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show ip dhcp binding

To display address bindings on the Cisco 10S Dynamic Host Configuration Protocol (DHCP) server, use
the show ip dhcp binding command in user EXEC or privileged EXEC mode.

Cisco 10S Release 12.0(1)T, 12.2(28)SB, and Later Releases
show ip dhcp binding [ip-address]
Cisco I0S Release 12.2(33)SRC and Later 12.2SR Releases

show ip dhcp binding [vrf vrf-name] [ip-address]

Syntax Description

ip-address (Optional) IP address of the DHCP client for which bindings will be
displayed. If the ip-address argument is used with the vrf vrf-name option,
the binding in the specified VPN routing and forwarding (VRF) instance is

displayed.
vrf vrf-name (Optional) Specifies the name of a VRF instance.
Command Modes User EXEC (>)
Privileged EXEC (#)
Command History Release Modification
12.0(1)T This command was introduced.
12.0(15)T The command was modified. Support to display all ocated subnets was added
to the output.
12.2(28)SB This command was integrated into Cisco 10S Release 12.2(28)SB.
12.2(33)SRC Thiscommand wasintegrated into Cisco | OS Release 12.2(33)SRC. Thevr f
keyword and vrf-name argument were added.
12.2(33)SB9 This command was modified. The output was modified to display the option

Usage Guidelines

Examples

82 suboptions of the remote ID and circuit ID.

This command is used to display DHCP binding information for | P address assignment and subnet
allocation. If a specific IP address is not specified, all address bindings are shown. Otherwise, only the
binding for the specified client is displayed. The output that is generated for DHCP | P address
assignment and subnet allocation is almost identical, except that subnet |eases display an |P address
followed by the subnet mask (which shows the size of the allocated subnet). Bindings for individual 1P
address display only an I P address and are not followed by a subnet mask.

IP Address Assignment Example

The following examples show the DHCP binding address parameters, including an |P address, an
associated MAC address, alease expiration date, the type of address assignment that has occurred, and
the option 82 suboptions of the remote ID and circuit ID.
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Table 10 describes the significant fields shown in the displays.

Router# show ip dhcp binding 192.0.2.2

IP address Client-ID/ Lease expiration Type
Hardware address/
User name
192.0.2.2 aabb.cc00.0a00 Apr 28 2010 05:00 AM Automatic
Remote id : 020a00001400006400000000

Table 10  show ip dhcp binding Field Descriptions

Field Description

IP address The IP address of the host as recorded on the DHCP server.

Client-ID/Hardware address/lUser | The MAC address or client ID of the host as recorded on the

name DHCP server.

L ease expiration The lease expiration date and time of the | P address of the host.

Type The manner in which the IP address was assigned to the host.

Remoteid Information sent to the DHCP server using a suboption of the
remote ID.

Subnet Allocation Example

The following example shows the subnet |ease to MAC address mapping, the lease expiration, and the
lease type (subnet |ease bindings are configured to be automatically created and released by default):

Router# show ip dhcp binding

Bindings from all pools not associated with VRF:

IP address Client-ID/ Lease expiration Type
Hardware address/
User name

192.0.2.2/24 0063.6973.636f£.2d64. Mar 29 2003 04:36 AM Automatic
656d.6574.6572.2d47.
4c4af.4241.4c

Table 11 describes the significant fields shown in the display.

Table 11 show ip dhcp binding Field Descriptions

Field Description

IP address The | P address of the host as recorded on the DHCP server. The
subnet that follows the 1P address (/26) in the example defines
this binding as a subnet allocation binding.

Hardware address The MAC address or client identifier of the host as recorded on
the DHCP server.

L ease expiration The lease expiration date and time of the | P address of the host.

Type The manner in which the IP address was assigned to the host.
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Related Commands ~ Command Description
clear ip dhcp binding Deletes an automatic address binding from the Cisco |0S DHCP server
database.
show ip dhcp vrf Displays VRF information on the DHCP server.
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show ip dhcp conflict

To display address conflicts found by a Dynamic Host Configuration Protocol (DHCP) server when
addresses are offered to the client, use the show ip dhcp conflict command in user EXEC or
privileged EXEC mode.

show ip dhcp conflict [vrf vrf-name]

Syntax Description vrf (Optional) Displays virtual routing and forwarding (VRF) address conflicts
found by the DHCP server.
vrf-name (Optional) The VRF name.

Command Default If you do not enter the IP address or VRF then all dhcp conflict related information is displayed.

Command Modes User EXEC (>)
Privileged EXEC (#)

Command History Release Modification
12.0(1)T This command was introduced.
12.2(33)SRA This command was integrated into Cisco 10S Release 12.2(33)SRA.
12.2SX This command is supported in the Cisco |OS Release 12.2SX train. Support in

aspecific 12.2SX release of thistrain depends on your feature set, platform, and
platform hardware.

Cisco |0OS XE This command was modified. The vrf keyword and vrf-name argument were
Release 2.6 added.

Usage Guidelines The server uses a ping operation to detect conflicts. The client uses gratuitous Address Resolution
Protocol (ARP) to detect clients. If an address conflict is detected, the address is removed from the pool
and the address is not assigned until an administrator resolves the conflict.

Examples The following is sample output from the show ip dhcp conflict command, which shows the detection
method and detection timefor all | P addressesthe DHCP server has offered that have conflicts with other
devices:

Router# show ip dhcp conflict

IP address Detection method Detection time VRF
172.16.1.32 Ping Feb 16 1998 12:28 PM vrfl
172.16.1.64 Gratuitous ARP Feb 23 1998 08:12 AM vrf2

Table 12 describes the fields shown in the display.
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Table 12 show ip dhcp conflict Field Descriptions

Field Description

IP address The IP address of the host as recorded on the DHCP server.

Detection method The manner in which the IP address of the hosts were found on the DHCP
server. Can be a ping or a gratuitous ARP.

Detection time The date and time when the conflict was found.

VRF VRFs configured on the DHCP server.

The following is sample output from the show ip dhcp conflict vrf command:

Router# show ip dhcp conflict vrf vrfl

IP address Detection method Detection time VRF
172.16.1.32 Ping Feb 15 2009 05:39 AM vrfl

See Table 12 for the field description.

Related Commands ~ Command Description
clear ip dhcp conflict  Clears an address conflict from the Cisco |0S DHCP server database.

ip dhcp ping packets  Specifies the number of packets a Cisco |OS DHCP server sends to a pool
address as part of a ping operation.

ip dhep ping timeout  Specifies how long a Cisco 10S DHCP server waits for aping reply from an
address pool.
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show ip dhcp database

To display Dynamic Host Configuration Protocol (DHCP) server database agent information, use the
show ip dhcp database command in privileged EXEC mode.

show ip dhcp database [url]

Syntax Description url (Optional) Specifies the remote file used to store automatic DHCP bindings.
Following are the acceptable URL file formats:

- tftp://host/filename

- ftp://user:password@host/filename
» rcp:/luser@host/filename

- flash://filename

» diskO://filename

Defaults If aURL is not specified, all database agent records are shown. Otherwise, only information about the
specified agent is displayed.

Command Modes Privileged EXEC

Command History Release Modification
12.0(H)T This command was introduced.
12.2(33)SRA This command was integrated into Cisco 10S Release 12.2(33)SRA.
12.25X This command is supported in the Cisco | OS Release 12.2SX train. Support

in a specific 12.2SX release of this train depends on your feature set,
platform, and platform hardware.

Examples The following example shows all DHCP server database agent information. Table 13 describes the
significant fields shown in the display.

Router# show ip dhcp database

URL : ftp://user:password@l72.16.4.253/router-dhcp

Read : Dec 01 1997 12:01 AM

Written : Never

Status : Last read succeeded. Bindings have been loaded in RAM.
Delay : 300 seconds

Timeout : 300 seconds

Failures : 0

Successes : 1
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Table 13 show ip dhcp database Field Descriptions
Field Description
URL Specifies the remote file used to store automatic DHCP bindings. Following

are the acceptable URL file formats:
- tftp://host/filename
« ftp://user:password@host/filename
« rcp://user@host/filename
- flash://filename
- diskO://filename

Read

The last date and time bindings were read from the file server.

Written

The last date and time bindings were written to the file server.

Status

Indication of whether the last read or write of host bindings was successful.

Delay

The amount of time (in seconds) to wait before updating the database.

Timeout

The amount of time (in seconds) before the file transfer is aborted.

Failures

The number of failed file transfers.

Successes

The number of successful file transfers.

Related Commands Command

Description

ip dhcp database

ConfiguresaCisco |OS DHCP server to save automatic bindings on aremote
host called a database agent.
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show ip dhcp import

Syntax Description

To display the option parameters that were imported into the Dynamic Host Configuration Protocol
(DHCP) server database, use the show ip dhcp import command in privileged EXEC command.

show ip dhcp import

This command has no arguments or keywords.

Command Modes Privileged EXEC

Command History Release Modification
12.1(2)T This command was introduced.
12.2(33)SRA This command was integrated into Cisco |0S Release 12.2(33)SRA.
12.2SX Thiscommand is supported in the Cisco |OS Release 12.2SX train. Support

Usage Guidelines

Examples

in a specific 12.2SX release of this train depends on your feature set,
platform, and platform hardware.

Imported option parameters are not part of the router configuration and are not saved in NVRAM. Thus,
the show ip dhcp import command is necessary to display the imported option parameters.

The following is sample output from the show ip dhcp import command:

Router# show ip dhcp import

Address Pool Name:2

Domain Name Server(s): 10.1.1.1

NetBIOS Name Server(s): 10.3.3.3

The following example indicates the address pool name;

Address Pool Name:2
The following example indicates the imported values, which are domain name and NetBl1OS name
information:

Domain Name Server(s): 10.1.1.1
NetBIOS Name Server(s): 10.3.3.3

Related Commands

Command Description
import all Imports option parameters into the DHCP database.
show ip dhcp database Displays Cisco 10S server database information.
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show ip dhcp limit lease

To display the number of times the lease limit threshold has been violated, use the show ip dhcp limit
lease command in user EXEC or privileged EXEC mode.

show ip dhcp limit lease [type number]

Syntax Description

Command Modes

type (Optional) Interface type. For more information, use the question mark (?)
online help function.

number (Optional) Interface or subinterface number. For more information about the
numbering system for your networking device, use the question mark (?)
online help function.

User EXEC (>)
Privileged EXEC (#)

Command History

Usage Guidelines

Examples

Release Modification
12.2(33)SRC This command was introduced.

You can control the number of subscribers at the global level by using the ip dhcp limit lease per
inter face command and at the interface level by using the ip dhcp limit lease command. The show ip
dhcp limit lease command displays the number of lease limit violations per interface or at the global
level.

In the following example, the number of lease violations is displayed. If the ip dhcp limit lease log
command is enabled, the show output will indicate that lease limit logging is enabled:

Router# show ip dhcp limit lease

DHCP limit lease logging is enabled

Interface Count
Serial0/0.1 5
Seriall 3
Related Commands ~ Command Description
ip dhep limit lease Limits the number of leases offered to DHCP clients per interface.
ip dhcp limit leaselog Enables DHCP lease violation logging when a DHCP lease limit threshold
is exceeded.
ip dhep limit lease per  Limits the number of DHCP leases offered to DHCP clients behind an ATM
interface RBE unnumbered or serial unnumbered interface.
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show ip dhcp pool

To display information about the Dynamic Host Configuration Protocol (DHCP) address pools, use the
show ip dhcp pool command in user EXEC or privileged EXEC mode.

show ip dhcp pool [name]

Syntax Description

Command Default

Command Modes

name (Optional) Name of the address pool.

If a pool name is not specified, information about all address pools is displayed.

User EXEC (>)
Privileged EXEC (#)

Command History

Usage Guidelines

Release Modification

12.2(8)T This command was introduced.

12.2(28)SB This command was integrated into Cisco 10S Release 12.2(28)SB.

12.2(33)SRC Thiscommand was modified. The command output was enhanced to display
information about excluded addresses in network pools.

12.2(33)SX14 This command was integrated into Cisco 10S Release 12.2(33)SX 4.

Use this command to determine the subnets allocated and to examine the current utilization level for the
pool or al the pools if the name argument is not used.

Examples The following example shows DHCP address pool information for an on-demand address pool (ODAP),
pool 1. Table 14 describes the significant fields shown in the display.
Router# show ip dhcp pool 1
Pool 1:
Utilization mark (high/low) : 85 / 15
Subnet size (first/next) : 24 / 24 (autogrow)
VRF name : abc
Total addresses : 28
Leased addresses : 11
Pending event : none
2 subnets are currently in the pool :
Current index IP address range Leased addresses
10.1.1.12 10.1.1.1 - 10.1.1.14 11
10.1.1.17 10.1.1.17 - 10.1.1.30 0
Interface Ethernet0/0 address assignment
10.1.1.1 255.255.255.248
10.1.1.17 255.255.255.248 secondary
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The following example shows DHCP address pool information for a network pool, pool 2. Table 14
describes the significant fields shown in the display.

Router# show ip dhcp pool 2

Pool pool2 :

Utilization mark (high/low)
(first/next)

Subnet size
Total addresses : 256
Leased addresses : 0
Excluded addresses :

Pending event : none

2

2 subnets are currentl
Current index
10.0.2.1
10.0.4.1

10.0.2
10.0.4

Table 14

IP address

: 80 / 70
: 0/ 0

y in the pool:
range
10.0.2.254

10.0.4.2

Leased/Excluded/Total
0 /1 / 254
0 /1 / 2

.1 -
1=

show ip dhcp pool Field Descriptions

Field

Description

Pool

The name of the pool.

Utilization mark
(high/low)

The configured high and low utilization level for the pool.

Subnet size (first/next)

The size of the requested subnets.

VRF name The VRF name to which the pool is associated.
Total addresses The total number of addresses in the pool.
L eased addresses The number of leased addresses in the pool.

Pending event

Displays any pending events.

2 subnets are currently
in the pool

The number of subnets allocated to the address pool.

Current index

Displays the current index.

IP address range

The IP address range of the subnets.

L eased addresses

The number of |leased addresses from each subnet.

Excluded addresses

The number of excluded addresses.

Interface Ethernet0/0
address assignment

Thefirst lineisthe primary | P address of theinterface. The second lineisthe
secondary |P address of the interface. More than one secondary address on
the interface is supported.

Related Commands ~ Command Description
ip dhep Specifies | P addresses that a DHCP server should not assign to DHCP
excluded-address clients.
ip dhcp pool Configures a DHCP address pool on a DHCP server and enters DHCP pool

configuration mode.

ip dhcp subscriber-id
interface-name

Automatically generates a subscriber I D val ue based on the short name of the
interface.

ip dhep use
subscriber-id client-id

Configures the DHCP server to globally use the subscriber identifier as the
client identifier on all incoming DHCP messages.
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show ip dhcp relay information trusted-sources

To display all interfaces configured to be a trusted source for the Dynamic Host Configuration Protocol
(DHCP) relay information option, use the show ip dhcp relay information trusted-sour ces command
in user EXEC or privileged EXEC mode.

show ip dhcp relay information trusted-sour ces

Syntax Description ~ This command has no arguments or keywords.

Command Modes user EXEC

privileged EXEC
Command History Release Modification
12.2 This command was introduced.
12.2(14)SX Support for this command was introduced on the Supervisor Engine 720.
12.2(33)SRA This command was integrated into Cisco |OS Release 12.2(33)SRA.

Usage Guidelines This command is not supported on Cisco 7600 series routers that are configured with a Supervisor
Engine 2.

Examples The following is sample output when the ip dhcp relay information trusted-sour ces command is
configured. Note that the display output lists the interfaces that are configured to be trusted sources.

Router# show ip dhcp relay information trusted-sources
List of trusted sources of relay agent information option:

Ethernetl/1 Ethernetl/2 Ethernetl/3 Serial4/1.1
Serial4/1.2 Serial4/1.3

The following is sample output when the ip dhcp relay information trust-all global configuration
command is configured. Note that the display output does not list the individual interfaces.

Router# show ip dhcp relay information trusted-sources

All interfaces are trusted source of relay agent information option Serial4/1.1

Related Commands ~ Command Description
ip dhep relay Configures an interface as a trusted source of the DHCP relay agent
information trusted information option.
ip dhcp relay Configures all interfaces on arouter as trusted sources of the DHCP relay

information trust-all  agent information option.
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show ip dhcp server statistics

To display Dynamic Host Configuration Protocol (DHCP) server statistics, use the show ip dhcp server
statistics command in privileged EXEC mode.

show ip dhcp server statistics

Syntax in Cisco 10S Release 12.2(33)SRC and Subsequent 12.2SR Releases

show ip dhcp server statistics [type number]

Syntax Description

Command Modes

type (Optional) Interface type. For more information, use the question mark (?)
online help function.
number (Optional) Interface or subinterface number. For more information about the

numbering system for your networking device, use the question mark (?)
online help function.

Privileged EXEC

Command History

Examples

Release Modification

12.0(1)T This command was introduced.

12.2(33)SRA This command was integrated into Cisco |0S Release 12.2(33)SRA.

12.2SX This command is supported in the Cisco |OS Release 12.2SX train. Support
in a specific 12.2SX release of this train depends on your feature set,
platform, and platform hardware.

12.2(33)SRC The type and number arguments were added. The command was enhanced to

display interface level DHCP statistics.

The following example displays DHCP server statistics. Table 15 describes the significant fieldsin the

display.

Router# show ip dhcp server statistics

Memory usage
Address pools
Database agents
Automatic bindings
Manual bindings
Expired bindings
Malformed messages
Secure arp entries
Renew messages

Message
BOOTREQUEST
DHCPDISCOVER
DHCPREQUEST
DHCPDECLINE

40392
3

1

190

1

o B O Ww

Received
12

200

178

0
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show ip dhcp server statistics W

DHCPRELEASE 0

DHCPINFORM 0

Message Sent

BOOTREPLY 12

DHCPOFFER 190

DHCPACK 172

DHCPNAK 6

Table 15 show ip dhcp server statistics Field Descriptions

Field Description

Memory usage The number of bytes of RAM allocated by the DHCP server.
Address pools The number of configured address pools in the DHCP database.
Database agents The number of database agents configured in the DHCP database.

Automatic bindings The number of |P addresses that have been automatically mapped to the
MAC addresses of hosts that are found in the DHCP database.

Manual bindings The number of IP addresses that have been manually mapped to the MAC
addresses of hosts that are found in the DHCP database.

Expired bindings The number of expired leases.

Malformed messages | The number of truncated or corrupted messages that were received by the
DHCP server.

Secure arp entries The number of ARP entries that have been secured to the MAC address of
the client interface.

Renew messages The number of renew messages for a DHCP lease. The counter isincrement-
ed when a new renew message has arrived after the first renew message.

Message The DHCP message type that was received by the DHCP server.

Received The number of DHCP messages that were received by the DHCP server.

Sent The number of DHCP messages that were sent by the DHCP server.

Related Commands ~ Command Description
clear ip dhcp server Resets all Cisco |OS DHCP server counters.
statistics
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show ip dhcp shooping

Syntax Description

Defaults

Command Modes

To display the DHCP snooping configuration, use the show ip dhcp snooping command in privileged

EXEC mode.

show ip dhcp snooping

This command has no arguments or keywords.

This command has no default settings.

Privileged EXEC

Command History Release Modification
12.2(18)SXE Support for this command was introduced on the Supervisor Engine 720.
12.2(33)SRA This command was integrated into Cisco 10S Release 12.2(33)SRA.

Examples

This example shows how to display the DHCP snooping configuration:

Router# show ip dhcp snooping

Switch DHCP snooping is enabled
DHCP snooping is configured on following VLANS:

5 10

Insertion of option 82 is enabled

Interface Trusted Rate limit (pps)
FastEthernet6/11 no 10
FastEthernet6/36 yes 50

Related Commands ~ Command Description

ip dhcp snooping

Globally enables DHCP snooping.

ip dhcp snooping
binding

Sets up and generates a DHCP binding configuration to restore bindings
across reboots.

ip dhcp snooping
database

Configures the DHCP-snooping database.

ip dhcp snooping
infor mation option

Enables DHCP option 82 data insertion.

ip dhcp snooping limit

rate

Configures the number of the DHCP messages that an interface can receive
per second.

ip dhcp snooping
packets

Enables DHCP snooping on the tunnel interface.
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show ip dhcp snooping

Command Description
ip dhcp snooping Verifies that the source MAC address in a DHCP packet matches the client
verify mac-address hardware address on an untrusted port.

ip dhcp snooping vlan  Enables DHCP snooping on a VLAN or agroup of VLANS.
show ip dhcp snooping Displays the DHCP snooping binding entries.

binding

show ip dhcp snooping Displays the status of the DHCP snooping database agent.
database

Cisco 10S IP Addressing Services Command Reference
[ December 2010 .m



M show ip dhcp snooping binding

show ip dhcp shooping binding

To display the DHCP snooping binding entries, use the show ip dhcp snooping binding command in
privileged EXEC mode.

show ip dhcp snooping binding [ip-address] [mac-address] [vlan vian]
[interface type number]

Syntax Description ip-address (Optional) IP address for the binding entries.
mac-address (Optional) MAC address for the binding entries.
vlan vlan (Optional) Specifiesavalid VLAN number; valid values are from 1 to 4094.
inter face type (Optional) Specifies the interface type; possible valid values are ether net,
fastethernet, gigabitethernet, and tengigabitethernet.
number Module and port number.

Command Default If no argument is specified, the switch displays the entire DHCP snooping binding table.

Command Modes User EXEC
Privileged EXEC

Command History Release Modification
12.2(18)SXE Support for this command was introduced on the Supervisor Engine 720.
12.2(33)SRA This command was integrated into Cisco 10S Release 12.2(33)SRA.

Usage Guidelines DHCP snooping is enabled on aVLAN only if both the global snooping and the VLAN snooping are
enabled.

Examples This example shows how to display the DHCP snooping binding entries for a switch:

Router# show ip dhcp snooping binding

MacAddress IP Address Lease (seconds) Type VLAN Interface

0000.0100.0201 10.0.0.1 600 dhcp-snooping 100 FastEthernet3/1

This example shows how to display an |P address for DHCP snooping binding entries:

Router# show ip dhcp snooping binding 172.16.101.102

MacAddress IP Address Lease (seconds) Type VLAN Interface

0000.0100.0201 172.16.101.102 1600 dhcp-snooping 100 FastEthernet3/1
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show ip dhcp snooping binding Il

This example shows how to display the MAC address for the DHCP snooping binding entries:

Router# show ip dhcp snooping binding 10.5.5.2 0002.b33f.3d45f

MacAddress IpAddress Lease(sec) Type VLAN Interface

00:02:B3:3F:3D:5F 10.5.5.2 492 dhcp-snooping 99 FastEthernet6/36 Router#

This example shows how to display the DHCP snooping binding entriess MAC address for a specific
VLAN:

Router# show ip dhcp snooping binding 10.5.5.2 0002.b33£f.3d5f vlan 99

MacAddress IpAddress Lease(sec) Type VLAN Interface

00:02:B3:3F:3D:5F 10.5.5.2 479 dhcp-snooping 99 FastEtherneté6/36
This example shows how to display the DHCP snooping binding entries on VLAN 100:
Router# show ip dhcp snooping binding vlan 100

MacAddress IP Address Lease(seconds) Type VLAN Interface

0000.0100.0201 10.0.0.1 1600 dhcp-snooping 100 FastEthernet3/1

This example shows how to display the DHCP snooping binding entries on Fast Ethernet interface 3/1:
Router# show ip dhcp snooping binding interface fastethernet3/1
MacAddress IP Address Lease(seconds) Type VLAN Interface

0000.0100.0201 10.0.0.1 1600 dhcp-snooping 100 FastEthernet3/1

Table 16 describes the fields in the show ip dhcp snooping command output.

Table 16 show ip dhcp snooping Command Output
Field Description
Mac Address Client hardware MAC address.
IP Address Client 1P address assigned from the DHCP server.
L ease (seconds) IP address lease time.
Type Binding type; statically configured from CLI or dynamically learned.
VLAN VLAN number of the client interface.
Interface Interface that connects to the DHCP client host.
Related Commands ~ Command Description
ip dhcp snooping Globally enables DHCP snooping.
ip dhcp snooping Sets up and generates a DHCP binding configuration to restore bindings
binding across reboots.
ip dhcp snooping Configures the DHCP-snooping database.
database
ip dhcp snooping Enables DHCP option 82 data insertion.

infor mation option

ip dhecp snooping limit  Configures the number of the DHCP messages that an interface can receive
rate per second.

| December 2010

Cisco 10S IP Addressing Services Command Reference g



M show ip dhcp snooping binding

Command Description

ip dhcp snooping Enables DHCP snooping on the tunnel interface.

packets

ip dhcp snooping Verifies that the source MAC address in a DHCP packet matches the client
verify mac-address hardware address on an untrusted port.

ip dhcp snooping vian  Enables DHCP snooping on a VLAN or agroup of VLANS.
show ip dhcp snooping Displays the DHCP snooping configuration.

show ip dhcp snooping Displays the status of the DHCP snooping database agent.
database
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show ip dhcp snooping database

To display the status of the DHCP shooping database agent, use the show ip dhcp snooping database
command in privileged EXEC mode.

show ip dhcp snooping database [detail]

Syntax Description detail (Optional) Provides additional operating state and statistics information.

Defaults This command has no default settings.

Command Modes Privileged EXEC

Command History Release Modification
12.2(18)SXE Support for this command was introduced on the Supervisor Engine 720.
12.2(33)SRA This command was integrated into Cisco 10S Release 12.2(33)SRA.

Examples This example shows how to display the DHCP snooping database:

Router# show ip dhcp snooping database

Agent URL :
Write delay Timer : 300 seconds
Abort Timer : 300 seconds

Agent Running : No
Delay Timer Expiry : Not Running
Abort Timer Expiry : Not Running

Last Succeded Time : None
Last Failed Time : None
Last Failed Reason : No failure recorded.

Total Attempts
Successful Transfers

Startup Failures :
Failed Transfers :
Failed Reads
Failed Writes

Successful Reads
Successful Writes
Media Failures

O O O O O
o O O o

This example shows how to view additional operating statistics:

Router# show ip dhcp snooping database detail

Agent URL : tftp://10.1.1.1/directory/file
Write delay Timer : 300 seconds
Abort Timer : 300 seconds

Agent Running : No
Delay Timer Expiry : 7 (00:00:07)
Abort Timer Expiry : Not Running
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M show ip dhcp snooping database

Last Succeded Time : None
Last Failed Time : 17:14:25 UTC Sat Jul 7 2001
Last Failed Reason : Unable to access URL.

Total Attempts
Successful Transfers
Successful Reads
Successful Writes
Media Failures

First successful access: Read

Last ignored bindings counters

Binding Collisions
Invalid interfaces
Parse failures

Last Ignored Time : None

Total ignored bindings counters:

Binding Collisions
Invalid interfaces
Parse failures

21 Startup Failures : 0

0 Failed Transfers : 21

0 Failed Reads : 0

0 Failed Writes : 21

0
0 Expired leases : 0
0 Unsupported vlans : 0
0
0 Expired leases : 0
0 Unsupported vlans : 0

0

Related Commands

Command

Description

ip dhcp snooping

Globally enables DHCP snooping.

ip dhcp snooping

Sets up and generates a DHCP binding configuration to restore bindings

binding across reboots.
ip dhcp snooping Configures the DHCP-snooping database.
database

ip dhcp snooping
infor mation option

Enables DHCP option 82 data insertion.

ip dhcp snooping limit
rate

Configures the number of the DHCP messages that an interface can receive
per second.

ip dhcp snooping
packets

Enables DHCP snooping on the tunnel interface.

ip dhcp snooping
verify mac-address

Verifies that the source MAC address in a DHCP packet matches the client
hardware address on an untrusted port.

ip dhcp snooping vian

Enables DHCP snooping on a VLAN or agroup of VLANS.

show ip dhcp snooping

Displays the DHCP snooping configuration.

show ip dhcp snooping
binding

Displays the DHCP snooping binding entries.
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show ip dhcp vrf

To display the VPN routing and forwarding (V RF) instance information on the Cisco 10S Dynamic Host
Configuration Protocol (DHCP) server, use the show ip dhep vrf command in user EXEC or privileged
EXEC mode.

show ip dhcp vrf vrf-name binding {ip-address | *}

Syntax Description vrf-name Specifies the VRF name.
binding Displays DHCP VRF bindings.
ip-address Specifies the | P address of the DHCP client for which bindings will be
displayed.
* Displays all bindings in the specified VRF instance.

Command Modes User EXEC (>)
Privileged EXEC (#)

Command History Release Modification
12.2(33)SRC This command was introduced.

Usage Guidelines This command is used to display VRF information on the Cisco |OS DHCP server. If an IP addressis
specified, VRF information for the specific client is displayed. If an asterisk (*) is specified, then VRF
information for all the clientsis displayed.

Examples The following example shows the bindings associated with the VRF instance named red:

Router# show ip dhcp vrf red binding *

Bindings from VRF pool red:

IP address Client-1ID/ Lease expiration Type
Hardware address/
User name

192.0.2.0 0063.6973.636£.2d30. Mar 11 2007 04:36 AM Automatic
3030.312e.3030.3131.
2e30.3032.342d.4574.
302f£.30

192.0.2.1 0063.6973.636£.2d30. Mar 11 2007 04:37 AM Automatic
3032.322e.3030.3333.
2e30.3034.342d.4574.
302£.30
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The following example shows the bindings associated with a specific IP address in the VRF instance
named red:

Router# show ip dhcp vrf red binding 192.0.2.2

IP address Client-ID/ Lease expiration Type
Hardware address/
User name

192.0.2.2 0063.6973.636£.2d30. Mar 11 2007 04:37 AM Automatic
3032.322e.3030.3333.
2e30.3034.342d.4574.
302f£.30

Table 17 describes the significant fields shown in the displays.

Table 17  show ip dhcp vrf Field Descriptions

Field Description
IP address The IP address of the host as recorded on the DHCP server.
Hardware address The MAC address or client identifier of the host as recorded on
the DHCP server.
L ease expiration The lease expiration date and time of the | P address of the host.
Type The manner in which the IP address was assigned to the host.
Related Commands ~ Command Description
clear ip dhcp binding Deletes an automatic address binding from the Cisco |OS DHCP server
database.

show ip dhcp binding Displays address bindings on the Cisco 10S DHCP server.
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show ip route dhcp

To display the routes added to the routing table by the Dynamic Host Configuration Protocol (DHCP)
server and relay agent, use the show ip route dhcp command in privileged EXEC configuration mode.

show ip route [vrf vrf-name] dhcp [ip-address]

Syntax Description vrf (Optional) Specifies VPN routing and forwarding (V RF) instance.
vrf-name (Optional) Name of the VRF.
ip-address (Optional) Address about which routing information should be displayed.
Defaults No default behavior or values

Command Modes Privileged EXEC

Command History Release Modification
12.2 This command was introduced.
12.2(33)SRA This command was integrated into Cisco 10S Release 12.2(33)SRA.
12.25X Thiscommand is supported in the Cisco | OS Release 12.2SX train. Support

in a specific 12.2SX release of this train depends on your feature set,
platform, and platform hardware.

Usage Guidelines To display information about global routes, use the show ip route dhcp command. To display routesin
the VRF routing table, use the show ip route vrf vrf-name dhcp command.

Examples Thefollowing is sample output from the show ip route dhcp command when entered without an address.
This command lists all routes added by the DHCP server and relay agent.

Router# show ip route dhcp

10.5.5.56/32 is directly connected, ATMO.2
10.5.5.217/32 is directly connected, ATMO.2

The following is sample output from the show ip route dhcp command when an address is specified.
The output shows the details of the address with the server address (who assigned it) and the lease
expiration time.

Router# show ip route dhcp 10.5.5.217

10.5.5.217 is directly connected, ATMO.2
DHCP Server: 10.9.9.10 Lease expires at Nov 08 2001 01:19 PM
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M show ip route dhcp

The following is sample output from the show ip route vrf vrf-name dhcp command when entered
without an address:

Router# show ip route vrf abc dhcp

10.5.5.218/32 is directly connected, ATMO.2

The following is sample output from the show ip route vrf vrf-name dhcp command when an address
is specified. The output shows the details of the address with the server address (who assigned it) and
the lease expiration time.

Router# show ip route vrf red dhcp 10.5.5.218

10.5.5.218/32 is directly connected, ATMO.2
DHCP Server: 10.9.9.10 Lease expires at Nov 08 2001 03:15PM

Related Commands

Command Description

clear ip route dhcp Removes routes from the routing table added by the DHCP server and relay
agent for the DHCP clients on unnumbered interfaces.

Cisco 10S IP Addressing Services Command Reference
m. December 2010 |



snmp-server enable traps dhcp Il

snmp-server enable traps dhcp

To enable DHCP Simple Network Management Protocol (SNMP) trap notifications, use the
snmp-server enable traps dhcp command in global configuration mode. To disable DHCP trap
notifications, use the no form of this command.

snmp-server enable traps dhcp [duplicate] [interface] [pool] [subnet] [time]

no snmp-server enable traps dhcp [duplicate] [interface] [pool] [subnet] [time]

Syntax Description duplicate (Optional) Sends notification about duplicate | P addresses.
interface (Optional) Sends notification that a per interface lease limit is exceeded.
pool (Optional) Sends notification when address utilization for an address pool
has risen above or fallen below a configurable threshold.
subnet (Optional) Sends notification when address utilization for a subnet has risen
above or fallen below a configurable threshold.
time (Optional) Sends notification that the DHCP server has started or stopped.

Command Default DHCP trap notifications are not sent.

Command Modes Global configuration (config)
Command History Release Modification
12.2(33)SRC This command was introduced.

Usage Guidelines If you do not specify any of the optional keywords, all DHCP trap notifications are enabled.

Examples The following example shows how to send SNMP trap notifications to the SNMP manager when the
secondary subnet utilization falls below or exceeds the configured threshold:

Router (config)# ip dhcp pool pool2

Router (dhcp-config) # utilization mark high 80 log

Router (dhcp-config)# utilization mark low 70 log

Router (dhcp-config) # network 192.0.2.0 255.255.255.0

Router (dhcp-config) # network 192.0.4.0 255.255.255.252 secondary
Router (config-dhcp-subnet-secondary)# override utilization high 40
Router (config-dhcp-subnet-secondary)# override utilization low 30
|

Router (config)# snmp-server enable traps dhcp subnet
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In the following example, all DHCP trap notifications will be sent to the SNMP manager in response to
DHCP server events:

!
Router (config) # snmp-server enable traps dhcp
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subnet prefix-length

To configure a subnet allocation pool and determine the size of subnets that are allocated from the pool,
use the subnet prefix-length command in DHCP pool configuration mode. To unconfigure subnet pool
allocation, use the no form of this command.

subnet prefix-length prefix-length

no subnet prefix-length prefix-length

Syntax Description prefix-length Configures the I P subnet prefix length in classless interdomain routing
(CIDR) bit count notation. The range is from 1 to 31.

Defaults No default behavior or values.

Command Modes DHCP pool configuration

Command History Release Modification
12.2(15)T This command was introduced.
12.2(28)SB This command was integrated into Cisco 10S Release 12.2(28)SB.
12.2(33)SRC This command was integrated into Cisco 10S Release 12.2(33)SRC.

Usage Guidelines This command is used to configure a Cisco 10S router as a subnet allocation server for a centralized or
remote Virtual Private Network (VPN) on-demand address pool (ODAP) manager. This command is
configured under a DHCP pool. The prefix-length argument is used to determine the size of the subnets
that are allocated from the subnet allocation pool. The values that can be configured for the prefix-length
argument follow CIDR bit count notation format.

Configuring Global Subnet Pools

Global subnet pools are created in a centralized network. The ODAP server allocates subnets from the
subnet allocation server based on subnet availability. When the ODAP manager allocates a subnet, the
subnet allocation server creates a subnet binding. This binding is stored in the DHCP database for as

long as the ODAP server requires the address space. The binding is destroyed and the subnet is returned
to the subnet pool only when the ODAP server rel eases the subnet as address space utilization decreases.

Configuring VPN Subnet Pools

A subnet allocation server can be configured to assign subnets from VPN subnet allocation pools for
Multiprotocol Label Switching (MPLS) VPN clients. VPN routes between the ODAP manager and the
subnet allocation server are configured based on VRF name or VPN ID configuration. The VRF and
VPN ID are configured to maintain routing information that defines customer VPN sites. This customer
site is attached to a provider edge (PE) router. A VRF consists of an |P routing table, a derived Cisco
Express Forwarding (CEF) table, a set of interfaces that use the forwarding table, and a set of rules and
routing protocol parameters that control the information that is included in the routing table.
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Configuring VPN Subnet Pools for VPN clients with VPN IDs

A subnet allocation server can also be configured to assign subnets from VPN subnet allocation pools
based on the VPN ID of aclient. The VPN ID (or Organizational Unique Identifier [OUI]) is a unique
identifier assigned by the IEEE. VPN routes between the ODAP manager and the subnet allocation
server are enabled by configuring the DHCP pool with aVPN ID that matchesthe VPN ID that is
configured for the VPN client.

Examples Global Configuration Example

The following example configures a router to be a subnet allocation server and creates a global subnet
allocation pool named GLOBAL-POOL from the 10.0.0.0 network. The configuration of the subnet
prefix-length command in this example configures each subnet that is allocated from the subnet pool to
support 254 host | P addresses.

ip dhcp pool GLOBAL-POOL
network 10.0.0.0 255.255.255.0
subnet prefix-length 24

VPN Configuration Example

The following example configures a router to be a subnet allocation server and creates a VPN routing
and forwarding (VRF) subnet allocation pool named VRF-POOL from the 172.16.0.0 network and
configures the VPN to match the VRF named pool1. The configuration of the subnet prefix-length
command in this example configures each subnet that is allocated from the subnet pool to support 62
host |1P addresses.

ip dhcp pool VRF-POOL
vrf pooll

network 172.16.0.0 /16
subnet prefix-length 26

VPN ID Configuration Example

The following example configures a router to be a subnet allocation server and creates a V RF subnet
allocation pool named VPN-POOL from the 192.168.0.0 network and configures the VRF named abc.
The VPN ID must match the uniqueidentifier that is assigned to the client site. The route target and route
distinguisher are configured in the as-number:network number format. The route target and route
distinguisher must match. The configuration of the subnet prefix-length command in this example
configures each subnet that is allocated from the subnet pool to support 30 host |P addresses.

ip vrf abc

rd 100:1

route-target both 100:1

vpn id 1234:123456

!

ip dhcp pool VPN-POOL

vrf abc

network 192.168.0.0 /24

subnet prefix-length /27

Related Commands ~ Command Description
ip dhcp database ConfiguresaCisco |OS DHCP server to save automatic bindings on aremote
host called a database agent.
ip dhcp pool Enables the IP address of an interface to be automatically configured when

a DHCP pool is populated with a subnet from IPCP negotiation.
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Command Description

network (DHCP) Configures the subnet number and mask for a DHCP address pool on a
Cisco |OS DHCP server.

show ip dhcp pool Displays information about the DHCP pools.
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update arp

Syntax Description

Defaults

Command Modes

To secure dynamic Address Resolution Protocol (ARP) entries in the ARP table to their corresponding
DHCP bindings, use the update arp command in DHCP pool configuration mode. To disable this
command and change secure ARP entries to dynamic ARP entries, use the no form of this command.

update arp

no update arp

This command has no keywords or arguments.

No default behavior or values.

DHCP pool configuration

Command History

Usage Guidelines

Note

Examples

Release Modification
12.2(15)T This command was introduced.

The update arp DHCP pool configuration command is used to secure ARP table entries and their
corresponding DHCP |eases. However, existing active leases are not secured. These leases will remain
insecure until they are renewed. When the lease isrenewed, it is treated as a new lease and will be secured
automatically. If thisfeatureis disabled on the DHCP server, all existing secured ARP table entries will
automatically change to dynamic ARP entries.

This command can be configured only under the following conditions:

» DHCP network poolsin which bindings are created automatically and destroyed upon lease
termination or when the client sends a DHCPREL EA SE message.

« Directly connected clients on LAN interfaces and wireless LAN interfaces.

The configuration of this command is not visible to the client. When this command is configured,
secured ARP table entries that are created by a DHCP server cannot be removed from the ARP table by
the clear arp-cache command. Thisis designed behavior. If a secure ARP entry created by the DHCP
server must be removed, the clear ip dhcp binding command can be used. This command will clear the
DHCP binding and secured ARP table entry.

This command does not secure ARP table entries for BOOTP clients.

The following example configures the Cisco |OS DHCP server to secure ARP table entries to their
corresponding DHCP |eases within the DHCP pool nhamed WIREL ESS-POOL :

ip dhcp pool WIRELESS-POOL
update arp
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Related Commands ~ Command Description
clear arp-cache Deletes all dynamic entries from the ARP cache.
clear ip dhcp binding Deletes an automatic address binding from the Cisco |OS DHCP Server
database.
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utilization mark high

To configure the high utilization mark of the current address pool size, use the utilization mark high
command in DHCP pool configuration mode. To remove the high utilization mark, use the no form of
this command.

utilization mark high percentage-number [log]

no utilization mark high percentage-number [log]

Syntax Description

Defaults

Command Modes

percentage-number Percentage of the current pool size.
log (Optional) Enables the logging of a system message.

The default high utilization mark is 100 percent of the current pool size.

DHCP pool configuration

Command History

Usage Guidelines

Examples

Release Modification

12.2(8)T This command was introduced.

12.44)T The log keyword was added.

12.2(28)SB This command was integrated into Cisco 10S Release 12.2(28)SB.
12.2(33)SRC This command was integrated into Cisco 10S Release 12.2(33)SRC.

The current pool size is the sum of all addressesin all the subnets in the pool. If the utilization level
exceeds the configured high utilization mark, the pool will schedule a subnet request.

This command can be used with both network and on-demand pools. However, in the case of a network
pool, only the log option of this command can be used. In the case of an on-demand pool, the autogr ow
size option of the origin command must be configured.

In certain network deployments, it isimportant for the network administrator to receive asynchronous
notification when the DHCP pools are nearly exhausted so that preventive action can be taken. One
common method for such notification is the generation of a system message.

If you use the log option, a system message can be generated for a DHCP pool when the pool utilization
exceeds the configured high utilization threshold. A system message can also be generated when the
pool's utilization is detected to be below the configured low utilization threshold.

The following example sets the high utilization mark to 80 percent of the current pool size:

utilization mark high 80

The following pool configuration using the log keyword option generates a system message:

! ip dhcp pool abc
utilization mark high 30 log
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utilization mark low 25 log
network 10.1.1.0 255.255.255.248

The following system message is generated when the second IP address is allocated from the pool:

00:02:01: $DHCPD-6-HIGH UTIL: Pool "abc" is in high utilization state (2 addresses used
out of 6). Threshold set at 30%.

The following system message is generated when one of the two allocated | P addresses isreturned to the
pool:

00:02:58: %$DHCPD-6-LOW_UTIL: Pool "abc" is in low utilization state (1 addresses used out
of 6). Threshold set at 25%.

Related Commands

Command Description

origin Configures an address pool as an on-demand address pool.

utilization mark low  Configures the low utilization mark of the current address pool size.
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utilization mark low

To configure the low utilization mark of the current address pool size, use the utilization mark low
command in DHCP pool configuration mode. To remove the low utilization mark, use the no form of
this command.

utilization mark low percentage-number

no utilization mark low percentage-number

Syntax Description

Defaults

Command Modes

percentage-number Percentage of the current pool size.

The default low utilization mark is O percent of the current pool size.

DHCP pool configuration

Command History

Usage Guidelines

Examples

Release Modification

12.2(8)T This command was introduced.

12.2(28)SB This command was integrated into Cisco |10S Release 12.2(28)SB.
12.2(33)SRC This command was integrated into Cisco 10S Release 12.2(33)SRC.

The current pool size is the sum of all addressesin all the subnets in the pool. If the utilization level
drops below the configured low utilization mark, a subnet release is scheduled from the address pool.

This command can be used with both network and on-demand pools. However, in the case of a network
pool, only the log option of this command can be used. In the case of an on-demand pool, the autogr ow
size option of the origin command must be configured.

In certain network deployments, it isimportant for the network administrator to receive asynchronous
notification when the DHCP pools are nearly exhausted so that preventive action can be taken. One
common method for such notification is the generation of a system message.

If you use the log option, a system message can be generated for a DHCP pool when the pool utilization
exceeds the configured high utilization threshold. A system message can also be generated when the
pool's utilization is detected to be below the configured low utilization threshold.

The following example sets the low utilization mark to 20 percent of the current pool size:

utilization mark low 20

Related Commands

Command Description

origin Configures an address pool as an on-demand address pool.

utilization mark high  Configures the high utilization mark of the current address pool size.
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vrf (DHCP pool)

To associate the on-demand address pool with a VPN routing and forwarding instance (VRF) nhame, use
the vrf command in DHCP pool configuration mode. To remove the VRF name, use the no form of this
command.

vrf name

no vrf name

Syntax Description

Defaults

Command Modes

name Name of the VRF to which the address pool is associated.

No default behavior or values

DHCP pool configuration

Command History

Usage Guidelines

Examples

Release Modification
12.2(8)T This command was introduced.
12.2(33)SRC This command was integrated into Cisco 10S Release 12.2(33)SRC.

Associating a pool with aVRF allows overlapping addresses with other pools that are not on the same
VRF. Only one pool can be associated with each VRF. If the pool is configured with the origin dhcp
command or origin aaa command, the VRF information is sent in the subnet request. If the VRF is
configured with an RFC 2685 VPN D, the VPN ID will be sent instead of the VRF name.

The following example associates the on-demand address pool with a VRF named pool 1:

ip dhcp pool pooll
origin dhcp subnet size initial 24 autogrow 24
utilization mark high 85
utilization mark low 15

vrf pooll
Related Commands ~ Command Description
origin Configures an address pool as an on-demand address pool.
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ddns (DDNS-update-method)

To specify an update method for address (A) Resource Records (RRs) as |ETF standardized Dynamic
Domain Name System (DDNS), use the ddns command in DDN S-update-method configuration mode.
To disable the DDNS method for updating, use the no form of this command.

ddns [both]

no ddns

Syntax Description

Defaults

Command Modes

both (Optional) Both A and PTR RRs are updated.

No DDNS updating is configured.

DDNS-update-method configuration

Command History

Usage Guidelines

Release Modification
12.3(8) YA This command was introduced.
12.3(14)T This command was integrated into Cisco |0S Release 12.3(14)T.

If Dynamic Host Configuration Protocol (DHCP) is used to configure the |P address on the interface, a
DHCP client may not perform both A and PTR RRs or any updates. Also, if the DHCP server notifies
the client during the DHCP interaction that it will perform the updates, then the DHCP client will not
perform the updates. The DHCP server can always override the client even if the client is configured to
perform the updates.

If the interface is configured using DHCP and if the DDNS update method is configured on that
interface, then the DHCP fully qualified domain name (FQDN) option isincluded in the DHCP packets
between the client and the server. The FQDN option contains the hosthame, which is used in the update
as well asinformation about what types of updates the client has been configured to perform.

If the ddns keyword is specified, the A RRs only are updated, but if the ddns both keyword are
specified, both the A and the PTR RRs are updated. Also, if the DHCP server returns the the FQDN
option with an updated hostname, that hostname is used in the update instead.

Examples The following example shows how to configure a DHCP server to perform both A and PTR RR updates:
ip ddns update method unit-test
ddns both
Related Commands ~ Command Description

ip ddnsupdate method Enables DDNS as the update method and assigns a method name.
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dns forwarder

To add an address to the end of the ordered list of | P addresses for a Domain Name System (DNS) view
to use when forwarding incoming DNS queries, use the dns forwarder command in DNS view
configuration mode. To remove an |P address from the list, use the no form of this command.

dnsforwarder [vrf vrf-name] forwarder-ip-address

no dns forwarder [vrf vrf-name] forwarder-ip-address

Syntax Description

Command Default

Command Modes

vrf vrf-name (Optional) The vrf-name argument specifies the name of the Virtual Private
Network (VPN) routing and forwarding (V RF) instance of the
forwarder-ip-address.

Note If no VRF is specified, the default is the global VRF.

forwarder-ip-address I P address to use when forwarding DNS queries handled using the DNS
view.

Provided that DNS forwarding (configured by using the dns forwar ding command) is enabled and the
interface to use when forwarding incoming DNS queriesis configured (if using the dns forwarding
sour ce-inter face command) and not shut down, incoming DNS queries handled using the DNSview are
forwarded to one of the DNS forwarding hame servers.

If no forwarding name servers are configured for the DNS view, the router uses any configured domain
name server addresses.

If there are no domain name server addresses configured either, the router forwards incoming DNS
gueries to the limited broadcast address (255.255.255.255) so that the queries are received by all hosts
on the local network segment but not forwarded by routers.

DNS view configuration

Command History

Usage Guidelines

Note

Release Modification
12.4(9)T This command was introduced.

This command can be entered multiple times to specify a maximum of six forwarding name servers.
After six forwarding name servers have been specified, additional forwarding name servers cannot be
specified unless an existing entry is removed.

To display thelist of DNS forwarding name server addresses configured for the DNS view, use the show
ip dnsview command.

DNS resolving name servers and DNS forwarding name servers are configured separately. The domain
name-server and domain name-server interface commands are used to specify the DNS resolving
name servers (the ordered list of 1P addresses to use when resolving internally generated DNS queries
handled using the DNS view). The dns forwar der command specifies the forwarder addresses (the
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ordered list of |P addressesto use when forwarding incoming DNSqueries handled using the DNS view).

Versions of Cisco |0S prior to Release 12.4(9)T used the resolving name server list for both resolving
internal DNS queries and forwarding DNS queries received by the DNS server. For backward
compatibility, if there are no forwarding name servers configured, the resolving name server list will be
used instead.

Examples The following example shows how to add three IP addresses to the list of forwarder addresses for the
DNS view named user3 that is associated with the VRF vpn32;

Router (config)# ip dns view vrf vpn32 user3

Router (cfg-dns-view)# dns forwarder 192.168.2.0
Router (cfg-dns-view)# dns forwarder 192.168.2.1
Router (cfg-dns-view)# dns forwarder 192.168.2.2

The following example shows how to add the IP address 192.0.2.3 to the list of forwarder addresses for
the DNS view named userl that is associated with the VRF vpn32, with the restriction that incoming
DNS queries will be forwarded to 192.0.2.3 only if the queries are from the VRF named vpnl:

Router (config)# ip dns view vrf vpn32 userl
Router (cfg-dns-view)# dns forwarder vrf vpnl 192.168.2.3

Related Commands ~ Command Description
dnsforwarding Enables forwarding of incoming DNS queries by the DNS view.
dnsforwarding Specifies the interface to use when forwarding incoming DNS queries
source-interface handled using the DNS view.

domain name-server  Specifies the ordered list of 1P addresses to use when resolving internally
generated DNS queries handled using the DNS view.

domain name-server Specifiestheinterface from which the router can learn (through either DHCP

interface or PPP interaction on the interface) aDNS resolving name server address for
the DNS view.
show ip dnsview Displays information about a particular DNS view or about all configured

DNS views, including the number of times the DNS view was used.
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dns forwarding

To enable forwarding of incoming Domain Name System (DNS) queries handled using the DNS view,
use the dns forwar ding command in DNS view configuration mode. To disable forwarding and revert
to the default configuration, use the no form of this command.

dnsforwarding [retry number | timeout seconds]

no dnsforwarding [retry | timeout]

Syntax Description

Command Default

Command Modes

retry (Optional) Specifies the time to retry forwarding a DNS query.

number (Optional) Number of retries. The range is from 0 to 100.

timeout (Optional) Specifies the timeout waiting for response to a forwarded DNS.
seconds (Optional) Timeout in seconds. The range is from 1 to 3600.

The default value is inherited from the global setting configured using the ip domain lookup global
configuration command. However, the dns forwar ding command for the DNS view does not have a
reciprocal side effect on the setting configured by the ip domain lookup command.

DNS view configuration (cfg-dns-view)

Command History

Usage Guidelines

Note

Release Modification
12.49T This command was introduced.
15.0(1)M This command was modified. The retry number and timeout seconds

keywords and arguments were added.

This command enables forwarding of incoming DNS queries handled using the DNS view.
To display the DNS forwarding setting for a DNS view, use the show ip dns view command.

If you configure the no domain lookup command for aDNS view while the dns forwar ding command
has not been disabled for that view, then the dns forwar ding command setting will appear in the show
ip dnsview command output in order to make it clear that DNS forwarding is still enabled.

If you configure the no ip domain lookup global configuration command, however, the no dns
forwar ding setting is automatically configured also, in order to be backward compatible with the global
command form.

DNS lookup and DNS forwarding are configured separately. The domain lookup command enables the
resolution of internally generated DNS queries handled using the DNS view. The dns forwarding
command enables the forwarding of incoming DNS queries handled using the DNS view.

By default, domain lookup and DNS forwarding are both enabled for a view. If you then configure the
no domain lookup command, DNS forwarding is still enabled. However, if you instead use the older
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Cisco |OS command no ip domain lookup to disable domain lookup for the global default view, then
DNS forwarding is disabled automatically. This is done for backward compatibility with the
functionality of the no ip domain lookup global configuration command.

Examples The following example shows how to enable forwarding of incoming DNS queries handled using the
DNS view named user3 that is associated with the VRF vpn32;

Router (config)# ip dns view vrf vpn32 user3
Router (cfg-dns-view)# dns forwarding

Related Commands ~ Command Description
dnsforwarding Specifies the interface to use when forwarding incoming DNS queries
sour ce-interface handled using the DNS view.
domain lookup Enables the IP DNS-based hostname-to-address translation for internally
generated DNS queries handled using the DNS view.
ip domain lookup Enables the IP DNS-based hostname-to-address transl ation.
show ip dnsview Displays information about a particular DNS view or about all configured

DNS views, including the number of times the DNS view was used.
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dns forwarding source-interface

To specify the interface to use when forwarding incoming Domain Name System (DNS) queries handled
using the DNS view, use the dns forwar ding sour ce-interface command in DNS view configuration
mode. To remove the specification of the source interface for aDNS view to use when forwarding DNS
gueries, use the no form of this command.

dns forwar ding sour ce-inter face interface

no dns forwarding source-interface

Syntax Description

Command Default

Command Modes

interface Router interface to use when forwarding DNS queries.

No interface is specified for forwarding incoming DNS queries handled using the DNS view, so the
router selects the appropriate source | P address automatically, according to the interface used to send
the packet, when the query is forwarded.

DNS view configuration

Command History

Usage Guidelines

pe

Release Modification
12.4(9)T This command was introduced.

This command specifies the interface to use when forwarding incoming DNS queries handled using the
DNS view.

To display the interface configured by this command, use the show ip dns view command.

Tip To list al the interfaces configured on the router or access server, use the show inter faces command
with the summary keyword. Use the appropriate interface specification, typed exactly asit is displayed
under the Interface column of the show interfaces command output, to replace the interface argument
in the dns forwarding sour ce-inter face command.

Examples The following is sample output from the show inter faces command used with the summary keyword:
Router# show interfaces summary
*: interface is up
IHQ: pkts in input hold queue IQD: pkts dropped from input queue
OHQ: pkts in output hold queue OQD: pkts dropped from output queue
RXBS: rx rate (bits/sec) RXPS: rx rate (pkts/sec)
TXBS: tx rate (bits/sec) TXPS: tx rate (pkts/sec)
TRTL: throttle count
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Interface THQ IQD OHQ OQD RXBS RXPS TXBS TXPS TRTL
* FastEthernet0/0 0 0 0 0 0 0 0 0 0
FastEthernet0/1 0 0 0 0 0 0 0 0 0
ATM2/0 0 0 0 0 0 0 0 0 0
Ethernet3/0 0 0 0 0 0 0 0 0 0
Ethernet3/1 0 0 0 0 0 0 0 0 0
Ethernet3/2 0 0 0 0 0 0 0 0 0
Ethernet3/3 0 0 0 0 0 0 0 0 0
ATM6/0 0 0 0 0 0 0 0 0 0

NOTE:No separate counters are maintained for subinterfaces
Hence Details of subinterface are not shown

The following example shows how to configure FastEthernet slot O, port 1 as the interface to be used to
forward DNS queries for the DNS view named user3 that is associated with the VRF vpn32:

Router (config)# ip dns view vrf vpn32 user3
Router (cfg-dns-view)# dns forwarder source-interface FastEthernet0/1

Related Commands ~ Command Description
dnsforwarding Enables forwarding of incoming DNS queries by the DNS view.
show interfaces Display statisticsfor all interfaces configured on the router or access server.
show ip dnsview Displays information about a particular DNS view or about all configured

DNS views, including the number of times the DNS view was used.
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domain list

To add a domain name to the end of the ordered list of domain names used to complete unqualified
hostnames (names without a dotted-decimal domain name) in Domain Name System (DNS) queries
handled using the DNS view, use the domain list command in DNS view configuration mode. To
remove a name from the domain search list, use the no form of this command.

domain list domain-name

no domain list domain-name

Syntax Description domain-name Domain name to add or delete from the domain search list.

Note Do not include the initial period that separates an unqualified name
from the domain name.

Command Default No domain list is defined for the DNS view.

Command Modes DNS view configuration
Command History Release Modification
12.49T This command was introduced.

Usage Guidelines This command adds a domain name to the end of the domain search list for the DNS view.

N

Note ~ Thedomain list and domain name commands are similar, except that the domain list command can be
used to define alist of domain names for the view, each to be tried in turn. If DNS lookup is enabled for
the DNS view but the domain search list (specified using the domain list command) is empty, the default
domain name (specified by using the domain name command) is used instead. If the domain search list
is not empty, the default domain name is not used.

To display the list of domain names used to complete unqualified hostnames in DNS queries received
by a DNS view, use the show hosts command or the show ip dns view command.

Examples The following example shows how to add two domain names to the list for the DNS view named user3
that is associated with the VRF vpn32:
Router (config)# ip dns view vrf vpn32 user3

Router (cfg-dns-view)# domain list examplel.com
Router (cfg-dns-view)# domain list examplel.org
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Thefollowing example shows how to add two domain namesto thelist for the DNS view and then delete
one of the domain names from the list:

Router (cfg-dns-view)# domain list example2.com
Router (cfg-dns-view) # domain list example2.org
Router (cfg-dns-view)# no domain list example2.net

Related Commands ~ Command Description
domain name Specifies a single default domain name to use to complete unqualified
hostnamesin internally generated DN S queries handled using the DNS view.
show hosts Displaysthe default domain name, the style of name lookup service, alist of

name server hosts, and the cached list of hostnames and addresses specific
to a particular DNS view or for all configured DNS views.

show ip dnsview Displays information about a particular DNS view or about all configured
DNS views, including the number of times the DNS view was used.
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domain lookup

Syntax Description

Command Default

Command Modes

To enable the IP Domain Name System (DNS)-based hosthame-to-address translation for internally
generated DNS queries handled using the DNS view, use the domain lookup command in DNS view
configuration mode. To disable domain lookup for hostname resolution, use the no form of this
command.

domain lookup

no domain lookup

This command has no arguments or keywords.

The default value is inherited from the global setting configured using the ip domain lookup global
command. However, the domain lookup DNS view command does not have areciprocal side effect on
the setting configured by the ip domain lookup global command.

DNS view configuration

Command History

Usage Guidelines

Note

Release Modification
12.49T This command was introduced.

This command enables DN S-based hostname-to-address translation for internally generated DNS
gueries handled using the DNS view.

To display the DNS lookup setting for a DNS view, use the show ip dns view command.

If you configure no dns forwarding for a DNS view while domain lookup has not been disabled for
that view, then the domain lookup setting will appear in the show ip dnsview command output in order
to make it clear that domain lookup is still enabled.

If you configure the no ip domain lookup global command, however, the no domain lookup setting is
automatically configured also, in order to be backward compatible with the global command form.

DNS lookup and DNS forwarding are configured separately. The domain lookup command enables the
resolution of internally generated DNS queries handled using the DNS view. The dns forwarding
command enables the forwarding of incoming DNS queries handled using the DNS view.

By default, both domain lookup and DNS forwarding are both enabled for aview. If you then configure
no domain lookup, DNS forwarding is still enabled. However, if you instead uses the older Cisco |OS
command no ip domain lookup to disable domain lookup for the global default view, then DNS
forwarding is disabled automatically. Thisis done for backward compatibility with the functionality of
the no ip domain lookup global command.
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Examples The following example shows how to enable | P DNS-based hostname-to-address translation in the DNS
view named user3 that is associated with the VRF vpn32;

Router (config)# ip dns view vrf vpn32 user3
Router (cfg-dns-view)# domain lookup

Related Commands ~ Command Description

dnsforwarding Enables forwarding of incoming DNS queries by the DNS view.

domain name-server  Specifies the ordered list of 1P addresses to use when resolving internally
generated DNS queries handled using the DNS view.

domain name-server Specifiestheinterface from which the router can learn (through either DHCP

interface or PPP interaction on theinterface) a DN S resolving name server address for
the DNS view.

ip domain lookup Enables the IP DNS-based hostname-to-address translation.

show ip dnsview Displays information about a particular DNS view or about all configured

DNS views, including the number of times the DNS view was used.

Cisco 10S IP Addressing Services Command Reference
IAD-298 December 2010 |



| DNS Commands

domain multicast

domain multicast

To configure the domain name to be used when performing multicast address lookups for internally
generated Domain Name System (DNS) queries handled using the DNS view, use the domain multicast
command in DNS view configuration mode. To remove the specification of the domain name for
multicast address lookups, use the no form of this command.

domain multicast domain-name

no domain multicast

Syntax Description

Command Default

Command Modes

domain-name Domain name to be used when performing multicast address |ookups.

No IP address is specified for performing multicast address lookups for the DNS view.

DNS view configuration

Command History

Usage Guidelines

Examples

Release Modification
12.4(9)T This command was introduced.

This command configures the domain name to be used when performing multicast address lookups for
internally generated DNS queries handled using the DNS view.

To display the domain name for multicast address lookups, use the show ip dnsview command.

The following example shows how to configure the domain name www.example.com as the domain
name to be used when performing multicast lookups for internally generated DNS queries handled using
the DNS view named user3 that is associated with the VRF vpn32:

Router (config)# ip dns view vrf vpn32 user3
Router (cfg-dns-view)# domain multicast www.example.com

Related Commands

Command Description

ip domain multicast Changes the domain prefix used by Cisco |OS software for DNS-based SSM
mapping.

show ip dnsview Displays information about a particular DNS view or about all configured

DNS views, including the number of times the DNS view was used.
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domain name

To specify the default domain for a Domain Name System (DNS) view to use to complete unqualified
hostnames (names without a dotted-decimal domain name), use the domain name command in DNS
view configuration mode. To remove the specification of the default domain name for aDNS view, use
the no form of this command.

domain name domain-name

no domain name

Syntax Description

Command Default

Command Modes

domain-name Default domain name used to complete unqualified hostnames.

Note Do not include the initial period that separates an unqualified name
from the domain name.

No default domain name is defined for the DNS view.

DNS view configuration

Command History

Usage Guidelines

N

Note

Examples

Release Modification
12.49T This command was introduced.

This command configures the default domain name used to complete unqualified hostnamesin DNS
gueries handled using the DNS view.

The domain list and domain name commands are similar, except that the domain list command can be
used to define alist of domain names for the view, each to be tried in turn. If DNS lookup is enabled for
the DNS view but the domain search list (specified using the domain list command) is empty, the default
domain name (specified by using the domain name command) is used instead. If the domain search list
is not empty, the default domain name is not used.

To display the default domain name configured for a DNS view, use the show hosts command or the
show ip dnsview command.

The following exampl e shows how to define example.com as the default domain name for the DNS view
named user3 that is associated with the VRF vpn32:

Router (config)# ip dns view vrf vpn32 user3
Router (cfg-dns-view)# domain name example.com
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Related Commands

Command Description

domain list Defines the ordered list of default domain names to use to complete
unqualified hostnames in internally generated DNS queries handled using
the DNS view.

show hosts Displaysthe default domain name, the style of name lookup service, alist of

name server hosts, and the cached list of hostnames and addresses specific
to a particular DNS view or for all configured DNS views.

show ip dnsview

Displays information about a particular DNS view or about all configured
DNS views, including the number of times the DNS view was used.
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domain name-server

To add aname server to the list of Domain Name System (DNS) name serversto be used for aDNS view
to resolve internally generated DNS queries, use the domain name-server command in DNS view
configuration mode. To remove a DNS name server from the list, use the no form of this command.

domain name-server name-server-ip-address

no domain name-server name-server-ip-address

Syntax Description name-server-ip-address |P address of a DNS name server.

Command Default No IP address is explicitly added to the list of resolving name servers for this view, although an IP
address can be added to the list if dynamic name server acquisition is enabled. If the list of resolving
name servers is empty, the router will send the query to the limited broadcast address 255.255.255.255
when this view is used.

Command Modes DNS view configuration
Command History Release Modification
12.4(9)T This command was introduced.

Usage Guidelines This command can be entered multiple times to specify a maximum of six resolving name servers. After
six resolving name servers have been specified, additional resolving name servers cannot be specified
unless an existing entry is removed.

This method of explicitly populating the list of resolving name serversis useful in an enterprise network
where the population of available DNS serversisrelatively static. In an Internet service provider (ISP)
environment, where primary and secondary DNS server addresses can change frequently, the router can
learn a DNS server address through either DHCP or PPP on the interface. To configure the dynamic
acquisition of DNS resolving name server addresses, use the domain name-ser ver inter face command.
Regardless of the method or methods used to populate the list of DNS resolving name servers for the
view, no more than six resolving name servers are maintained for the view.

To display the list of DNS resolving name server | P addresses configured for a DNS view, use the show
hosts command or the show ip dns view command.

Note  The DNS resolving name servers and DNS forwarding name servers are configured separately. The
domain name-server and domain name-server interface commands are used to specify the DNS
resolving name servers (the ordered list of |P addresses to use when resolving internally generated DNS
gueriesfor the DNSview). The dnsforwarder command specifies the forwarder addresses (the ordered
list of 1P addresses to use when forwarding incoming DNS queries for the DNS view).
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Examples

domain name-server

If thereisno DNS forwarder configuration in aview, then the domain name server list will be used when
forwarding DNS queries. This is done for backward compatibility with the ip name-server global
command.

The following example shows how to specify the hosts at 192.168.2.111 and 192.168.2.112 as the name
servers for the DNS view named user3 that is associated with the VRF vpn32:

Router (config)# ip dns view vrf vpn32 user3
Router (cfg-dns-view)# domain name-server 192.168.2.111
Router (cfg-dns-view) # domain name-server 192.168.2.112

Related Commands

Command Description

dns forwarder Specifies the ordered list of 1P addresses to use when forwarding incoming
DNS queries handled using the DNS view.

domain name-server  Specifiestheinterface from which the router can learn (through either DHCP

interface or PPP interaction on theinterface) a DN S resolving name server address for
the DNS view.

ip name-server Specifies the address of one or more name servers to use for name and
address resol ution.

show hosts Displaysthe default domain name, the style of name lookup service, alist of

name server hosts, and the cached list of hostnames and addresses specific
to a particular DNS view or for al configured DNS views.

show ip dnsview Displays information about a particular DNS view or about all configured
DNS views, including the number of times the DNS view was used.
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domain name-server interface

To specify the interface on which the router can learn (through either DHCP or PPP) Domain Name
System (DNS) aresolving name server address for the DNS view, use the domain name-ser ver
interface command in DNS view configuration mode. To remove the definition of the interface, use the
no form of this command.

domain name-server interface interface

no domain name-server interface interface

Syntax Description interface Interface on which to acquire the IP address of a DNS name server that the
DNSview can usetoresolveinternally generated DNS queries. Theinterface
must connect to another router on which the DHCP agent or the PPP agent
has been configured to allocate the |P address of the DNS server.

Command Default No interface is used to acquire the DHCP or PPP address to be used for aDNS view to resolve internally
generated DNS queries.

Command Modes DNS view configuration
Command History Release Modification
12.4(9)T This command was introduced.

Usage Guidelines This command specifies the interface from which to acquire (through DHCP or PPP interaction on the
interface) the IP address of aDNS server to add to the list of DNS name servers used to resolveinternally
generated DNS queries for the DNS view.

The dynamic acquisition of DNS resolving name server addresses is useful in an Internet service
provider (ISP) environment, where primary and secondary DNS server addresses can change frequently.
To explicitly populate the list of resolving name serversin an enterprise network where the population
of available DNS serversisrelatively static, use the domain name-server command. Regardless of the
method or methods used to populate the list of DNS resolving name servers for the view, no more than
six resolving name servers are maintained for the view.

Note ~ The DNS resolving name servers and DNS forwarding name servers are configured separately. The
domain name-server and domain name-server interface commands are used to specify the DNS
resolving name servers (the ordered list of |P addresses to use when resolving internally generated DNS
gueriesfor the DNSview). The dnsforwarder command specifies the forwarder addresses (the ordered
list of 1P addresses to use when forwarding incoming DNS queries for the DNS view).

If thereisno DNS forwarder configuration in aview, then the domain name server list will be used when
forwarding DNS queries. This is done for backward compatibility with the ip name-server global
command.
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Tip

Examples

domain name-server interface 1l

To list all the interfaces configured on the router or access server, use the show inter faces command
with the summary keyword. Use the appropriate interface specification, typed exactly asit is displayed
under the Interface column of the show interfaces command output, to replace the interface argument
in the domain name-server interface command.

The following is sample output from the show interfaces command used with the summary keyword:

Router# show interfaces summary

*: interface is up

IHQ: pkts in input hold queue IQD: pkts dropped from input queue
OHQ: pkts in output hold queue OQD: pkts dropped from output queue
RXBS: rx rate (bits/sec) RXPS: rx rate (pkts/sec)
TXBS: tx rate (bits/sec) TXPS: tx rate (pkts/sec)

TRTL: throttle count

Interface THQ IQD OHQ OQD RXBS RXPS TXBS TXPS TRTL
* FastEthernet0/0 0 0 0 0 0 0 0 0 0
FastEthernet0/1 0 0 0 0 0 0 0 0 0
ATM2/0 0 0 0 0 0 0 0 0 0
Ethernet3/0 0 0 0 0 0 0 0 0 0
Ethernet3/1 0 0 0 0 0 0 0 0 0
Ethernet3/2 0 0 0 0 0 0 0 0 0
Ethernet3/3 0 0 0 0 0 0 0 0 0
ATM6/0 0 0 0 0 0 0 0 0 0

NOTE:No separate counters are maintained for subinterfaces
Hence Details of subinterface are not shown

The following example shows how to specify alist of name servers for the DNS view named user3 that
is associated with the VRF vpn32. First, the list of name server addresses is cleared, then five DNS
server | P addresses are added to the list. Finally, FastEthernet slot 0, port O is specified as the interface
on which to acquire, by DHCP or PPP interaction, a sixth DNS server |P address.

Router
Router

config)# ip dns view vrf vpn32 user3
cfg-dns-view)# no domain name-server
cfg-dns-view) # domain name-server 192.168.2.1
cfg-dns-view domain name-server 192.168.2.2
cfg-dns-view domain name-server 192.168.2.3

Router )
) #
) #
cfg-dns-view)# domain name-server 192.168.2.4
) #
) #

Router
Router
Router
Router
Router

cfg-dns-view domain name-server 192.168.2.5
cfg-dns-view domain name-server interface FastEthernet0/0

Related Commands

Command Description

domain name-server  Specifies the ordered list of 1P addresses to use when resolving internally
generated DNS queries handled using the DNS view.

show interfaces Display statisticsfor all interfaces configured on the router or access server.

show ip dnsview Displays information about a particular DNS view or about all configured
DNS views, including the number of times the DNS view was used.
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domain resolver source-interface

To set the source | P address of the Domain Name Server (DNS) queries for the DNS resolver
functionality, use the domain resolver source-interface command in DNS view configuration mode.
To disable the configuration, use the no form of this command.

domain resolver source-interface interface-type number

no domain resolver source-interface

Syntax Description interface-type Interface type. For more information, use the question mark (?) online help
function.
number Interface or subinterface number. For moreinformation about the numbering
syntax for your networking device, use the question mark (?) online help
function.

Command Default Disabled. (DNS queries are not forwarded through the expected interface.)

Command Modes DNS view configuration (cfg-dns-view)
Command History Release Modification
12.49T This command was introduced.

Usage Guidelines Sometimes, when a source interfaceis configured on arouter with the split DNSfeature to forward DNS
gueries, the router does not forward the DNS queries through the configured interface. If you want the
router to forward the DNS queries through a particular source interface, configure the router using the
domain resolver source-inter face command.

Examples The following example shows how to set the source | P address of the DNS queries for the DNS resol ver
functionality:

Router (config)# ip dns view vrf vpn32 user3
Router (cfg-dns-view)# domain resolver source-interface fastethernet 0/0

Related Commands ~ Command Description

ip dnsview Creates the DNS view of the specified name associated with the specified
VRF instance and then enters DNS view configuration mode.
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domain retry

To configure the number of retriesto perform when sending or forwarding Domain Name System (DNS)
gueries handled using the DNS view, use the domain retry command in DNS view configuration mode.
To remove the specification of the number of retries for a DNS view, use the no form of this command.

domain retry number

no domain retry

Syntax Description

Command Default

Command Modes

number Number of times to retry sending or forwarding a DNS query. The rangeis
from 0 to 100.

number: 2 times

DNS view configuration

Command History

Usage Guidelines

Examples

Release Modification
12.4(9)T This command was introduced.

This command configures the number of retries to perform when sending or forwarding DNS queries
handled using the DNS view.

To display the number of retries configured for the DNS view, use the show ip dns view command.

The following exampl e shows how to configure the router to send out or forward ten DNS queries from
the DNS view named user3 that is associated with the VRF vpn32 before giving up:

Router (config)# ip dns view vrf vpn32 user3
Router (cfg-dns-view)# domain retry 10

Related Commands

Command Description

show ip dnsview Displays information about a particular DNS view or about all configured
DNS views, including the number of times the DNS view was used.
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domain round-robin

To enable round-robin rotation of multiple |P addresses associated with a name in the hostname cache
used by the DNS view, use the domain round-robin command in DNS view configuration mode. To
disable round-robin functionality for the DNS view, use the no form of this command.

domain round-robin

no domain round-robin

Syntax Description ~ This command has no arguments or keywords.

Command Default Round-robin rotation of multiple I P addresses associated with a name in the hostname cacheis disabled
for the DNS view.

Command Modes DNS view configuration
Command History Release Modification
12.49T This command was introduced.

Usage Guidelines This command enabl es round-robin rotation such that each time a hostname in the internal cacheis
accessed, the system returns the next | P address in the cache, rotated such that the second IP addressin
the list becomes the first one and the first one is moved to the end of the list. For a more detailed
description of round-robin functionality, see the description of the ip domain round-robin global
command in the Cisco IOS P Addressing Services Command Reference.

To display the cached list of hostnames and addresses specific to a particular DNS view or for all
configured DNS views, use the show hosts command. To define static hostname-to-address mappings
in the global hostname cache or VRF hostname cache for the specified DNS view, use the ip host
command. To display the round-robin setting for the DNS view, use the show ip dns view command.

Examples The following example shows how to define the hostname www.example.com with three |1P addresses
and then enable round-robin rotation for the default DNS view associated with the global VRF. Each
time that hostname isreferenced internally or queried by a DNS client sending a query to the Cisco 10S
DNS server on this system, the order of the | P addresses associated with the host www.example.com will
be changed. Because most client applications look only at the first |P address associated with a
hostname, this results in different clients using each of the different addresses and thus distributing the
load among the three different | P addresses.

Router (config)# ip host view www.example.com 192.168.2.100 192.168.2.200 192.168.2.250
Router (config)# ip dns view default

Router (cfg-dns-view)# domain lookup

Router (cfg-dns-view)# domain round-robin
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Related Commands ~ Command Description

ip host Defines static hostname-to-address mappings in the DNS hosthame cache
for aDNS view.

ipdomainround-robin Enables round-robin functionality on DNS servers.

show hosts Displaysthe default domain name, the style of name lookup service, alist of

name server hosts, and the cached list of hostnames and addresses specific
to a particular DNS view or for all configured DNS views.

show ip dnsview Displays information about a particular DNS view or about all configured
DNS views, including the number of times the DNS view was used.
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domain timeout

To configure the number of secondsto wait for aresponse to a Domain Name System (DNS) query sent
or forwarded by the DNS view, use the domain timeout command in DNS view configuration mode.
To remove the specification of the number of seconds for a DNS view to wait, use the no form of this
command.

domain timeout seconds

no domain timeout

Syntax Description seconds Time, in seconds, to wait for aresponse to a DNS query. The range is from
0 to 3600.

Command Default number: 3 seconds

Command Modes DNS view configuration
Command History Release Modification
12.4(9)T This command was introduced.

Usage Guidelines Thiscommand configures the number of secondsto wait for aresponseto aDNS query sent or forwarded
by the DNS view.

To display the number of seconds configured for the DNS view, use the show ip dns view command.

Examples The following example shows how to configure the router to wait 8 seconds for a response to a DNS
query received in the DNS view named user3 that is associated with the VRF vpn32:

Router (config)# ip dns view vrf vpn32 user3
Router (cfg-dns-view)# domain timeout 8

Related Commands ~ Command Description

show ip dnsview Displays information about a particular DNS view or about all configured
DNS views, including the number of times the DNS view was used.
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host (host-list)

To specify alist of hosts that will receive Dynamic Domain Name System (DDNS) updates of address
(A) and pointer (PTR) Resource Records (RRs), use the host command in host-list configuration mode.
To disable the host list, use the no form of this command.

host [vrf vrf-name] { host-ip-address | hostname}

no host [vrf vrf-name] { host-ip-address | hostname}

Syntax Description

Defaults

Command Modes

vrf vrf-name (Optional) Specifies the virtual routing and forwarding (VRF) table. The
vrf-name argument is a name with which the address pool is associated.

Note  All hostnames or IP addresses specified on the same line as the vrf
keyword are associated with that VRF.

host-ip-address List of server |P addresses that will receive DDNS updates.
hostname Specifies a hosthame.

No list is configured for hosts.

Host-list configuration

Command History

Examples

Release Modification
12.3(8) YA This command was introduced.
12.3(14)T This command was integrated into Cisco |0S Release 12.3(14)T.

The following example shows how to configure alist of hosts:

ip host-1list test
host vrf abc 10.10.0.0

Related Commands

Command Description

ip host-list Specifies alist of hosts that will receive DDNS updates of A and PTR RRs.
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http (DDNS-update-method)

To specify an update method for address (A) and pointer (PTR) Resource Records (RRs) as HTTP and
enter DDNS-HTTP configuration mode, use the http command in DDNS-update-method configuration
mode. To disable HTTP dynamic updates, use the no form of this command.

http {add url-string | remove url-string}

no http

Syntax Description add url-string URL to be used to add or change a mapping between a hostname and an IP
address. The url-string argument takes the following form:

http://userid: password@domain-name/update-fol der-name/update?system
=system-name& hostname=hostname& myip=myipaddr

» userid and password—Strings for the organization website that you use
for performing the A and PTR RRs updates.

« domain-name—String for the organizational URL that you are using for
the updates; for example www.Cisco.com.

» update-folder-name—String of the folder name within the
organizational website in which your updates are stored.

« update?system=system-name—Update system (method) being used;
for example, dydnsis DDNS and dyn is EasyDNS.

Note  Before entering the question mark (?) character, press the control
(Ctrl) key and the v key together on your keyboard. This will allow
you to enter the ? without the software interpreting the ? as a help

query.

« & hostname=hostname—Hostname to update.

« & myip=myipaddr—IP address with which the specified hostname is
associated, respectively.

Note  Thereis one additional special character string, <s>, which could
also be entered into the url-string. If <s> isentered, when the update
isprocessed, the | P address of the server to which the update is being
sent is substituted at that |ocation.

remove url-string URL to be used to remove a mapping between a hostname and an | P address.
The url-string argument takes the same form as the one shown in the add
keyword description.

Defaults No HTTP update method is configured.

Command Modes DDNS-update-method configuration
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Command History

Release Modification
12.3(8)YA This command was introduced.
12.3(14)T This command was integrated into Cisco 10S Release 12.3(14)T.

Examples The following example shows how to specify the DynDNS.org to process the updates:

ip ddns update method unit-test
http add http://myuserid:secret@members.dyndns.org/nic/update?system=dyndns&hostname=
mywebsite&myip=10.10.10.10
Thefollowing are examples of URL sthat can be used to update some HTTP DNS update services. These
URLSs are correct to the best of the knowledge of Cisco but have not been tested in all cases. Where the
word “USERNAME:” appearsin the URL, your account username at the HT TP site should be used.
Where the word “PASSWORD” appearsin the URL, your password for that account should be used:
DDNS
http://USERNAME : PASSWORD@members .dyndns.org/nic/update?system=dyndns&hostname=<h>&myip=<a>
IRequires “interval max 28 0 0 0" in the update method definition.
TZ20
http://cgi.tzo.com/webclient/signedon.html?TZOName=<h>&Email=USERNAME&TZOKey=PASSWORD&IP
Address=<a>
EASYDNS
http://USERNAME : PASSWORD@members . easydns.com/dyn/ez-ipupdate.php?action=edit&myip=<a>&
host_id=<h>
JUSTLINUX
http://USERNAME : PASSWORD@www . justlinux.com/bin/controlpanel/dyndns/jlc.pl?direst=1&
username=USERNAME&password=PASSWORD&host=<h>&ip=<a>
DYNS
http://USERNAME : PASSWORD@www . dyns .cx/postscript.php?username=USERNAME&password=PASSWORD&
host=<h>&ip=<a>
HN
http://USERNAME : PASSWORD@dup . hn.org/vanity/update?ver=1&IP=<a>
ZONEEDIT
http://USERNAME : PASSWORD@www . zoneedit .com/auth/dynamic.html?host=<h>&dnsto=<a>
N
Note  Because these services are provided by the respective companies, the URLs may be subject to change or
the service could be discontinued at any time. Cisco takes no responsibility for the accuracy or use of
any of thisinformation. The URLs were obtained using an application called “ez-ipupdate,” which is
available for free on the Internet.
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Related Commands

Command Description
ddns Specifies DDNS as the update method for A and PTR RRs.
debug dhcp Displays debugging information about the DHCP client and monitors the

status of DHCP packets.

debug ip ddns update

Enables debugging for DDNS updates.

debug ip dhcp server

Enables DHCP server debugging.

default

Specifies the command default.

host (host-list)

Specifies alist of hosts that will receive DDNS updates of A and PTR RRs.

internal

Specifies the internal Cisco 10S cache is used for DDNS updates of A and
PTR RRs.

interval maximum

Specifies amaximum interval for DDNS updates of A and PTR RRs.

ip ddns update
hostname

Enables a host to be used for DDNS updates of A and PTR RRs.

ip ddnsupdate method

Enables DDNS as the update method and assigns a method name.

ip dhep client update
dns

Enables DDNS updates of A RRs using the same hostname passed in the
hostname and FQDN options by a client.

ip dhcp-client update
dns

Enables DDNS updates of A RRs using the same hostname passed in the
hostname and FQDN options by a client.

ip dhcp update dns

Enables DDNS updates of A and PTR RRs for most address poals.

ip host-list

Specifies alist of hosts that will receive DDNS updates of A and PTR RRs.

show ip ddns update

Displays information about the DDNS updates.

show ip ddns update
method

Displays information about the DDNS update method.

show ip host-list

Displays the assigned hostsin alist.

update dns

Dynamically updates a DNS with A and PTR RRs for some address pools.

i Cisco I0S IP Addressing Services Command Reference
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internal (DDNS-update-method)

Syntax Description

Defaults

Command Modes

To specify an update method for Dynamic Domain Name System (DDNS) address (A) and pointer (PTR)
Resource Records (RRs) as a Cisco |0S internal cache, use the internal command in
DDNS-update-method configuration mode. To disable the internal dynamic updates, use the no form of
this command.

internal

no internal

This command has no arguments or keywords.

No internal cache update method is configured.

DDNS-update-method configuration

Command History

Usage Guidelines

Examples

Release Modification
12.3(8)YA This command was introduced.
12.3(14)T This command was integrated into Cisco |OS Release 12.3(14)T.

This command is useful in conjunction with turning on the internal Cisco |OS DNS name-server. The
DNS name-server is enabled by using the ip dns server command. This command enables the
name-server to reply to requests for an |P address associated with the hostname that was added to the
internal name cache. Not all images have Cisco 10S DNS name-server functionality, so the internal
command will not be available. Refer to Feature Navigator at http://www.cisco.com/go/fn to verify the
name-server functionality in your image.

When the internal type of update is specified, an entry into the Cisco 10S name cache is added, which
is basically the same as entering the ip host abc.com 10.0.0.1 command. The hostname “abc” and the
IP address “10.0.0.1” are associated with an interface.

Thefollowing example shows how to configure a server to send DDNS updatesto the internal Cisco 10S
cache:

ip ddns update method mytest
internal

Related Commands

Command Description

ip ddnsupdate method Enables DDNS as the update method and assigns a method name.
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interval maximum

To specify a maximum interval at which Dynamic Domain Name System (DDNS) updates of address
(A) and pointer (PTR) Resource Records (RRs) occur, use the interval maximum command in
DDNS-update-method configuration mode. To disable the interval, use the no form of this command.

interval maximum days hours minutes seconds

no interval maximum

Syntax Description days Maximum interval, in days, at which updates occur. The range is from 0O to
365.
hours Maximum interval, in hours, at which updates occur. The rangeisfrom 0 to
23.
minutes Maximum interval, in minutes, at which updates occur. The rangeisfrom 0
to 59.
seconds Maximum interval, in seconds, at which updates occur. The range isfrom 0
to 59.
Defaults No maximum interval is configured.

Command Modes DDNS-update-method configuration

Command History Release Modification
12.3(8)YA This command was introduced.
12.3(14)T This command was integrated into Cisco |OS Release 12.3(14)T.
Examples The following exampl e shows how to configure the update method, the maximum interval of the updates

(globally), and the hostname on the interface:

interface ethernetl
ip ddns update hostname abc.dyndns.org
ip ddns update mytest

ip ddns update method mytest

http add http://test:teste@members.dyndns.org/nic/update?system=dyndns&hostname=myhosté&
myip=10.10.10.10

interval maximum 1 0 0 O

Related Commands ~ Command Description
ip ddnsupdate method Enables DDNS as the update method and assigns a method name.
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interval minimum

To specify a minimum interval at which Dynamic Domain Name System (DDNS) updates of address
(A) and pointer (PTR) Resource Records (RRs) occur, use the interval minimum command in
DDNS-update-method configuration mode. To disable the minimum interval, use the no form of this
command.

interval minimum days hours minutes seconds

no interval minimum

Syntax Description

Command Default

Command Modes

Usage Guidelines

days Minimum interval, in days, at which updates occur. The range is from 0 to
365.

hours Minimum interval, in hours, at which updates occur. The range is from O to
23.

minutes Minimum interval, in minutes, at which updates occur. The range is from 0
to 59.

seconds Minimum interval, in seconds, at which updates occur. The range isfrom 0
to 59.

No minimum interval is configured.

DDNS-update-method configuration

DDNS updates for interfaces acquiring their address through DHCP occur every time the DHCP lease
isrenewed. If the lease is renewed more often than the minimum update interval needed, then a problem
may occur with the updates. Sites accepting HTTP-style updates, such as DynDNS.org, may report an
error if the updates occur too often. The interval minimum command forces the system to ignore
updates that would occur too often.

Currently, the DynDNS.org policy is that updates can not be made more often than once every 10
minutes. This policy is subject to change in the future. The interval minimum command helps to
guarantee that updates will not be sent too often.

Command History

Release Modification
12.4 This command was introduced.
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Examples The following example shows how to configure the minimum interval so that updates would not be sent
to DynDNS.org any more often than once every 15 minutes.

1

ip ddns update method my test
interval minimum 0 0 15 O
http

add http://test:test@members.dyndns.org/nic/update?system=dyndns&hostname=myhostname&
myip=10.10.10 .1

Related Commands ~ Command Description
ip ddnsupdate method Enables DDNS as the update method and assigns a method name.
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Ip ddns update hostname

To enable a host to be used for Dynamic Domain Name System (DDNS) updates of address (A) and
pointer (PTR) Resource Records (RRs), use the ip ddns update hostname command in interface
configuration mode. To disable the dynamic updates, use the no form of this command.

ip ddns update hostname hostname

no ip ddns update hostname hostname

Syntax Description hostname Specifies a hosthame of the server that will receive updates.

Note It isexpected that the hostname will be an fully qualified domain
name (FQDN). Using an FQDN hostname enabl es the specification
of a hostname in a different domain that the default domain of the

device.
Defaults No host is configured.
Command Modes Interface configuration
Command History Release Modification
12.3(8)YA This command was introduced.
12.3(14)T This command was integrated into Cisco |0S Release 12.3(14)T.

Usage Guidelines The interface configuration overrides the global configuration.

Examples The following example shows how to configure the testhost host to update A and PTR RRs:

interface ethernetl/0
ip ddns update hostname testhost

Related Commands ~ Command Description

ip ddnsupdate method Specifies a method of DDNS updates of A and PTR RRs and the maximum
interval between the updates.
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Ip ddns update method

To specify a method and method name for updating Dynamic Domain Name System (DDNS) address
(A) and pointer (PTR) Resource Records (RRs) and enter DDNS-update-method configuration mode,
use the ip ddns update method command in global configuration mode. To disable the dynamic
updating, use the no form of this command.

ip ddns update method method-name

no ip ddns update method

Syntax Description method-name |ETF standardized DDNS update method name.
Defaults No DDNS update method is configured.
Command Modes Global configuration
Command History Release Modification
12.3(8) YA This command was introduced.
12.3(14)T This command was integrated into Cisco |0S Release 12.3(14)T.

Usage Guidelines The interface configuration overrides the global configuration.

Examples The following example shows how to assign a DDNS update method name:

ip ddns update method unit-test

Once you have assigned the method name, you can specify the type of update (DDNS or HTTP) and set
amaximum interval. Refer to the ddns and http commands for more information.

Related Commands ~ Command Description
ddns Specifies DDNS as the update method for A and PTR RRs.
http Specifies HTTP as the update method for A and PTR RRs.
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ip dhcp client update dns

To enable Dynamic Domain Name System (DDNS) updates of address (A) Resource Records (RRS)
using the same hostname passed in the hostname and fully qualified domain name (FQDN) options by a
client, usetheip dhcp client update dns command in interface configuration mode. To disable dynamic
updates of A RRs, use the no form of this command.

ip dhep client update dns [server {both | none}]

no ip dhcp client update dns[server {both | none}]

Syntax Description server (Optional) Specifies that the client will include an FQDN option specifying
the “N” flag. The server will not perform any DDNS updates for the client.
The server can, of course, override this configuration and do the updates
anyway.

« both—Enables the DHCP client to perform DDNS updates on both A
(forward) and PTR (reverse) RRsin the primary DNS server unless the
DHCP server has specified in the DHCP ACK FQDN option that it has
overridden the client request and has updated the information
previously.

Note  If the both keyword is specified, it meansthat the client will include
an FQDN option specifying the S flag. This keyword instructs the
server that it should attempt to dynamically update both the A and
PTR RRs.

- none—Ontheclient side, specifies that the DHCP client should include
the FQDN option; however, it should not attempt any DDNS updates.

Note If the none keyword is not specified, the FQDN option will result in
the server updating the PTR RR and neither the server nor the client
will update the A RR.

Defaults No default behavior.
Command Modes Interface configuration
Command History Release Modification
12.3(8) YA This command was introduced.
12.3(14)T This command was integrated into Cisco |0S Release 12.3(14)T.

Usage Guidelines Commandsthat are configured in interface configuration mode override the commands configured using
global configuration mode. The ip dhcp-client update dns command (hyphenated) is the global
configuration command.
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Examples

If you specify the both and none keywords in separate configurations, the DHCP client will update both
the A and PTR RRs, and the DHCP server will not perform any updates. If you specify the none and
both keywords (in this order), the DHCP client will not perform any updates and the server will update
both the A and PTR RRs.

There are two parts to the DDNS update configuration on the client side. First, if the ip ddns update
method command is configured on the client, which specifies the DDNS-style updates, then the client
will be trying to generate or perform A updates. If theip ddns update method ddns both command is
configured, then the client will be trying to update both A and PTR RRs.

Second, the only way for the client to communicate with the server, with reference to what updatesit is
generating or expecting the server to generate, isto include an FQDN option when communicating with
the server. Whether or not this option is included is controlled on the client side by the ip dhcp-client
update dns command in global configuration mode or the ip dhcp client update dns command in
interface configuration mode.

Even if the client instructs the server to update both or update none, the server can override the client
request and do whatever it was configured to do anyway. If there is an FQDN option in the DHCP
interaction as above, then the server can communicate to the client that it was overridden, in which case
the client will not perform the updates because it knows that the server has done the updates. Evenif the
server is configured to perform the updates after sending the ACK (the default), it can still usethe FQDN
option to instruct the client what updates it will be performing and thus the client will not do the same
types of updates.

If the server is configured with the update dns command with or without any keywords, and if the server
does not see an FQDN option in the DHCP interaction, then it will assume that the client does not
understand DDNS and will automatically act as though it were configured to update both A and PTR
RRs on behalf of the client.

The following example shows how to configure the DHCP client to perform A and PTR RR updates, but
the DHCP server will not perform the updates:

ip dhcp client update dns server none

Related Commands

Command Description

ip ddnsupdate method Specifies a method of DDNS updates of A and PTR RRs and the maximum
interval between the updates.
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Ip dhcp-client update dns

To enable Dynamic Domain Name System (DDNS) updates of address (A) Resource Records (RRS)
using the same hostname passed in the hostname and fully qualified domain name (FQDN) options by a
client, use the ip dhcp-client update dns command in global configuration mode. To disable dynamic
updates, use the no form of this command.

ip dhcp-client update dns [server {both | none}]

no ip dhcp client update dns

Syntax Description server (Optional) Enables the Dynamic Host Control Protocol (DHCP) server to
perform DDNS updates of forward or A RRsin the primary DNS server,
unless the DHCP server reports in the ACK FQDN option that it has
overridden the client request and updated this information previously. The
keywords are as follows:

- both—Enables the DHCP server to perform DDNS updates on both A
(forward) and PTR (reverse) RRsin the primary DNS server unless the
DHCP server has specified in the DHCP ACK FQDN option that it has
overridden the client request and has updated the information
previously.

Note  If the both keyword is specified, it meansthat the client will include
an FQDN option specifying the S flag. Thisinstructs the server that
it should attempt to dynamically update both the A and PTR RRs.

- none—Ontheclient side, specifies that the DHCP client should include
the FQDN option, however, it should not attempt any DDNS updates. On
the server side, specifies that the client will include an FQDN option
specifying the “N” flag. The server will not perform any DDNS updates
for the client. The server can, of course, override thisand do the updates
anyway.

Note If the none keyword is not specified, the FQDN option will result in
the server updating the PTR RR and neither the server nor the client
will update the A RR.

Defaults No default behavior.
Command Modes Global configuration
Command History Release Modification
12.3(8) YA This command was introduced.
12.3(14)T This command was integrated into Cisco |0S Release 12.3(14)T.
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Usage Guidelines

Examples

Commandsthat are configured in interface configuration mode override the commands configured using
global configuration mode. The ip dhcp client update dns command (no hyphen) is the interface
configuration command.

If you specify the both and none keywords, the DHCP client will update both the A and PTR RRs, and
the DHCP server will not perform any updates. The DHCP server can override the DHCP client using
the ip dhcp update dns override command.

If you specify the none and both keywords (in this order), the DHCP client will not perform any updates
and the server will update both the A and PTR RRs.

There are two parts to the DDNS update configuration on the client side. First, if the ip ddns update
method command is configured on the client, which specifies the DDNS-style updates, then the client
will be trying to generate or perform A updates. If theip ddns update method ddns both command is
configured, then the client will be trying to update both A and PTR RRs.

Second, the only way for the client to communicate with the server, with reference what updatesit is
generating or expecting the server to generate, isto include an FQDN option when communicating with
the server. Whether or not this option is included is controlled on the client side by the ip dhcp-client
update dns command in global configuration mode or the ip 