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Seguranga do E-Mail

» Discussdo e motivacgdo:
- Um sistema E-mail € um sistema critico do ponto
de vista da seguranga ?

» Deverdo as mensagens de correio electronico
serem consideradas como dados criticos ?
- Uso institucional e empresarial ?
- Uso pessoal ?

- Porqué ?
- Exemplos em que essa criticidade se manifesta ?
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Seguranga do E-Mail

*  Quais sdo os principais e seus identificadores num
sistema E-Mail ?

* Que propriedades de seguranga?

- Autenticagdo Para garantir:
. : No Spamming
Integridade No Phishing

- Confidencialidade  No Mail Forging/Replaying/Tampering
- Ndo Repudiag’d’o Trusted Mail Message Exchanges

- Propriedades de seguranga devem ser
estabelecidas em condicoes “"extremo-a-
extremo” no E-Mail.

- Complicado ? Por'qué ? (Internet Mail Architecture)

© Henrique Jodo L. Domingos, Departamento de Informéatica FCT/UNL Seguranga de E-Mail Slide 3



Internet Mail Architecture
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Internet Mail Architecture
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Internet Mail Architecture
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MUA - MHS Interaction: Security Assumptions ?

Mail-Relay |S&F| Mail-Relay |S&F| Mail-Relay
SW - = —> SW - b SW
(SMTP Server) (SMTP Server) (SMTP Server)
S&F .\m | S&F
SMTP °e° Local Deliv
Subm. MHS System
Endpoint Message Handling System
_ Security Assumptions ?
Security User
Assumptions ? MailBox
Security |Assumptions ?
Security [Assumptions ?
@ Users and MUASs: Trustable |
| Ex: Virtual MUA-to-MUA Ex:
MS Outlook Exchange Environment Mozilla
Tunderbird
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Standards and Protocols

+
mMTA  EOMIF A E?{“_E’ MTA
SMTP SMTP

ESMTP | |
MSA MDA

SMTP Endpoint MHS
Message Handling System
MHS:

No proofs of authenticity/integrity
In the S&F delivering of Mail Messages

- Vulnerabilities (Possible Threats)
Spamming, Spoofing and Phishing Dissemination
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WebMail - MHS Interaction: Security Assumptions ?

Mail-Relay |S&F| Mail-Relay |S&F| Mail-Relay

SW - - —> SW - —— SW
(SMTP Server) (SMTP Server) (SMTP Server)
S&F .\m | S&F
SMTP ° 3 Local Deliv
Subm. MHS System
Endpoint Message Handling System
_ | Security Assumptions ? ‘
User MailB
WebMail App Ser VArbox
Server Web Mail .
Service Environment WebMailApp
Server
T WEB / HTTPS (TLS) Protection 5
E Web Virtual MUA-to-MUA Web
“ Browser Exchange Environment Browser
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WebMail Service Providers

- —> SW -
(SMTP Server)

MHS

Message Handling System

S&F| Mail-Relay S&EI

Web-Mail
Intermediation Environment
(Ex: Cloud WebMail App Service
GMAIL)

v

User MailBox

fin

WebMail App
Server
f Web
Browser

Virtual MUA-to-MUA
Exchange Environment
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Ex: Gmail vs. Internet Mail Architecture

ls&F Mail-Relay S&El
- — SW -

(SMTP Server)

MHS Google
Message Handling System | [aitbils
' / GFS (Spanner
e A
W) Herver
HTTPS (TLS) Protection

Web Virtual MUA-to-MUA Web
Browser Exchange Environment

Browser

Seguranca de E-Mail  qjige 1]
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Ex: Gmail vs. Internet Mail Architecture

Spanner-5ased Solution (Geo / DC Replication )

Scalable, multi-version, globally-
distributed, and synchronously-replicated
database.

Security and Trust Assumptions ?
Outsourced: See:

Google
BigTable

/ GFS (Spanner
Based)

https://cloud.google.com/security/security-design/resources/google infrastructure whitepaper fa.pdf

Web
Browser
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Spanner (Paper)

+ OSDI 2012, Tenth Symposium on Operating System
Design and Implementation, Hollywood, CA, October,
2012

Spanner is Google's scalable, multi-version, globally-
distributed, and synchronously-replicated database.

It is the first system to distribute data at global scale and
support externally-consistent distributed transactions. This
paper describes how Spanner is structured, its feature set, the
rationale underlying various design decisions, and a novel time
APT that exposes clock uncertainty. This API and its
implementation are critical Yo supporting external consistency
and a variety of powerful features: non-blocking reads in the
past, lock-free read-only transactions, and atomic schema
changes, across all of Spanner.
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Ex: Gmail vs. Internet Mail Architecture

S

S&F| Mail-Relay |S&F
m - — SW - m—
(SMTP Server)
GOOGLE ceoe
Infrastructure
Securit MHS
. M Message Handling System
Design
GMAIL Web Access
Infrastructure
WEB /
T HTTPS (TLS) Protection ‘
*E -' Web Virtual MUA-to-MUA
Browser Exchange Environment
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Ex: Gmail vs. Internet Mail Architecture

GOOGLE
Infrastructure
Security
Design
GMAIL In the Internet Mail Architecture ...
Security and Privacy, as well as, Trust
N Computing Bases Control are outsourced to

Google

‘ f Web
“ Browser
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Ex: Gmail vs. Internet Mail Architecture

See: Google Infrastructure Security Design Overview

See: Data Privacy Guaratees:

See: about encryption

See also ....

But Data-Encryption is provided in a REST-Based Encryption Solution:

he "data at rest" on the Google servers is most likely encrypted, but encrypted with keys that Google
owns and manages. This means that if the hardware is stolen, the data will not be decryptable. However,
any authorized person or program at Google with access to the keys for that service can read the data.
Remember that the GMail ads are tailored to you because the algorithm "reads" your mail. Google Now
also generates alerts based on "reading" your mail.
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Standards and Protocols

MTA  OMTP v E§1_W_I>P MTA
SMTP —)‘ SMTP SMTP
ESMTP | |
MSA "o MDA | &
SMTP Endpoint MHS é“ g
1 M Handling S 7 5
ESMTP essage Handling System l % E
MS > &
Message Store
ESMTP + IMF + MIME Ext. POP + IMAP +

Virtual MUA-to-MUA  TMF + MIME Ext

Exchange Environment
MUA MUA
Mail User Mail User
Agent Agent

Seguranca de E-Mail g4 17

© Henrique Jodo L. Domingos, Departamento de Informatica FCT/UNL



Resumo: Ero’rocolos relevantes

Sobre estes protocolos e sua evolugdo: ver
anexo nos slides

+ SMTP / ESMTP

- Mensagens re-encaminhadas (S&F) sem controlo de
autenticidade e integridade entre os pares envolvidos

- POP3, IMAP
+ TMF and Ext. + Formatos MIME

» Problema de autenticagdo dos utilizadores que enviam /
recebem mensagens

» Mensagens e contelddos (multi-partes) passadas em claro
» Facil quebrar autenticidade, integridade e confidencialidade
> Perigo: injecdo de Spamming, Spoofing e Physhing
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Topicos cobertos

* Inseguranga em sistemas E-Mail
- Seguranga no envio e recepgdo de mensagens
- Seguranga ho sistema PGP
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Topicos cobertos

P> - Inseguranca em sistemas E-Mail
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Normalizacdo E-Mail: Formatos

Formatos de mensagens de correio electrdnico na
INTERNET (IMF - Internet Mail Format)

- Inicialmente RFC 822 ... hoje 5322

* Mail Headers, Body, text format
- Conteudo “"em claro”

- Normalizacdo MIME (RFC 2045-2049)

* Multipurpose Internet Mail Extensions

* Normalizagdo de conteldos de extensdo (multi-partes
nhuma mensagem, anexos)

+ Formatos de codificagdo de informagao (multimedia)
mas com controlo e conteludos “"em claro”

- MIME Types
Seguranga da normalizagdo MIME sé mais
tarde, com a normalizacdo S/MIME (Secure

MIME)
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RFC 822 Mail Message Format

(OriginatOf address;
Recipient address or addresses Message Envelope
Delivery mode

0 N B

[ Received: from ...
Message-Id: ...
Content-Type: ...
Date: Friday, ...
055

RFC 822 Message From: OpenLink Software
Subject: Virtuoso Mail

Sender: ...
k- >

Header

—  Message Content

-
Hi Reader,
this is a simple illustration of Message Body

an RFC 822 Message.
\ y

Conteudo em claro ...
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MIME Formats

From: <joseph.neubauer&hp.cone r

To: < jones@demo. Com Conteudo em claro ...

Subject: Report Status

Date: Tue, 5 Nov 2002 08:45:41 -0500

MIME-Version: 1.0

Content-Type: multipart/alternative;
boundary="--—-—-=_NextPart_000_0000_01C284A7.B8F453A0"

This is a multi-part message in MIME format.
Your email client may not be able to understand MIME.

——————=_NeXtPart_000_0000_01C284A7.B8F453A0

Content-Type: text/plain;
charset="is0-8859-1"

Content-Trans fer—-encoding: 7bit

Update Status Report

neubauerNeubauer, Joe

masonmason, Kewvin

joneslones, Mosby

havensHavens, Mary

There was 1 error

——————=_NeXtPart_000_0000_01C284A7.B8F453A0

Content-Type: text/html;
charset="is5s0-8859-1"

Content-Trans fer—-encoding: quoted-printable

<hz>Update Status Report</hz>

<hr=<p>

<table border»

<trx<tdsneubauer</td><td>Neubauer, Jloe</tdx<td><img =
src=3D0http: //router/images /up.gi < /td=</tr>
<trx<tdsmason</td><td>=Mason, Kewvin</td=<td><img
src=3D0http: //router/images /up.gif</td></tr>
<trx<tds>jones</td><td>Jones, Mosby</td><td><img
src=3D0http: //router/images /up.gifr</td></tr>
<trx<td><b>havens</b></td><td><b>Havens, Mary</b></td><td><img =
src=3Dhttp: //router/images /dn.gi </ td></tr>

</tablex

<p>

<font color=30blue size=3D5><b>There was 1 error</b></fonts

=_NextPart_000_0000_01C284A7.B8F453A0—-
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MIME Formats

From: John Doe <example®@example.com>
MIME-Version: 1.0 First MIME header
Content-Type: multipart/mixed; Content type of the message

b d =TXAXXD d text” - i
oundary ouURGery e Blank line separating the header

age in MIME format. and message body

This is a multipart me

 ==XXXXboundary text
Content-Type: tex

this is the body text Body of the message

~=~XXXXboundary
Content-Type: text/p
Content-Disposition: atta

filename="test.txt"

this is the attachiment text Body of the attachment

~=XXXXboundar -~

Defined boundaries (body parts
are enclosed in boundaries)

Tells the receiving User Agent that
the message has parts separated by
the string agent defined in Boundary=

““The final body part is followed by the “boundary="
string together with the *_ _" both prepended
and appended
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MIME Message Format

Top of Message line —»From niken@tiac.net Sat Feb 17 15:11:09 1996
Received: from cola.tiac.net by world.std.com (5.65¢c/Spike-2.0)
id AaAZ28060; Sat, 17 Feb 1996 10:11:21 -0500
"Handoffs" € Received: from miken.tiac.net (miken.tiac.net [204.215.141.56]) by
cola.tiac.net (8.6.9/8.6.6.Beta9) with SMTP id Kaxl18883 for
<miken@world.std.conm>; Sat, 17 Feb 1996 10:08:06 -0500
Message-Id: <2.2.32.19960217151109.006794b8@tiac. net>
¥-Sender: miken@tiac.net

Headers X-Mailer: Windows Eudora Pro Version 2.2 (32)
. [ Mime-Version: 1.0
MIME Tags '{ Content-Type: multipart/mixed; bhoundary="===================== §24587869==_"

Date: Sat, 17 Feb 1996 10:11:09 -0500
"RGQU”Ed" To: Michael Newcomb <wiken@world.std.com>
Headers From: Michael Newcomb <wmiken@tiac.net>
Subject: Test Message for Web Wandering
¥-Attachwents: c:\autoexec.bat;
3tatus: R

v

_—:::::::::::::::::::::_824587869::_
{Content—Type: text/plain; charset="us-ascii”

Message

Here is a test message.

It was sent by Eudora Pro 2.2(32) and contains a single enclosure.

_—:::::::::::::::::::::_82458?869::_
Content-Type: text/plain; charset="us-ascii”
Content-Disposition: attachment; filename="autoexec.bat”

Enclosure @ECHO OFF
SET mouse=g:\win95\systen

rem g:Ywin95\system‘\gpoint.com
rem g:\progra~1\ Iomega'\ziptoo~1\GUEST.EXE
SET MSINPUT=g:\WIN9S5

{ ——=====================_8 245878 69::_
Content-Type: text/plain; charset="us-ascii”

Signature Mike N.

Web: http://www.tiac.net/users/miken
Email: Michael Newcormb <wiken@tiac.net>

——=====================_824587869::_——



Normalizacdo E-Mail: SMTP / ESMTP

+ SMTP (Send Mail Transfer Protocol)

Envio de mensagens:

- Entre MUAs (Mail User Agents) e MTAs (Mail Transfer
Agents)

- Entre MTAs
* End-to-End Message Delivering
+ RFCs 2821 (SMTP) e RFC 5321 (ESMTP)
* Porto 25, sobre transporte TCP

- SMTP ndo possui seguranga para protec¢do das mensagens

* Processamento necessita da informacgdo dos
cabegalhos das mensagens

* Transmissdo "store & forward" dos conteddos das
mensagens em claro, as mesmas sdo enviadas em claro.
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POP, IMAP

Recuperagdo de mensagens de repositérios E-Mail:
- POP (POP 3, POP 4 ou IMAP 4)
- POP3 (porto 110 tcp)
- RFCs: 1081 (1988), 1939 (1996)

» User/Pwd LOGON, descarregamento das
mensagens sem protecdo

- POP3 with APOP (RFC 1460): Autenticacdo de
utilizadores com Username + Hash(TS-Server-
Generated || Pwd)

- POP 3 RFC 1734 with AUTH Extension
» Ex., AUTH KERBEROS_V4

- IMAP4 service (port 143 tcp), RFC 3501, 4466(2006),
4469(2006), 4551(2006), 5032(2007), 5182(2008),
5738(2010), 6186(2011), 6858(2013)

Canais de transporte das mensagens ndo protegidos
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Problemas a ter em conta ...

* Mensagens (e seus conteldos) depositadas em claro (sem
confidencialidade, autenticidade ou integridade) nas caixas de
correio dos utilizadores, no servidor de EMail onde sdo
mantidas

» Envio por SMTP revela as mensagens na interagdo entre
MUAs, MTAs e entre estes, durante o seu reencaminhaento
até ao servidor destino

- Descarregamento (POP, IMAP) por parte do MUA final a
partir do servidor EMail que armazena as mensagens revela as
mensagens ho canal

- Apenas fornece mecanismos de autenticagdo e controlo de acesso ds
mailboxes através de esquemas de autenticagdo de utilizadores
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Seguranga Extremo-a-Extremo

* Providencia a protegdo necessdria para que se assegurem
propriedades de seguranga das mensagens, durante a sua
transferéncia entre o emissor e o receptor,

* Protegdo das mensagens das vulnerabilidades anteriores ou
para além das protegdes anteriores

+ TIsto €, garantia de propriedades de seguranga
- entre o emissor
* (antes de as enviar, possivelmente via SMTP)
- e o receptor

» (depois de as obter, possivelmente por qualquer um dos
protocolos anteriormente referidos nas variantes POP
ou IMAP
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Que propriedades de seguranga ?

Autenticagdo das mensagens enviadas pelo emissor
- Assinatura digital da mensagem, verificdvel pelo receptor

» Criptografia assimétrica, com uso da chave privada do
emissor

Integridade das mensagens
- Sintese de segurancga verificdvel pelo receptor
Confidencialidade das mensagens

- A mensagem é transmitida cifrada (no caso de mensagens
MIME, isso incluird as mdltiplas partes ou anexos)

- Com uso de criptografia simétrica

Nado-Repudiagao
- Através de mensagens de resposta assinadas com
notificacdo de ACK ou AVISO DE RECEPCAO
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Confidencialidade com chaves OTK

Confidencialidade com base em chaves do tipo "One-Time-
Key” (o OTK)

Cada mensagem a enviar serd cifrada por uma chave Unica
(ndo reutilizavel), gerada pelo emissor para efeitos desse envi

Esta chave OTK serd transmitida (distribuida ao
destinatdrio) por um envelope seguro, usando criptografia
assimétrica

- O envelope é cifrado com a chave publica do receptor
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Contra-medidas

+ Adicionar autentica¢do, confidencialidade,
integridade e principios de ndo-repudiagdo nas
mensagens enviadas/recebidas (MUA-MSA-MTA)

- END-to-END Arguments
- Controlo dos utilizadores (Senders/Receivers)

Dados passados sempre cifrados ao longo da cadeia
de Store & Forward do MHS (MTA-MTA)

Solucoes: PGP, S/MIME
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Contra-medidas

+ Protegdo de dados (mensagens) em transito com
base em canais seqguros para suportar SMTP
- Interacoes: MUA - MSA e MSA - MTA
- Interagoes MTS - MTS

+ Ex: Pode ser adotado TLS ou outro transporte
seguro com os mesmos servigos de seguranga

Solucoes: ESMTP/TLS
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Contra-medidas

 Garantir autenticagdo e controlo de acesso enter
MTAs no encaminhamento de mensagens de correio
electronico

Solucao: DKIM
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DKIM

)
Mailbox
Private Key
Signed
Publish Retrieve
Private Private
Key Key
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DKIM - Domain Keys Management

- Email Authentication method

It allows the receiver to check that an email claimed to have
come from a specific domain was indeed authorized by the
owner of that domain

It is intended to prevent forged sender addresses in emails

- In technical terms, DKIM lets a domain associate its name
with an email message by affixing a digital signature

- Verification via the public key of the sender (signer’s)
domain, published in DNS
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Example of DKIM Signature

DKIM-Signature: v=1; a=rsa-sha256; c=relaxed/relaxed;
d=gmail.com; s=20120113;
h=mime-version:in-reply—-to:references:date:message-id:subject:from:to
:content-type;
bh=r8R+NS5CUOCgx50UcPnHGiw5R1AzjGtdFQoju9HIXCo=;
b=zXKVrJAN2Md8bLPFOzF9Tte87J3wBULQvv+7wR1Pja7n/1pPGYZiaGyHOn/t61yfbQ
X21E+17D0is7XhGzmz2culXunpst2+wcC20wZoX0+VvX1AwgXo@1wC+CsFENqW74kjbc
+QdYqg86dFV3w/qDBBjgWiuW5xGTIsdHORuRex Lnd4RGVQjoGQGpyyMG+LZozUiQEjhkd
LRpF4y19/sBMDshqXuCBzGtnf6DVUNa@Q2KvIVDGGxmGaSGtgVGtk2PZoarJLBNTYmO1

cTe2kFDdB4APmQbqg5d0UFPDz4b0@wVac+9wBW+YZuhxyNvcw lKLYEMGMKZj6/q8djdIP
F7Fw==
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DNS Query: Chave Pdblica DKIM

$ host -t txt 20120113._domainkey.gmail.com

20120113._domainkey.gmail.com descriptive text "k=rsa\; p=MIIBIjANBgkqhki-
GOwOBAQEFAAOCAQBAMIIBCgKCAQEA1Kd87/UeljenpabgbFwh+eBCsSTrgmwIYYvywlbhbgoo2Dymnd -
FkbjOVIPI1ldNs/m40KF+yzMnlskyoxcTUGCQs8g3FgD2Ap3ZB5DekAo5wMmk4wimD0+U8QzI3S-

DO" "7y2+07wINWwIt8svnxgdxGkVbbhzY8i+RQ9DpSVpPbF7ykQxtKXkv/ahW3KjViiAH+ghvv-
IThkx4xYSIc9oSwVmA150ctMEeWUwg8Istjqz8BZeTWbf41fbNhte7Y+YqZ0wqlSd@DbvYADINOZK9v 1 -
fuac0598HY+vtSBczUiKERHv1yRbcaQtZFh5wt iRrN@4BLUTD21MycBX5jYchHjPY/wIDAQAB"

Ou ..

dig TXT 20120113. domainkey.gmail.com
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Envio e encaminhamento de mensagens

» Enquanto sdo transmitidas via SMTP, as mensagens ficam
vulnerdveis a ataques as comunicagoes

*  Mensagens tempordrias armazenadas durante o processo de
reencaminhamento ficam vulnerdveis nesse armazenamento

*  No armazenamento final, as mensagens ficam fambém
vulnerdveis

- Ex., Adversdrio do tipo "Honesto mas Curioso”, pode ter
vasculhado as mensagens

- Ex., Administradores de sistemas com abuso de
privilégio
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Contra-medidas

+ Garantir autenticagdo de utilizadores no acesso a
mailboxes e no descarregamento de mensagens por
POP e IMAP

Solucoes:

POP3 ¢/ APOP (RFC 1939)

POP3 ¢/ KPOP (Kerberized POP), RFC

POP3 e IMAP ¢/ STARTTLS Extension
RFC 2595

POP3 SASL: RFC 5034

Seguranca de E-Mail Slide 40
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Descarregamento das mensagens

MUA <> Servidor do Repositdrio (Mailboxes)
- POP3S Endpoints

- RFC 5034, POP3 SASL (Protected User
Authentication and Message Retrieve Protection)

- Comandos CAPA

- POP3 / SSL (STARTTLS Extension, STLS
command)

- RFC 2249, porto 995 tcp (também porto 110 tcp)
- IMAP4 secure endpoints

« IMAP SASL (Protected User Authentication and
Message Retrieve Protection )

- IMAP / SSL
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Alguns exemplos
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Ex: APOP (POP 3), RFC 1939

S: <wait for connection on TCP port 110>
C: <open connection>

S: +0K POP3 server ready <1896.697170952@dbc.mtview.ca.us>

C: APOP mrose c4c9334bac560ecc979e58001b3e22fb € HaSh(PWD)
S: +0OK mrose's maildrop has 2 messages (320 octets)

C: STAT

S: +OK 2 320

¢:  LIST ... Sem APOP

S: +0OK 2 messages (320 octets)

S: 1 120

S: 2 200 C: USER mrose

S: . S: +0OK User accepted
C: RETR 1 s PASS tanstaaf
S: +0K 120 octets S: +OK Pass accepted
S: <the POP3 server sends message 1>

S: e

C: DELE 1

S: +0OK message 1 deleted

C: RETR 2

S: +OK 200 octets

S: <the POP3 server sends message 2>

S: 5

C: DELE 2

S: +0OK message 2 deleted

C: QUIT

S: +0K dewey POP3 server signing off (maildrop empty)

C: <close connection>

S: <wait for next connection>
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Ex: IMAP com TLS

Example: C: a001] CAPABILITY
S: * CAPABILITY IMAP4revl STARTTLS LOGINDISABLED
S: a00l1l OK CAPABILITY completed
C: a002 STARTTLS
S: a002 OK Begin TLS negotiation now
TLS =2 <TLS negotiation, further commands are under TLS layer>
C: a003 CAPABILITY
TLS S: * CAPABILITY IMAP4revl AUTH=EXTERNAL
S: a003 OK CAPABILITY completed
Protection C: a004 LOGIN joe password
S: a004 OK LOGIN completed
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Ex: Outro exemglo, com SASL - TLS

Example: S: * ACAP (SASL "CRAM-MD5") (STARTTLS)
C: a00l1 AUTHENTICATE "CRAM-MD5"
S: + "<1896.697170952@postoffice.reston.mci.net>"
C: "tim b913a602c7eda7a495b4e6e7334d3890"
a00l NO (TRANSITION-NEEDED)
"Please change your password, or use TLS to login"
C: a002 STARTTLS
S: a002 OK "Begin TLS negotiation now"
<TLS negotiation, further commands are under TLS layer>
TLS S: * ACAP (SASL "CRAM-MD5" "PLAIN" "EXTERNAL") — SASL
C: a003 AUTHENTICATE "PLAIN" {21+}
Protection |c: <NUL>tim<NUL>tanstaaftanstaaf
S: a003 OK CRAM-MD5 password initialized

I

TLS
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ExemEIO com POP3, STARTTLS

EX: openssl s_client -connect pop.gmail.com:995

......LOGIN na sessao POP3

USER <username>
PASS <password>

..... € a seguir podem dar-se comandos POP3:

STAT
LIST

RETR
DELE
RSET
TOP

QUIT
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Exemplo com SMTP e TLS

openssl s client -starttls smtp -connect smtp.gmail.com:25

// Fazer na shell ...
echo -ne \Oadmin@example.com\Opassword' | base64

Obtém outpit na forma ...
AGFkbWIuQGV4YWI1wbGUuY29tAHBhc3N3b3Jk

// Fazer entdo cut & paste para:

AUTH PLAIN AGFkbWIuQGV4Y W IwbGUuY29tAHBhc3N3b3Jk

A seguir fazer ...

chlo example.com

mail from: admin@example.com
rept to: admin@other.com

data

quit
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Topicos cobertos

+ Seguranga em sistemas E-Mail
P> - Seguranga no envio e recepgdo de mensagens
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Topicos cobertos

+ Seguranga em sistemas E-Mail
- Seguranga no envio e recepgdo de mensagens
P> - Seguranga no sistema PGP

© Henrique Jodao L. Domingos, Departamento de Informatica FCT/UNL

Contexto e criacdo do sistema PGP

Seguranga e Mecanismos criptograficos

Outros componentes do processamento PGP
Processamento e formato de mensagens

Gestdo de chaves publicas e modelo de confianga
Geragdo de chaves para encriptagdo de mensagens
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Topicos cobertos

+ Seguranga em sistemas E-Mail
- Seguranga no envio e recepgdo de mensagens

- Seguranga ho sistema PGP
P - Contexto e criagdo do sistema PGP
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PGP - Pretty Good Privacy

O sistema PGP foi criado inicialmente por Phil
Zimmermman

- Alvo de prisdo e processo de acusagdo de ilegalidade nos
EUA, durante cerca de trés anos

- https://philzimmermann.com/EN/audiovideo/index.html

Aura: "anti-establishment endeavor”,
mais tarde normalizado (RFC 3156)
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PGP - Pretty Good Privacy (by L. Fish 1993)

The G-men all are cryin’

And tearin' out their hair,

'Cause there's a new cryptography
That's shown up everywhere.
Nobody can break it,

However good they be.
Everybody's PC got the PGP.
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Agenda ha criagdo do sistema PGP (1)

+ Selegdo das melhores prdticas e técnicas
criptograficas de dominio publico e algoritmos
criptograficos publicados e amplamente
estudados para protegdo de mensagens EMail

- Uso como mecanismos de elevada reputagdo e aceitagdo, pela
comunidade de seguranga, ambiente académico e comunidade de
desenvolvimento e utilizacdo de software livre

- Adopgdo do algoritmo criptografico IDEA
- Embora opcionalmente fambém proposto com uso do algoritmo
DES (e posteriormente 3DES)
* Um modelo de TCB descentralizada para
disseminagdo e gestdo P2P de chaves poublicas

+ Integragdo numa ferramenta (open-source)

- Completamente auditdvel (cédigo aberto)
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Agenda ha criagdo do sistema PGP (2)

* Pacote com o software (open-source) e
documentagdo publicados para uso livre

- O que motivou os problemas legais nos EUA e a prisdo
- E um amplo movimento de solidariedade
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Agenda da criagdo do sistema PGP (3)

» Acordo com uma empresa (Viacrypt)

- Para disponibilizagdo de uma ferramenta inteiramente
compativel com a versdo Open Source, com condigdes de
licenciamento de baixo custo, mas com garantias de
desenvolvimento em base industrial

- Assegurando o controlo do processo de desenvolvimento e
evolugdo do software, APIs de integragdo e suporte de
manutencado

- O sistema visou estabelecer uma "norma aberta e
de facto"” para troca sequra e privada de
mensagens de correio electrénico na INTERNET

- Mas também para protegdo de ficheiros em sistemas de
ficheiros
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PGP - Pretty Good Privacy

* Protegdo de autenticagdo, integridade e
confidencialidade de mensagens numa perspectiva
extremo-a-extremo (entre emissor e receptor)

- Formatagdo/representagdo das mensagens cifradas
- Suporte de ndo repudiagdo: possivel confirmagdo
autenticada de entrega e recepgado

+ Geragdo e gestdo de chaves

- One Time K6 por cada mensagem
- Gestdo de chaveiros dos pares de chaves publicas/
privadas

* Modelo descentralizado de gestdo de confianga
das chaves publicas: Web-of-Trust Model
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Mensagem assinada em PGP

-——-BEGIN PGP SIGNED MESSAGE--
Hash: SHAI1

Bob:My husband is out of town
tonight.Passionately yours, Alice

--—-BEGIN PGP SIGNATURE---

Version: PGP 5.0

Charset: noconv

yvhHIJRHhGJGhgg/12EpJ
+108gE4vB3mgqJhFEvZPOt6on/7Gem5SGw2

---END PGP SIGNATURE---

Seguranca de E-Mail
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PGP ExamEle: Confiden‘riali’rx

PGP Example

BEGIN PGP MESSAGE
Version: GnuPG v1.4.5 (FreeBSD)
Comment: This is what your message looks like after encryption.

hQEOAle+1x6YuUMCEAP/bWfPplkWHOtrEMxHcmcv+tP9jhg7Vcf/I0k5ee8jdsB9
MAS3smI3F6XENYbTi+26SchP29jYR7xcIxjXi7LchNVDXYgxa3H2FiPxZrC2Hyfj

hA+nsVnEXGlgXsP91W520HZbOmCIEK1vaacc3TidOyTYBKrM1WUit4bhYsCGpAKkD
+WwROOFQGSfIErqLjl1T4vIrlFhJaXC7f4uxfIGmSHzhRG112Tz8zZEVmXKJgtnzw0
9zAF4+Qns/1lhayI4C8JchNjiOhwiwpdomBLhAcV4kpWFu9zKgLMerIQ6R1FyJvVD
LQC7BFH1BUXru+wzJU5gxmOtvAvVKiQTPmhizAFg7AzCZ0j8BTLGmboZLfcKR/Ogm
YObCsGAEfGwQKAP+IzEOuu+ZzVBKZ5YwzPB5d0AGWnHcc2DDtsdy20wmD7Iv3dPL5
NKA=
=HUMH
END PGP MESSAGE

© Henrique Jodo L. Domingos, Departamento de Informatica FCT/UNL Seguranca de E-Mail  gjide 58



Descentralizacdo da cadeia de confianca

HEY, I JuST Gor HOW WAS IT? |  THERE WAS A GIRL. NO.
Hore FRMTHEPRRTY | | NO IDEA WHO SHE kS, \ SOED HER
THEONE | | T screweD ’;":‘JISE‘T’;: KNOW “f:;f’: PUBLLC KEY.
WTHTHE | | UP BAD. \_ p DRUNK '

R RC ke .

YEAH. JHar ) bl
HAPPENED? AND W, YOU '

SLEPT WITH HER?
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Topicos cobertos

+ Seguranga em sistemas E-Mail
- Seguranga no envio e recepgdo de mensagens

- Seguranga ho sistema PGP
- Contexto e criacdo do sistema PGP
> - Seguranga e Mecanismos criptograficos
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Cr'iETogr'afia usada no sistema PGP

e Mecanismos compementares

Autenticacdo

Function

Algorithms Used

Description

A hash code of a message is created using

Digital signature DSS/SHA SHA- }).;Iglis n&essiage t?\igt;c:t is gncrypted
: using DSS or RSA with the sender’s
+ In.regrl l dClde RSA/SHA private key and included with the
message.
A message is encrypted using CAST-128
1 iali : CAST, IDEA, or IDEA or 3DES with a one-time session
CO nf ' denC IGI ldClde Message encryption TDES key generated by the sender. The session
key is encrypted using Diffie-Hellman or
RSA with the recipient’s public key and
+ DH or RSA included with the message.
~ . : A message may be compressed, for
CO m P ressao S Z1P storage or transmission, using ZIP.
To provide transparency for email
ikhila S E applications, an encrypted message may
Compa'h bi Ildade Email compatibility RADIX 64 B e N el
radix 64 conversion.
a Segmentation . To accommodate maximum message size
Fr'agmenTGSClO ou Segmentation limitations, PGP performs segmentation
segmentagdo standardized ~ [2ndreassembly.
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Envio de mensagem com autenticidade

- Source A > _ <«————Pestination B——»
E[PR,, H(M)] PU
.. a

PR,

DP

_‘ Compare

Autenticacio apenas (1)

Nota: COMPRESSAO SEMPRE DEPOIS DA ASSINATURA !

PORQUE ?
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Envio de uma mensagem confidencial

PU,,

K @

M
oW S,

N

Confidencialidade apenas

. o

PR,

Jp

D>z "

Nota: COMPRESSAO SEMPRE ANTES DA CIFRA DA MENSAGEM !

PORQUE ?
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Confidencialidade e Autenticidade

E[PUp, K]

PUy :
E[PR,. H(M)] PU,

.

Compare

Autenticacao + Confidencialidade
Nota:
COMPRESSAO

DEPOIS DA ASSINATURA E ANTES DA CIFRA DA MENSAGEM !

Slide 64
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Topicos cobertos

+ Seguranga em sistemas E-Mail
- Seguranga no envio e recepgdo de mensagens
- Seguranga ho sistema PGP

- Contexto e criacdo do sistema PGP

- Seguranga e Mecanismos criptogrdficos
> - Outros componentes do processamento PGP
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Compatibilidade com RADIX-64

» Incluido para garantir neutralidade face a limitagoes
SMTP que sé adoptem processamento de mensagens
ASCII 7 bit

- Conversdo e codificacdo Radix-64

3 bytes = 24 bits
Fragmentos de 6-bits
(Representacao
Numérica: 0 a 63)

- 24 bits >

Re) (ke  (Red (ke
. 4

Codificacao ASCII de

-t 4 characters = 32 bits

Acordo com o valor numérico
ASCII (8 bit, com BMS = 0),

Com base numa tabela de .
conversio 4 bytes = 32 bits
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Tabela de conversado

6-bit value character | 6-bit value character | 6-bit value character | 6-bit value character
encoding encoding encoding encoding
0 A 16 Q 32 g 48 w
1 B 17 R 33 h 49 X
2 C 18 S 34 i 50 v
3 D 19 T 35 J 51 zZ
- E 20 U 36 k 52 0
5 F 21 Vv 37 1 53 1
6 G 22 W 38 m 54 2
7 H 23 X 39 n 55 3
8 I 24 Y = 0 56 -
9 J 25 Z 4] p 57 5
10 K 26 a 42 q 58 6
11 L 27 b 43 r 59 7
12 M 28 c - S 60 8
13 N 29 d 45 t 61 9
14 O 30 e <0 u 62 +
15 P 31 f 47 v 63 /
(pad) =
Ex:
00100011 01011100 10010001 => 01001001 00110001 01111001 01010010
235C91 (hex) => [1yR (ascii) = 49317952 (hex)
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Compensagdo: RADIX64 vs. Compressao

A Conversdo RADIX expande a mensagem em cerca de 33%

Mas a compressdo tende a comprimir dessa mesma ordem os
conteldos texto

Vantagens da compressdo

A compressdo tem assim varios beneficios ha aplicagdo no
contexto do PGP:

- Atenua o efeito da conversdo RADIX 64 nos conteldos de
TEXTO

- O pré-processamento da compressdo antes da cifra, também
é benéfico para efeitos de seguranga, pois provoca quebra de
regularidades de padrdes de conteddos de texto, antes da
cifra (dificultando ataques por criptandlise de amostras
PLAINTTEXT-CIPHERTEXT
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Segmentagdo de mensagens

+ Porque ?

» Porque inicialmente (na altura da criagdo do sistema) existiam
limites relativamente apertados nos tamanhos das mensagens
(impostos pelos servidores SMTP durante o encaminhamento)

- Exemplo: limitagoes a 50 K Bytes

- Assim, o PGP segmentava as mensagens de modo a adapta-las
aos minimos tamanhos vulgares noemalizando o respetivo
processo de fragmentagdo na origem e reassemblagem no
destino
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Topicos cobertos

+ Seguranga em sistemas E-Mail
- Seguranga no envio e recepgdo de mensagens

- Seguranga ho sistema PGP

- Contexto e criacdo do sistema PGP

- Seguranga e Mecanismos criptogrdficos

- Outros componentes do processamento PGP
> - Processamento e formato de mensagens
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Processamento PGP

Note-se que tudo o que se referiu para

processamento de mensagens de correio electrénico, pode
ser aplicado para efeitos de construgdo de uma ferramenta
de protegdo de ficheiros que usa o processamento
normalizado PGP

* Para enviar (ou a disponibilizar) a destinatadrios, por
algum protocolo do tipo FILE TRANSFER ou FILE
DOWNLOAD

« QOu apenas para proteger localmente os ficheiros (por
exemplo protegoes de ficheiros em disco, pen-drives ou
qualquer dispositivo do tipo File-Storage)
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Proteg¢do de mensagens (ou ficheiros) na origem

Mensagem
(ou ficheiro) | X<

Geracgdo da

. Yes - .
Assinatura < S H" sl meweimae | Assingtura antes
No da Compressdo

CO m p r ZS S aO Con;press

X « Z(X)

Encriptagdo J,

Confidentiality Yes encrypt key, X
required? X « E(PU}, K) Il E(K, X)

No

Conversao _
convert to radix 64
RADIX X < R64[X]
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Prote¢do de mensagens (ou ficheiros) no destino

Mensagem convert from radix 64
(ou ficheiro) X« R64~1X)
. A~ l " decrypt key, X
Desencriptagdo ) — K, « D(PRy, E(PUj, K)
No X « D(K.n E(Km X))
d €S CoO m p PZS S aO Decompress
X <z

Verificagdo da Assinatura

apds a descompressdo
Ver' | f | CC(Q&O da Signature Yes strip sig;xau}re from X

. uired? verily signature

Assinatura el s
Recuperagado

da mensagem (ou ficheiro)
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Formato da mensagem PGP

A
Session key
component
KeylIDs: 1
Least significant
64 bits of Pub Keys.

PU, mod 264  Signature

Message

Y

© Henrique Jodo L. Domingos, Departamento de Informatica FCT/UNL
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A
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Y
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Formato da mensagem

KeyIDs:
Least significant

64 bits of Pub Keys.

PU, mod 2%

Session key
component

Signature

Message

A

AT

Key ID of recipient's
public key (PU})

JE— JE— B . B B R

Session key (K;)

l

T public key (PU,,)

Timestamp

JE— JE— B . B B R

Key ID of sender’s

JE— JE— B . B B R

Leading two octets
of message digest

JE— JE— B . B B R

Message Digest

Y

Filename

JE— JE— B . B B R

JE— JE— B . B B R

Data
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Topicos cobertos

+ Seguranga em sistemas E-Mail
- Seguranga no envio e recepgdo de mensagens

- Seguranga ho sistema PGP
- Contexto e criacdo do sistema PGP
- Seguranga e Mecanismos criptogrdficos
- Outros componentes do processamento PGP
- Processamento e formato de mensagens
P> - Gestdo de chaves piblicas e modelo de confianga
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Gestdo de chaves

Modelo Web-of-Trust

O programa PGP vulgarizou um método de distribuigdo de
chaves baseado num modelo conhecido como Web of Trust

- Consiste em cada utilizador adquirir e guardar localmente as
chaves publicos dos interlocutores, por uma de duas vias:

- através de outros utilizadores em quem tem confianga

» Podendo as chaves publicas serem transmitidas em
mensagens de correio electrdnico autenticadas por
estes

- ou através de servidores publicos (utilizados como
diretérios de chaves publicas de comunidades de
utilizadores)
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Gestdo de chaves

Cada utilizador gere dois chaveiros:

- PUBLIC KEY RING

chaveiro de chaves publicas onde estdo guardadas as
chaves publcas de outros utilizadores

* As chaves vdo sendo guardadas a medida que o

utilizador as vai obtendo de acordo com o modelo
Web-of-Trust

- PRIVATE KEY RING
O chaveiro das suas chaves privadas

Um utilizador pode ter mais do que um par de chaves (privada,
plblica), usando-as como entender no envio de mensagens

Na recepgdo, deve ser usada a chave plblcia adequada que foi
usada pelo emissor
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Gestdo de chaves

O sistema PGP prevé um método de assinatura digital de
chaves publics para que cada principal possa assinar as
chaves que envia a quem confia nele (no pressuposto que o
destinatdrio jd conhece e confia na(s) sua(s) chave(s)
publoica(s)

* Para tal, estabelece-se uma métrica de confianga para
diversos fins:

- Confianga para recohecimento de autenticidade de uma mensagem
normal

- Confianga para reconhecimento de autenticidade de uma mensagem em
que se anuncia a chave publcia de outro principal

* Bootstrap da Web of trust+: utilizam-se métodos
administrativos de gestdo das métricas de confianga,
nomeadamente:

- chaves iniciais depositadas no servidor de chaves publicas. Ou instaladas
manualmente no chaveiro local de chaves publicas com a métrica de
confianca a considerar como SETUP
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Chaveiro de chaves Erivadas

Timestamp Key ID* Public Key Encrypted User ID*
Private Key
T; PU; mod 26 PU,; E(H(P), PR) User i

R

Campos usados para indexar a tabela

Chave sprivadas sdo mantidas {Kpriv}
Protegidas (cifradas) com um K=H(passprhase)
Esquema do tipo PBE encryption Usando:

Cast-128, 3DES or IDEA
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Chaveiro de chaves Etjblicas

e processamento de confianga das entradas

KeyID or UserID Fields usados para indexar a tabela

\

\

Timestamp Key ID* Public Key | Owner Trust User ID* Key Signature(s) Signature
Legitimacy Trust(s)
Tj PU; mod 26 PU; trust_flag; User i trust_flag;
/\ .

Trust level of the owner of each
public key: How much this
public key owner is trustable to
sign other public keys ?
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Trust level of key
legitimacy:
The public key
belongs really to
this UserID ?
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Chaveiro de chaves publicas
e processamento de confianga das entradas

KeyID or UserID Fields used to index the table

\

\

Timestamp Key ID* Public Key | Owner Trust User ID* Key Signature(s) Signature
Legitimacy Trust(s)
Tj PU; mod 26 PU; trust_flag; User i trust_flag;
/\ .

Trust level of the owner of each
public key: How much this public
key owner is trustable to sign other
public keys ?
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Trust level of key
legitimacy:
The public key
belongs really to
this UserID ?

Trust of
each
signatures
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Gestdo de métricas de confianca

Ownertrust ~ Keylegit
Trust assigned to Trust assigned to Sigtrust
public key owners public key / user id pairs  1Tust assigned Signature
OWNERTRUST Field KEYLEGIT Field ’ | SIGTRUST Field
undefined trust unknown or undefined trust undefined trust
unknown user -Key ownership not trusted unknown user
-usually not trusted to sign other keys -marginal trust in key ownership usually not trusted to sign other keys
usually trusted to sign other keys ‘complete trust in key ownership usually trusted to sign other Keys
always trusted to sign other keys always trusted to sign other keys
-this key is present in secret key ring WARNONLY bit this key is present in secret key ring

{ultimate trust) (ultimate trust)

set if user wants only to be

BUCKSTOP bit warned wh_cn key that is not f_ully validated CONTIG bit

set if this key appears in secret is used for encryption -set if signature leads up a contiguous
key ring trusted certification path back to the

ultimately trusted key ring owner

Ownertrust field: trust metrics assigned to public-key owners
Keylegit field: trust metrics assigned to PublicKey/UserID pairs

Sigtrust field: trust metrics assigned to signatures

Key legitimacy field = 1/X + 1/Y
Need X always trusted signatures + Y usually trusted
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Hierarquia de You
confianga O

Q
? = unknown signatory ° o

X)—»~Y) =Xissigned by Y

O = key's owner is trusted by you to sign keys
O = key's owner is partly trusted by you to sign keys

~ (#) =keyisdeemed legitimate by you



Como e quando revogar as chaves publicas ?

+ Revogar significa retirar as chaves publicas do
chaveiro de chaves publcias

» Deve fazer-se quando:

- O dono da chave publcia envia uma mensagem com um pedido
de revogagdo (como um certificado de revogagado)

- Pode ser enviado huma mensagem enviada assinada pelo dono
da chave publcia (assinado pela respetiva chave privada).

- Notar que perante uma mensagem destas, temos mesmo que
revogar a chave publica ...

Porqué ?
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Processamento com os chaveiros
Cendrio: A enviando mensagem a B

Public key ring

passphrase
IDg select
Private key ring Key ID
select
D encrypted
s ’ private key
Key ID
public key
private key PU
PR,
message
digest
session key
K,
Message Output
M signature
message + message
encrypted

signature
+ message




Ol

Processamento com os chaveiros
Cendrio: B ao receber mensagem de A

passphrase

Private key ring

Public key ring

select

] ] encrypted select

private key

| |

private key
PR;,

receiver's

public key
Key ID @ PU,
Encrypted

session key

session key sender’s
K

message

Y

Compare

!

Key ID
Encrypted
digest DP
encrypted
message +
signature
4" H }




Topicos cobertos

+ Seguranga em sistemas E-Mail
- Seguranga no envio e recepgdo de mensagens

- Seguranga ho sistema PGP

- Contexto e criacdo do sistema PGP

- Seguranga e Mecanismos criptogrdficos

- Outros componentes do processamento PGP

- Processamento e formato de mensagens

- Gestdo de chaves publicas e modelo de confianga
> - Geragdo de chaves para encriptagdo de mensagens
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Geragdo de chaves (one-time-key)

Como anteriormente se viu, para suportar confidencialidade
cada mensagem é enviada cifrada (usando criptografia
simétrica), por uma chave gerada para essa mensagem

- Chave usada uma Unica vez por cada mensagem

Geragdo baseia-se num processo "passphrase-key-
generation”

Com base hum processo que passa por uma geragao
PSEUDORANDOM com base num esquema normalizado:
ANSI X12.17
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Geragdo de chaves (one-time-key)

- Principio: Usam-se random inputs a partir de mensagens
enviadas antes e de um processo de sensoriamento do
tipo "keystroke timing”, na edicdo da mensagem em causa

- Para geragdo futura:

» keystroke timming e a chave actual € usada como
semente de um processo de geragdo aleatoria,
baseado em sucessivas iteracoes, de onde resultara a
chave que ira ser usada para cifrar uma préxima
mensagem (detalhes no livro - vefr informagdo
disponivel nas pdginas da disciplina)

© Henrique Jodao L. Domingos, Departamento de Informatica FCT/UNL Seguranga de E-Mail



PGP: Processo de geragdo da chave

randseed.bin
24 bytes
Copiado >
para K[0..23] Key Nova seed de 24 bytes
Generation
Function S

Vetor K (24 bytes):
Mensagem
K[15..0]: 16 bytes (chave)

K[23..16] + 8 bytes (IV)
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PGP: Processo de geragdo da chave

randseed.bin

24 bytes Copiado ... uso como PlainText
para K[0..23] CAST Vetor
— 178  —» temporario
IV=Null —s (cfb) KJ[0..23]
—. MD(M) !
(s0 os Como chave de
primeiros cifra
Message 4K) /\
dtbuf = 64 bits rkey = 128 bits  rseed=64 bits

dtbuf[0..3] = 32 bit Timestamp  rkey =KJ[0..15]  =K[16..23]
dtbuf[4..7] = 32 bits (zero)
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Fun¢do de geragdo da chave

dtbuf = 64 bits - rkey = 128 bits rseed=64 bits
dtbuf[0..3] = 32 bit Timestamp rkey = K[0..15] = K[16..23]
dtbuf[4..7] = 32 bits (zero)
dtbuf , ,
— E E() = CAST-128 with rkey (128 bits) and ECB mode
rseed E rseed E rseed
—»L E ~>l‘ Novo
rbuf rseed

Para proxima

v Y v ronda
rbuf[16..23] rbuf[8..15] rbuf[0..7]
Novo rkey + novo IV para prox. ronda Geracdo de random B

~ e 1 byte (ronda 1)
Novo dtbuf = {dtbufjrkey Transferido de rbuf para

para prox. ronda K: K]..] =B xor rbuf]...]
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Postwash seed + return result

Geracao de random B
¢ 1 byte (ronda 1)
Transferido de rbuf para

Do novo K[0—23]: K: K][..] =B xor rbuf]...]

- K[O..15] serd a chave para cifrar a mensagem
- K[16..12] serad o vetor de incializagdo para modo CBC

O Processo € repetido 24 vezes, de modo a gerar mais 24
bytes para gerar uma chave K' (que serd depositada no
ficheiro randseed.bin)

novo valor de randseed.bin = {K'}, = 24 bytes

... E tudo volta ao principio quando se enviar a proxima
mensagem
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Uso do PGP

» Vdrias possibilidades ...
- Distribuicoes Licenciaveis
- Free com Dist. Source code

» Minhas favoritas:
- 6PG /6nu PG - Gnu Privacy Guard

- GPG
* https://gpgtools.org
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Ex., GPG on MAC OS X

» Install from: https://gpgtools.org
» Keypair generation + Passphrase
protection

* gpg -h

» Integrated with the Desktop
environment

- Right Button / Services ... Done

» User Guides:
https://gnupg.org/documentation/guides.html
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Leituras sugeridas para estudo
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COMPLEMENTOS / ANEXOS

© Henrique Jodo L. Domingos, Departamento de Informatica FCT/UNL Seguranca de E-Mail  gjide 99



Correio Electronico na Internet:
Protocolos e sua historia

"The Good Old Times of the Internet
of "Well-Known/Trusted/Naive/
Correct and Very Good People ..."

Protocolos inicialmente desenhados, normalizados,
implementados e operados com base
em pressupostos de que a Internet era CONFIAVEL !

Desenvolvimento:
LEGACY TRUST ASSUMPTIONS ?!
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... What the internet looked like in 1982:
A closer look at Danny Hillis’ vintage
directory of users ...

http://blog.ted.com/what-the-internet-looked-like-in-1982-a-closer-look-at-danny-hillis-vintage-directory-of-users/
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SMTP

* Originally, desighed by
J. Postel

- RFCs: 780 (5/81), 788
(11/81), 821 (8/82)

Nt ’
/' UW 0l
... The objective of Simple Mail Transfer Protocol (SMTP) 1s
to transfer mail reliably and efficiently. SMTP 1s independent
of the particular transmission subsystem and requires only a

reliable ordered data stream channel.

SMTP evol. RFCs: 974>1123>1425>1651>1869>5321

——
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IMF

David Crocker,
- RFCs 561, 680, 724
- RFC 822, Aug 1982

This standard specifies a syntax for text messages that are
sent among computer users, within the framework of
"electronic mail". The standard supersedes the one specified
in ARPANET Request for Comments #733, "Standard for the
Format of ARPA Net- work Text Messages". In this context,
messages are viewed as having an envelope and contents.

IMF evol. RFCs, 2822 Apr 01> 4021, Mar 05
>5322, Oct 08
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MIME

* Multipurpose Internet Mail Extensions

» Extension to RFC 5322

- Old RFCs: 1521, 1522, 1590

- Established w/ RFC 2045 to 2049
+ Updates:

- RFCs 2184 > 2231

*  MIME Parameter Value and Encoded Word Extensions:
Character Sets, Languages, and Continuations

- RFC 5335 > 6532

* Internationalized Email Headers (convergence)

© Henrique Jodao L. Domingos, Departamento de Informatica FCT/UNL Seguranca de E-Mail



ESMTP, IMF and MIME
+ ESMTP (RFCs 5321 > ... 5386 > ... 6531)

- This document specifies the Internet Message Format
(IMF), a syntax for text messages that are sent between
computer users, within the framework of "electronic mail"
messages. This specification is a revision of Request For
Comments (RFC) 2822, which itself superseded Request For
Comments (RFC) 822, "Standard for the Format of ARPA
Internet Text Messages”

* IMF: Internet Message Format:
- RFC 5322

- Internationalization: / /
- RFCs 5336, 9/08) » 6531, 2/12
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ESMTP

* Protocol used to transport internet mail.

- Used as both:

- MTA-MTA: Inter-server transport protocol
and (with restricted behavior enforced)

- MUA-MSA-MTA: Mail submission protocol.
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ESMTP (example)

* Protocol used to transport internet mail.

- Used as both:

- MTA-MTA: Inter-server transport protocol
and (with restricted behavior enforced)

- MUA-MSA-MTA: Mail submission protocol.
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Example: SMTP Dialogue (1) ...

OO0 OO OO0

: 220 smtp.server.com Simple Mail Transfer Service Ready
HELO client.example.com

: 250 Hello client.example.com

MAIL FROM:<mail@samlogic.com>

: 260 OK

RCPT TO:<john@mail.com>

: 250 OK

DATA

: 354 Send message content; end with <CRLF><CRLF>
C.

<The message data (body text, subject, e-mail header, attachments etc)

Is sent>
C:.
S: 250 OK, message accepted for delivery: queued as 12345

C:

QUIT

S: 221 Bye
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Example ESMTP Dialogue (2) .

220 smtp.server.com Simple Mail Transfer Service Ready

S:
C: EHLO client.example.com

S: 250-smtp.server.com Hello client.example.com
S: 250-SIZE 1000000

S: 250 AUTH LOGIN PLAIN CRAM-MD5

C:
S
C
S
C
S:

AUTH LOGIN

: 334 VXNIcmbhbWU6
: adlxdkej

: 334 UGFzc3dvemQb
: lkujsefxlj

235 2.7.0 Authentication successful
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ESMTP + STARTTLS Dialogue ...

220 smtp.server.com Simple Mail Transfer Service Ready

EHLO client.example.com
250-smtp.server.com Hello client.example.com
250-SIZE 1000000

250-AUTH LOGIN PLAIN CRAM-MD5
250-STARTTLS

250 HELP

STARTTLS

220 TLS go ahead

EHLO client.example.com *
250-smtp.server.com Hello client.example.com
250-SIZE 1000000

250-AUTH LOGIN PLAIN CRAM-MD5

250 HELP

AUTH LOGIN
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ESMTP + STARTTLS Dialogue ...

334 VXNIcmbhbWU6

S
C: adlxdkej

S: 334 UGFzc3dvemQb

C: lkujsefxlj

S: 235 2.7.0 Authentication successful
C:
S
C
S
C
S

MAIL FROM:<mail@samlogic.com>

: 250 OK

: RCPT TO:<john@mail.com>

: 250 OK

: DATA

: 354 Send message, end with a "." on a line by itself
C:

<The message data (body text, subject, e-mail header, attachments etc)

Is sent>

S

S.
C.
S.
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QUIT
221 Bye
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POP (Post-Office Protocol)

* POP 3

The Post Office Protocol - Version 3 (POP3) is intended
to permit a workstation to dynamically access a maildrop
on a server host in a useful fashion. Usually, this means
that the POP3 protocol is used to allow a workstation to
retrieve mail that the server is holding for it.

- RFCs 1081 > 1225 > 1460 > 1725 > 1939

- Updates/Extensions:
- RFCs 1957, 2449, 5034, 6186
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POP3 Dialogue

telnet pop.eo.lu 110

Trying 194.177.33.81...
Connected to unicorn.europeonline.net.
Escape character is '"]'.

+OK Europe Online Mail Server.
USER rewt

+OK rewt selected

PASS XXXXXXXX

+OK Congratulations!

QUIT

+OK blah blah

Other commands:
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POP3 + APOP Dialogue (1)

S: <wait for connection on TCP port 110>

C: <open connection>

S:  +OK POP3 server ready <1896.697170952@dbc.mtview.ca.us>
APOP mrose c4c9334bac560ecc979e58001b3e22fb

+OK mrose's maildrop has 2 messages (320 octets)

STAT

+OK 2 320

LIST

+OK 2 messages (320 octets)
1120

2 200

RETR 1
+0OK 120 octets
<the POP3 server sends message 1>
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POP3 + APOP Dialogue (2)

+OK dewey POP3 server signing of f (maildrop empty)
<close connection>
<wait for next connection>

SHE

C. DELE1

S:  +OK message 1 deleted
C. RETRZ2

S: +OK 200 octets

S:  <the POP3 server sends message 2>
SHEE

C. DELE?Z2

S: +OK message 2 deleted
C. QUIT

S:

C:

S:
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IMAP (Internet Message Access Protocol)

+ Allows a client to access and manipulate electronic
mail messages on a server. IMAP4revl permits
manipulation of mailboxes (remote message folders) in
a way that is functionally equivalent to local folders.
IMAP4revl also provides the capability for an offline
client to resynchronize with the server.

+ RFCs 2060 > 3501 (Ma5/03)

- INTERNET MESSAGE ACCESS PROTOCOL -
VERSION 4revl

- Ext. RFC 4466 > ...... > 6858
- RFC 7817:

Updated Transport Layer Security (TLS) Server Identity Check
Procedure for Email-Related Protocols
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IMAP Example (1)

: <open cohnection>

* OK IMAP4revl Service Ready

a001 login mrc secret

a001 OK LOGIN completed

a002 select inbox

* 18 EXISTS

* FLAGS (\Answered \Flagged \Deleted \Seen \Draft)
* 2 RECENT

* OK [UNSEEN 17] Message 17 is the first unseen message
* OK [UIDVALIDITY 3857529045] UIDs valid

a002 OK [READ-WRITE] SELECT completed
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IMAP Example (2)

C: a003 fetch 12 full

S: *12 FETCH (FLAGS (\Seen) INTERNALDATE "17-Jul-1996 02:44:25
-0700"

RFC822.SIZE 4286 ENVELOPE ("Wed, 17 Jul 1996 02:23:25 -0700 (PDT)"
"TMAP4revl WG mtg summary and minutes"

(("Terry Gray" NIL "gray" "cac.washington.edu"))

(("Terry Gray" NIL "gray" "cac.washington.edu"))

(("Terry Gray" NIL "gray" "cac.washington.edu"))

((NIL NIL "imap" "cac.washington.edu"))

((NIL NIL "minutes" "CNRI.Reston.VA.US")

("John Klensin" NIL "KLENSIN" "MIT.EDU")) NIL NIL
"«B27397-0100000@cac.washington.edu>")

BODY ("TEXT" "PLAIN" ("CHARSET" "US-ASCIT") NIL NIL "7BIT" 3028
92))
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IMAP Example (3)

a003 OK FETCH completed

a004 fetch 12 body[header]

* 12 FETCH (BODY[HEADER] {342}

Date: Wed, 17 Jul 1996 02:23:25 -0700 (PDT)

From: Terry Gray <gray@cac.washington.edu>
Subject: IMAP4revl WG mtg summary and minutes
To: imap@cac.washington.edu

cc: minutes@CNRI.Reston.VA.US, John Klensin <KLENSIN@MIT.EDU>
Message-1d: <B27397-0100000@cac.washington.edu>
MIME-Version: 1.0

Content-Type: TEXT/PLAIN; CHARSET=US-ASCII

)
a004 OK FETCH completed
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IMAP Example (4)

a005 store 12 +flags \deleted

* 12 FETCH (FLAGS (\Seen \Deleted))

a005 OK +FLAGS completed

a006 logout

* BYE IMAP4revl server terminating connection
a006 OK LOGOUT completed
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IMAP ¢/ STARTTLS

openss| s_client -crlf -debug -connect imap.gmail.com:993

tag username password

openssl s_client -showcerts -connect mail.example.com:993
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